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Syllabus

TP B P % (Subject/Topics
1 100/02/18 T & 7 %% > AL 4
(Course Orientation for Secure Electronic Commerce)
100/02/25 % + 7 #+#%#m (Introduction to E-Commerce)
100/03/04 7 &+ # B (E-Marketplaces)
100/03/11 RFFHEBET L F & A KL IR
(Retailing in Electronic Commerce: Products and Services)
5 100/03/18 itij ¥ FiE AT HEY g R
(Online Consumer Behavior, Market Research, and
Advertisement)

100/03/25 7 + 7 3% B2B ~ B2C ~ C2C (B2B, B2C, C2C E-Commerce)
100/04/01 Web 2.0, Social Network, Social Media

100/04/08 # % 7 FOpLAE I

100/04/15 {7 #+:& & &2 {7 # F 7%+ (Mobile Computing and Commerce)
10 100/04/22 Hp P 3 ik
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Syllabus (cont.)

n % (Subject/Topics
T+ f %% > (E-Commerce Security)
#c i+ 15 7% (Digital Certificate) [Module 4]
REL e ek > (Network and Website Security) [Module 5]
LEZD AHBRENICTFRE T F I
(Transaction Security, System Security, IC Card Security,
Electronic Commerce Payment Systems) [Module 6, 7, 8, 9]

{7 # Fi 1+% 1 (Mobile Commerce Security) [Module 12]
T AT 2 E

(E-Finance Security Control Mechanisms)

¥ &% > ¢ 72 (Operation Security Management)
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Module 12-1-1;
TR IF2 K
SR ARE TR R £ AR B TEB R

(% B2, %90)

“Any transaction with a monetary value that is conducted via
a mobile telecommunications network”, (Durlacher, 2000)

“The mobile devices and wireless networking environments
necessary to provide location independent connectivity ”
(Elliott and Nigel Phillips, 2004)

B & L«g&: <aﬁ ﬁéﬁ'/@z#{-%&% FEE% 5 4oPDA
~ AR 2 ziﬁ ﬁé}fg}.’}r ~ DR 5PF»7)Z~° |
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Module 12-1-2:
TER A2 AT

* F?§¥’ﬁ3:i$' WAFEMr B L 52 X8 I (78 LA

— GSM _“GPRS 3G+ %
— PDA  Pocket PC

— GPS#- #7234

— RFID,/ 2L 45/ 5 &+
— Sensor

AR A R S 12.9
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TR A2 3 A EHT )

o A A PFT 1995 @,ﬁﬂﬁmgmﬁ S N
f.::,, z = ZLK\E’ s g .
— @ SRR B R (Wireless Wide Area Network » WWAN)
— # AW ¥ B (Wireless Local Area Network » WLAN)
— & H B A gp: (Wireless Personal Area Network > WPAN)

AEE B =R EEBLE B 12-10
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Ve ) —gp = » > 2 h—
THR FE2 3 WP )
« WWANE 1, @ﬁ?%@l“]? BAAR R R0 2 Fam sp
”ﬁ@%%ﬁmé fﬂ%«’ﬁﬁﬂ*d%%mmﬁ
ﬁz,‘ KZER 2 BEABRER > - & A B FH WS %8g
%‘%‘aéﬂz%’_ Kig * g R R o ¥ LOWWANEjiFe 7 ¢
— % - N FEAF(LG) ¢ F Hp et ik S 4o AMPS
(Advanced Mobile Phone System)

— % = R FEFQRG ~ 25G) 1 Hpde GSM (Global
System for Mobile Communications) > 7 2.5G 4~ GPRS
(General Packet Radio Service)

— % = i F(3G) ¢ Hpshe UMTS (Universal Mobile
Telecommunications System )

A= gRE ETEELE B
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Th R A2 3
. 1G~2G~3Gubﬂm

BT ()

bR R @ B @ % ZAE

AT FLESL AL/ = Bz

FEEEEIT 1980 FA4L 1990 F4L 2000 AL

(ELEE =N o= g5 -AH B - ZEEEER

i i AMPS GSM CDMA(Code Division Multiple Access)
TACS GPRS W-CDMA(Wideb and-CDMA)
NMT

g LR i3 9.6K bps(GSM) - 2M bps

115K bps(GPRS)
LEEE i3 ERE (RN g - B
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T e e AR 0 M AL
°3£¢ g # WLAN Jrii3
A g MR E 0 . ¥

P mERER DR R o P o T a5 WLAN a*iﬁfi;
#_IEEE (Institute of Electrlcal and Electronic Engineers, &
W+ %LEFFT%g) 802.11 %2 H ip R > @ F L

802.11+% & 5
— 802.11b
— 802.11a
— 802.11¢g
— 802.11n
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78 7 A2 38 A EHE ()
o 802.11b/a/g/nz_ ¢ i

802.11b 802.11a 802.11g 802.11n
Approved by Dec-99 Jan-00 Jun-03 Dec-07
|IEEE
Maximum 11 Mbps 54 Mbps 54 Mbps 600 Mbps
Data Rate
Typical 0m 30m 50 m 60 m
Range
Freq Band 2.4 GHz 5 GHz 2.4 GHz 2.4/5 GHz




Module 12-1-2:
TH iiiii‘%%#ﬁ*?(m
o WPANE 35 i 4 72 s o BN #7 18 * chig
%Fﬁ%’gﬁﬁmm¢$?ﬁiﬁﬁ4
i * e g\;m%tﬁ A+ 1% -~ PDA -~ £ 38
T GET T AL 0 LA F T
B o F ELmWPANjiﬁtFé’ 2
— UWB (Ultra Wide Band)
— Bluetooth
— ZigBee
— NFC (Near Field Communication)

/

S

-—\1-
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78 B 3320 3 WBET ()
o WPAN % 78 3 fiFit i

UWB

Bluetooth

ZigBee

NFC

3.1~10.6GHz

2.4GHz
(ISM)

2.4GHz/868
/915MHz

13.56MHz

0~10m

0~10m

10~75m

<50cm

]
53.3~480Mbps

P
| Mbps+

15
10k~250kbps

15
424kbps

High

High

Medium

Very High

High

Medium

Low

Very Low

802.15.3

802.15.1

802.15.4

IEC
18092/21481
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Aoralgeng >0 42
¥ (Man-in-the-middle attack)
Zig P2 KA

fe %7 PR 72 72 % (Denial of Service Attack > DOS

Attack)
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Module 12-1-4:
FRRFIAZRT FH

— @2 pRG+ ¢ @ 7 SMS (Short Message Service)  MMS
(Multimedia Messaging Service) i&#f (0§ 2 PRFx% ¥ &
£ B2CHF & [ i+ * i [F

- IR RS L) SRR R RRA S
AR PRAPE TR TR R PR R
H2 '%ﬂi%%:*“f' -l S X
% HERFE bdow £ B L L PRZZ‘
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BT i\‘. ~ B T i\. N éﬁk‘ﬂ: i\. oo (TP hE s R
AE N - A b EIRAAEY o dop T 9 ED
rz ehemome

— H e d g 2 F PRI



PUE BR R = 4R e

Module 12-1-4.
"?ﬁ%’f‘é i32_ %El ()

e FEFE AB2Bag* B @

— WASP (Wireless Application Serwce Provider) @ #B2B%®
F+HE AR AR R AP - BAE — Y I AEAE FPRIFASP
» B s B E s G AR it AR EPR%WASP £\
fﬁl\/IASP (Mobile Appllcatlon Service Provider) ﬁ

* Linux ~ Java ~ XML % i@ * 4p % chiR & » 3 B ﬁl

%%%Jkﬁﬁéﬁﬁﬁmzmﬁtwﬁéﬂ%i

— Mobile CRM_ /ERP : i7# 4 £ M % E 122 & ¥ T A
2] % 5L

— AR RSB E LER R



Module 12-1-4:
TH I 1%’* # B o

A R¥A R L
DTy #mﬁx, EmEE kA

"lfif:fﬁ%ll?ﬂ » feihiEE R P RERXFE N
Wi~ FREBIFEH ¢ 5T IR

— Mobile PIM (Personal Information Management)
— Mobile Scheduling

— Mobile Email

— Mobile Learning

— Mobile Intranet Access

— Document Retrieval and Management

HEE N =R BT YLE” B 12-22
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Module 12-2:
e o R
&P

4
A
‘ . Alice
Alice | | Bob
Eavesdropping Masquerading as
a service
o -

Masquerading as > Man-in-the-middle
a client Masquerading as

service and client

A= gRE ETEELE B
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Module 12-2:
FERERBEET R

TR Y ¥ AR AR TR
é_’

2
-—

— ¥ & #7w) (Authentication)

% 14 (Data Confidentiality)
7+ (Data Integrity)

=4 (Non-repudiation)

A E M E e E TR A 12-26
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Module 12-2-1:
BB FN ()

(1) 79 R > & R AL HEY

(2) I - Hm e 2 B

(3) sz A F 4t H Hikc:
Wi FraRAlice £ 4
* i 8 0 & T Aliced &

AEE B ERE ETEBLE B 12-28



I\/Iodule 12-2-2:
\n % ? r,J‘

ERR 2 %E%é"—‘%r‘“r@; m%a;?ﬁ;r:c?f j@é\ % 7
TR zu[i?t AR R E M 0 hoig # ﬂd’E%i~ ; ,%E“—*zz‘ifé #
’F‘Effu 3 AR VA el R R T =C o N %"@E‘;F’f\
it b

o M BABHMY A & DTES Y 45 i i (Private-
Key Cryptosystems) z- ﬁ%;ﬁ%$ﬁ% (Symmetrlc Key) % 75 %
o R R &% ¢ 5 (Public- Key Cryptosystems) F\
Fo2REHAE (Asymmetric-Key) £ 4% % 75 ¢ 5o

fé‘ ‘;,“ é%‘q,’ﬁ% ,J‘\ ‘S"‘-‘ ’ VIJ'Q‘? . DES, AES

B AT LS blde D RSA

AEE B =R EEBLE B 12-29
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Module 12-2-3:
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2

2
<

* FHREMR zuh%, I,Fw?%'/f‘f T F F Y g g
7Y iﬁ\ﬁiﬂt oo g i H **zab:rﬂz |45 SR 8
c A FEFTHEREL VRRLRERISERRE W
¥ oRAE Aol L E R (I\/Iessage Authentication Code -
MAC)
— MAC=C, (M) > r‘l\/l ML > CEMACEH; » Ka + &
2}

e

H
4 MACL:E X 4 e g FR G
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Module 12-2-4:

¥ E R
% 5¥ 4] — CNS 14510-1 Protocol
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Module 12-3:

pave S FIG "‘Fﬁvﬁw&m—e >
BN L ABEIS LY AOSM j
3 R * 2802118 AR ,[}]LLLZ]K

& -1 WWAN WLAN ~ WPAN 14 38 =
ARG = S

- WWAN.%E WPFEE >

— WLANG:E 2 fired > 454

— WPANE 3 L pFeng > 54
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Module 12-3-1:

WWANT 2 Hpreng > 484
T rS P

Intruder

Other
party

&h-

Subscriber

Infrastructure Domain

Mobile !
Terminal )

L

usim <>

UICC

Serving Networks

User Domain

Other Serving
Networks
Intruder

Y

Non-3G Infrastructure Domain

|
|
|
|
I
|
I
|
I
|
i
|
|
|
|
|
|
|
|
|
I
1
1
i
1
1
i

Main entities and roles in a 3G environment

Home

Environment

Intruder

Value-added
Service
Provider

12-39



Module 12-3-1:
WWANE 2 preng 484

e GSM % 3L2E ‘f#.

 MS(Mobile System) NSS
— SIM(Subscriber Identity Module ) -
« BSS(Base Station Subsystem)
- BTS(Base Transceiver Station)
- BSC(Base Station Controller)
 NSS(Network and Switching
Subsystem)
- MSC(Mobile Switching Center)
- VLR(Visitor Location Register)
- HLR(Home Location Register)
- AuC(Authentication Center)
- EIR(Equipment ldentity Register)

iS5

AEE B =R EEBLE B 12-40
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Module 12-3-1:
WWANE 3 3t peed ﬁs}_#ﬁ#d ()

o GSM % %Li5EA3~AS~-ABFhiz2enig ¥ v I|x > RK¥ n

£ G LR F A B

— o #w) 0 GSM Network operator (i # 5 &HLR¥® e2AuC
) i% i - RAND#S ¥ MS=2SIM-+ ¢ K. i& {7 Authentication#
i (by A3) > M&FEMSATE 5 g2 @ *  » E A F A AT
Y AG P

— PRl B - RANDAE 2KIk &2 4 4% % chKe (by
A8) s JriF > Ed Kok 4 ende gz (( by AB)» 1
IS 7 AR E o) 7 anp

— % L 2 1 TMSI (Temporary Mobile Subscriber Identity) &
#F 4.+ #5IMSI (International Mobile Subscriber ldentification)
ST ABERP > @ TR AP B PRI



Module 12-3-1:

WWANLv"'iliﬁ*?” € >4 (%)
e GSM % 3% -E/é\ii"é‘*l

BREES &

L BB
Pt EE ﬁﬁﬁ\%ﬁn_ﬁbmi RSkl A
HIS5RS — B AUSERS

SRREVEEIE (A3)
TTEIZZIRAG

efTEHEsT FHIERE

HETEMEERE ETEELE B 12-43



Module 12-3-1:

WWANii AP phE 24 (F)
¢ GSM S0 ..-» 31%%’"\3 “%

((((((c« e

EEDEF = s iz

L) BiEEEE E aUsRS BEtsE

BTRRIE== % "‘/
(OSHEAR %

RSN EESE 5% (AS) HRTE S NI B a——
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Module 12-3-1:

WWANG;E 2 preng 23] ()

e GSM k%2 % >4

GSMede i B2 & A O » @ 5142 F e i e 3™ > A5/12AS5/2/7 &
/% ¢ X { #Marc Briceno ~ lan Goldbergf-David Wagner # if w 1 422
BfE o

GSMM//;%W d i'ﬁs f‘éf{% DAY 2 W L E R

GSM £ 44 £ B 45641 » mﬁrmo: ~ABIER L0 ERE G 45T
547~ (fs RIFOAT 7~ £4K) > & LW 4 455 R AT ~ A feenr o
GSMiL 3 PP ek 3 % RS0 5 58 s (o it har ) > P15 A &
;\Iz??f Q— i# fake base station > = &~ = 3 ’Iz??fmv AR o
“iff? K EIRFFARRARL 2~ 2 AARRAR T ~ 7 B (F AR K A% 3
B A ’ﬁ’jnb@ﬁfake base station attackB’»fg’userﬁ‘; B 7R 218 GSM
ﬁ#ﬂiﬂf@ﬁﬁ\"‘“ﬁ%“’ﬂ ool R R B) o
GSM ercircuit-switched service - A MS¥2 BS2_ [ i& {7 4 @ %3k o



Module 12-3-1:
WWANGE 2t $Epens 2 83 (5)

- UMTS (Universal Mobile Telecommunication system)

RACEI RACEIl ACTS/FRAMES ETSI  ETSI Decision:
Basic ATDMA FMAT: WIDMA  Concept WCDMA for FDD Release-¢
studies  CODIT FMA2:WCDMA  groups  operation clease-6
| | | | H | | | | >
1988 19921993 1997 1998 1999 Release-S
JGPP  Release-4

Release-99
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Module 12-3-1:
WWAN3E 2 et 284 ()

cUMTS 4 5t38 4

/’

Node B\

Node B

Iu

u-Cs

/

\\

3G

Node B
N

Node B

VSC VLK

GMSC

/D

HLR

" B
1‘}: e

g

UTRAN

[u-Ps

3G SGSN

GGSN

.

J

Core Network

System Architecture of 3GPP Release 99

e bt

(51

External

\. Networkg
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WWAN:E 2 prehg 2484 ()

UMTSZ 2+
° %r"}» LN Aﬁ;ﬁ’%]
_ % _E'//ﬂ\gf‘%lj : E?GSM#EPF'

‘zPé_/%E‘/:_ J . h;_'.@&l-_q_\ \:”T\L:E' zuc,%’}l',;;]z‘—l‘%/
& «u{b\’% a:‘zfs?}f? B &_F L":—J s Hp

_Fﬂ —
~ e ﬁﬁ% £IKen 7 ﬁ a#%ﬁﬁ

4] £ iE ¥
~ BB AT TR kit
— % 18— 5 5L (COUNT-I) K [# #1386 » 5 p %

/ A
Boman, G. Horn, P. Howard and V. Niemi, “UMTS security,”
Electronics & Communication Engineering Journal, 2002
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WWANE 2 et 284 (%)

UMTS% 14
o TP & %[ (Mobile equipment identification)

o
WA % Sk ?;K 7 *&— HIMEI (International Mobile Equment Ildentity

— &R R
) (i Ree) > £ F T HIMEIEIMSILE fe st kFEsni ¥ § P W hiF
RELT £

e USIME®? User ~ terminal ~ network=rfé i%
— User-to-USIM authentication

* User£ USIM (Universal Subscriber Identity Module)i% i = % 4% (4-PINZS)
4 % 8 * USIM

— USIM-terminal link
o USIME Terminali# i £ % f2% » ki {7 L] (¥ (4-SIM-lock)
— USIM Application Toolkit

e Xoperatorzt third-party provider ¥ 12 & USIM_+ 2= B & * #2;% o Network
operatorfl| ¥ i% i P B ¥FUSIMEE (730 4 & %

Boman, G. Horn, P. Howard and V. Niemi, “UMTS security,”
Electronics & Communication Engineering Journal, 2002
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o 802.11 & &0 4 f2 ced & 30

— Bl & @B 5 st (Ad Hoc Mode)
— % Bl & A &A= 237" (Infrastructure Mode)
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WLAN3E 3 Fjireng > #4)

T RERERR

Wired Equivalent Privacy (WEP)
ChaHenge

\ Eavesdropper
Shared Key Authentlcatlon RC4

Eavesdropper ,* S & Cracker
.f

"\\,
A o)
SSID )
\ \\\\ St f» j’: Initiation Vector
Challenge text & Regpgnse e
correctly encrypted text "

" /

# |

Open Authentication

Cracker
War Driving

AEE B =R EEBLE B 12-51
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WLANSE # Hpeeng 2484
c FaE2RP
— War Driving / Sniffing (Parking Lot attack)
— Rogue Access Points
— MAC Address

— SSID
— WEP
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WLANE 3 peend > 184
e\War Driving
¢ War Drlvmgq—jﬁ &R B RO P o T LR IR
# AR 3 B3 P-2E(Access Point » AP)e{T 5 o
— http://www.wardriving.com/
¥ R engr Ao T
— NetStumbler

— AiroPeek
— MobileManager

— Sniffer Wireless
— THC-WarDrive


http://www.wardriving.com/�

Module 12-3-2:
WLAN;E 2 Hpreng > 483

o i & GPS 3 W] 2. War Drivingst ¥ £ ;

A FRIAAT! Eden Garfens

L TBiks ¥s
" ‘ Iinksys
¢

‘ﬁ% SarnFransacn Bay

i

L AT ] b3 5-lme .'

. ’. : 3 A ] ’ )
"""""" = R UCSD
T 4 UCsD oy
iy :

115 e Ianey ¢

U’VJI:']J_” 'E 1

| R TAT

L] IPan Nphﬁu!tfﬂafzﬂ iy 1?
n i g“‘i_—ﬂ._zm:i

Lmlesys

A= gRE ETEELE B
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e Parking Lot s &

_ifr,v;{,gt;b uifﬁ_ﬂ;*’i’ﬂmx%ﬁiﬁ—ﬁ’il, = L e 3B

7 f&%&’ 5&*/2‘ (-




Module 12-3-2:
WLANSE 1 $#eh% 2 84
o K DAP
_ A REafRT o & B AP
_ A g AP
— BB R #-4 X Dlwar driving/sniffing sz #
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