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Gartner Magic Quadrant for

Cloud Infrastructure and Platform Services

ABILITY TO EXECUTE

Amazon Web Services
Q
@ Microsoft
@ Google
@ Albaba Cloud
@ Orxle
Tencent Cloud
.. IBM
COMPLETENESS OF VISION > As of July 2021 © Gartner, Inc
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Everything as a service

SASB+XBRL
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qws Build a Serverless Web Application

N with Amazon S3, AWS Lambda, Amazon API Gateway,
Amazon DynamoDB, and Amazon Cognito

HTML, CSS, JavaScript etc.

AMAZON S3

e— |
Web Browser
| AMAZON COGNITO
USER POOL
¥
Dynamic API calls over HTTP
AMAZON API GATEWAY AWS LAMBDA AMAZON DYNAMODB

https://aws.amazon.com/getting-started/projects/build-serverless-web-app-lambda-apigateway-s3-dynamodb-cognito/
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qws Build a Serverless Web Application

N/ with Amazon S3, AWS Lambda, Amazon APl Gateway,
Amazon DynamoDB, and Amazon Cognito

1

( .

I |

I HTML, CSS, JavaScript, etc : :

----------------------------------------------------------------------------------- | . -4 |

I |

1 :

§ d AMAZON S3 i

' | —————— /
m_ ______________________________________________________________________________ N

Y
Web Browser

https://aws.amazon.com/getting-started/projects/build-serverless-web-app-lambda-apigateway-s3-dynamodb-cognito/
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qws Build a Serverless Web Application

with Amazon S3, AWS Lambda, Amazon APl Gateway,
Amazon DynamoDB, and Amazon Cognito

Static Web Hosting
Amazon S3 hosts static web
resources including HTML, CSS,
JavaScript, and image files

which are loaded in the user's
browser.

AMAZON S3

Oy,
\-----‘

ttttt ://aws.amazon.com/getting-started/projects/build-serverless-web-app-lambda-apigateway-s3-dynamodb-cognito/
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qws Build a Serverless Web Application

\—/

with Amazon S3, AWS Lambda, Amazon APl Gateway,
Amazon DynamoDB, and Amazon Cognito
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e | |
Web Browser | I
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: \ USER POOL J
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qws Build a Serverless Web Application

with Amazon S3, AWS Lambda, Amazon APl Gateway,
Amazon DynamoDB, and Amazon Cognito

2 User Management
Amazon Cognito provides
user management and
authentication functions to o
secure the backend API. S

o
(] 7
v

20
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qws Build a Serverless Web Application

N/ with Amazon S3, AWS Lambda, Amazon APl Gateway,
Amazon DynamoDB, and Amazon Cognito

______________________________________________________________________________ _’
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qws Build a Serverless Web Application

with Amazon S3, AWS Lambda, Amazon APl Gateway,
Amazon DynamoDB, and Amazon Cognito

Serverless Backend

Amazon DynamoDB provides a
persistence layer where data can be
stored by the APIl's Lambda
function.

---------------------------

AWS LAMBDA AMAZON DYNAMODB |

-_— ----/

P 8 F F N F & N F §F B B F §F B B N § 4
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qws Build a Serverless Web Application

N/ with Amazon S3, AWS Lambda, Amazon APl Gateway,
Amazon DynamoDB, and Amazon Cognito

Dynamic APl calls over HTTP

HTML, CSS, JavaScript, etc

Authentication
»
\
{ 1
|
: i
I |
I |
I p----- AN\ N\ oo R *
I |
] :
|
1 AMAZON API GATEWAY :
\~ ------------ I

https://aws.amazon.com/getting-started/projects/build-serverless-web-app-lambda-apigateway-s3-dynamodb-cognito/
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qws Build a Serverless Web Application

with Amazon S3, AWS Lambda, Amazon APl Gateway,
Amazon DynamoDB, and Amazon Cognito

RESTful API

JavaScript executed in the browser
sends and receives data from a
public backend API built using
Lambda and APl Gateway.

------------- ~
}

|
|

R |

|

|

|

|

Dynamic AP calls over HTTP

AMAZON API GATEWAY
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qws Build a Serverless Web Application

with Amazon S3, AWS Lambda, Amazon APl Gateway,
Amazon DynamoDB, and Amazon Cognito

Terminate resources

Resource Cleanup

You will terminate an Amazon S3 bucket, an
Amazon Cognito User Pool, an AWS Lambda
function, an IAM role, a DynamoDB table, a REST
APIl, and a CloudWatch Log.

It is a best practice to delete resources you are no
longer using to avoid unwanted charges.

ttttt ://aws.amazon.com/getting-started/projects/build-serverless-web-app-lambda-apigateway-s3-dynamodb-cognito/ 25
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Amazon S3: Simple Storage Service

aWS ContactUs Support~v English My Account~ “ Vsilgil In to the Console
\_/7

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

Amazon S3 Overview Features ~ Storage classes ~ Pricing Security Resources v FAQs

W o
: b |
« Storage y N 3
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<
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Amazon S3

Object storage built to retrieve any amount of data from anywhere

‘Get Started with Amazon S3 Connect with an Amazon S3 specialist

5 GB of S3 standard storage
for 12 months with the AWS Free Tier

Scale storage resources to Store data across Amazon Protect your data with Easily manage data at any
meet fluctuating needs S3 storage classes to unmatched security, scale with robust access
with 99.999999999% (11 reduce costs without compliance, and audit controls, flexible

Os) of data durability. upfront investment or capabilities. replication tools, and

hardware refresh cycles. organization-wide visibility.
>

https://aws.amazon.com/s3
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Amazon S3: Simple Storage Service

| ” h | Analytics data

l W Log files

. Application data

[u «E:.l'”] Videos and
0oo0 ‘)ictl]r‘zs

[ .
;
Move data
Move your data to Amazon
S3 from wherever it lives -
in the cloud, in applications,
or on-premises

Backup and
archival

| Control access

7
éf to data
- imi i
> f' =1 Optimize cost with

storage classes

<

Replicate data to
oY any Region

Amazon S3
Object storage built to store
and retrieve any amount of
data from anywhere

Store data -
Create bucket, specify o9l
the Region, access
controls, and management
options. Upload any
amount of data

Access from on-
premises or VPC

0o
Qo
A

7
\

1

b

Protect and secure
your data

D

)
)
N/

Gain visibility into
=<2, your storage

7

https://aws.amazon.com/s3/
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X

Artificial
Intelligence (Al)

Advanced analytics

Machine Learning
(ML)

Analyze data

Use AWS and 3rd party
services to analyze your
data to gain insights
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AWS academy

AWS Hands-on :
Using S3 Service for
XBRL Cloud Storage




AWS academy

AWS Hands-on : Using S3 Service for XBRL Cloud Storage

C @ us-east-1.console.aws.amazon.com/console/home?region=us-east-1# d % » O

aws 852 Services | Q Search for services, features, blogs, docs, and mor: Option+S L O N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 6420-3836-5284 ¥

® The new AWS Console Home will replace your existing experience soon m

Starting June 2022, the new AWS Console Home will replace your current experience. Switch now to customize your Console Home and view valuable insights.
Learn more or let us know what you think.

IJAWS Management Console |

. A
AWS services New AWS Console Home
See valuable insights for your ‘ )
v Recently visited services account' and services with the new i
customizable Console Home e
% CloudFront 3 Cloudshell experience. Learn more [£

53 i EEEN

» All services

Stay connected to your AWS resources
on-the-go

Build a solution (=) AWS Console Mobile App now supports four

@ | additional regions. Download the AWS Console
Mobile App to your iOS or Android mobile
device. Learn more [4

Get started with simple wizards and automated workflows.

Feedback L for |z ? it in the ne ified Settings [2', ®© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

https://awsacademy.instructure.com/courses/18745 31
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AWS academy

AWS Hands-on : Using S3 Service for XBRL Cloud Storage

AlICv1Sem1E... > Modules > Module 5 - C... > Lab 5 - CloudFront

AWS 01:53 P Start Lab M End Lab i AWS Details i Readme =

Account

Close |

: Cloud Access
(%)

Dashboard

AWS CLI:
Cloud Labs

Courses Remaining session time: 01:52:11(113 minutes)
Session started at: 2022-05-05T20:14:17-0700
Session to end at: 2022-05-05T722:14:17-0700
Accumulated lab time: 00:07:49 (8 minutes)

No running instance

SSH key Show Download PE Download PP
AWS SSO | seliiiEtieis

AWSAccountld 642038365284

Region us-east-1

<« Previous Next »

https://awsacademy.instructure.com/courses/18745 32
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AdWS academy

AWS Hands-on : Using S3 Service for XBRL Cloud Storage
Task 1. Create an S3 bucket using the AWS CLI

4. Choose the Services menu, locate the Developer Tools services, and select CloudShell.

If a welcome pop-up window appears, choose Close.

AWS CloudShell is a browser-based shell that gives you command line access to your AWS resources
in the selected AWS Region.

5. Copy and paste the following code into a text editor:
cd ~
aws s3api create-bucket --bucket (bucket-name) --region us-east-1

cd ~
aws s3api create-bucket --bucket sasb-xbrl-2330 --region us-east-1

6. In the code that you copied, replace (bucket-name) with a unique Domain Name System (DNS)-
compliant name for your new bucket.

7. Run the updated code in the CloudShell terminal.
If a pop-up window appears, choose Paste.
The output should look similar to the following:

{
"Location": "/mylabbucket12345"

}

https://awsacademy.instructure.com/courses/18745 33
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AWS academy

AWS Hands-on : Using S3 Service for XBRL Cloud Storage

4 @ us-east-1.console.aws.amazon.com/console/home?region=us-east-1# d % » O

aw_s. Q. Search for services, features, blogs, dc

e B Task 1. Create an S3 bucket using the AWS CLI

Star Q2 % ble insights.

@ Containers
@) Customer Enablement Cloud9

= A Cloud IDE for Writing, Running, and Debugging Code
& Database

&
5 End User Computing Sicsssasnnid 2. Choose the Services menu, locate

) Front-end Web & Mobile CodeArtifact the Develo per Tools services , d d

79 Game Development Secure, scalable, and cost-effecti

select CloudShell.

o If a welcome pop-up window appears,

54 Media Services CodeCommit choose Close.

& Migaton & Transer s A\\/S CloudShell is a browser-based shell
CodeDeploy that gives you command line access to

Delivery Automate Code Deployments

& Quantum Techclogies your AWS resources in the selected AWS

CodePipeline

¢5 Robotics Release Software using Continuo Regl on
(]

=] Management & Governance

~ . ’ . . .ys . .
https:/iconsole.aws.amazon.com/cloudshell/homezreqion=us-east-1 d Settings [4 ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

https://awsacademy.instructure.com/courses/18745 34
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AWS academy

AWS Hands-on : Using S3 Service for XBRL Cloud Storage

< C @ us-east-1.console.aws.amazon.com/cloudshell/home?region=us-east-1# h % » O

aws

s services | Q Search for services, features, blogs, docs, and more [Option+S] VAN (@) N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 6420-3836-5284 ¥

Welcome to AWS CloudShell X

AWS CloudShell is a browser-based shell that gives you command-line access to your AWS resources in the selected AWS
region. AWS CloudShell comes pre-installed with popular tools for resource management and creation.

You have the same credentials as you used to log in to the console. Learn more [4

T SN

Pre-installed tools Storage included Saved files and settings

AWS CLI, Python, Node.js and more 1 GB of storage free per AWS region Files saved in your home directory are
available in future sessions for the
same AWS region

Do not show again {

Feedback Looking for language selection? Find it in the new Unified Settings [} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

https://awsacademy.instructure.com/courses/18745 35
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AWS academy

AWS Hands-on : Using S3 Service for XBRL Cloud Storage

ss: Services | Q Search for services, features, blogs, docs, and more [Option+S] | (I AN (©) N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 6420-3836-5284 ¥

Crcirs v | ©

AWS CloudShell

us-east-1

@ If the arrow keys aren't working correctly ir = =rShell, see Troubl

how this message again 5

Preparing your terminal...
[cloudshell-user@ip-10-1-109-189 ~]$ Try these commands to get started:

aws help or aws <command> help or aws <command> --cli-auto-prompt
[cloudshell-user@ip-10-1-109-189 ~]%

5. Copy and paste the following code into a text editor:
cd ~

aws s3api create-bucket --bucket (bucket-name) --region us-east-1

Feedback Looking for language selection? Find it in the new Unified Settings [/}

® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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AWS academy

AWS Hands-on : Using S3 Service for XBRL Cloud Storage

Services Q Search for services, features, blogs, docs, and more [Option+S] @ Q @ N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 6420-3836-5284 ¥

AWS CloudShell

us-east-1

@ If the arrow keys aren't working corre

t show this mess

Safe Paste for multiline text X

Preparing your terminal...
[cloudshell-user@ip-10-1-109-189
aws help or aws <command> hel( A

2 Text that's copied from extemal sources can contain malicious scripts. Vierify
[cloudshell-user@ip-10-1-109-189 the text below before pasting

kd ~
aws s3api create-buckat --bucket (bucket-name) —region us-east-1

Ask before pasting multiline code Paste m

5. Copy and paste the following code into a text editor:
cd ~

aws s3api create-bucket --bucket (bucket-name) --region us-east-1

Feedback Looking for language selection? Find it in the new Unified Settings [/} ©® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

https://awsacademy.instructure.com/courses/18745 37
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AWS academy

AWS Hands-on : Using S3 Service for XBRL Cloud Storage

ss: Services | Q Search for services, features, )¢S [Option+S] | (I AN (©) N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 6420-3836-5284 ¥

AWS CloudShell

us-east-1

@ If the arrow keys aren't working ¢

how this message again
Preparing your terminal... Safe Paste for multiline text X
[cloudshell-user@ip-10-1-109

aws help or aws <command>
[cloudshell-user@ip-10-1-109

/\ Text that's copied from external sources can contain malicious scripts. Verify
the text below before pasting.

kd ~

Ask before pasting multiline code

7 Cancel

5. Copy and paste the following code into a text editor:
cd ~
aws s3api create-bucket --bucket (bucket-name) --region us-east-1

5. Copy and paste the following code into a text editor:
cd ~
W aws s3api create-bucket --bucket sasb-xbrl-2330 --region us-east-1

https://awsacademy.instructure.com/courses/18745 38
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AWS academy

AWS Hands-on : Using S3 Service for XBRL Cloud Storage

awg ESE Services Q. Search for services, features, blogs, docs, and more [Option+S] @ Q @ N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 6420-3836-5284 v

AWS CloudsShell | Actions v | @

us-east-1

[cloudshell-user@ip-10-1-109-189 ~]%$ cd ~
[cloudshell-user@ip-10-1-109-189 ~]$ aws s3api create-bucket --bucket mydaylabbucket20220506 --region us-east-1

5. Copy and paste the following code into a text editor:
cd -~
aws s3apli create-bucket --bucket (bucket-name) --region us-east-1

5. Copy and paste the following code into a text editor:

cd ~
aws s3api create-bucket --bucket sasb-xbrl-2330 --region us-east-1

Feedback Looking for language selection? Find it in the new Unified Settings [} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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AWS CloudShell

@ (bucket-name)
sasb-xbrl-2022ql1-2330

us-east-1

[cloudshell-user@ip-10-1-109-189 ~]$ cd ~
[cloudshell-user@ip-10-1-109-189 ~]$ aws s3api create-bucket --bucket mydaylabbucket20220506 --region us-east-1

{
"Location": "/mydaylabbucket20220506"

}
[cloudshell-user@ip-10-1-109-189 ~1$ i

5. Copy and paste the following code into a text editor:
cd -~
aws s3api create-bucket --bucket sasb-xbrl-2330 --region us-east-1

6. In the code that you copied, replace (bucket-name) with a unique Domain Name System
(DNS)-compliant name for your new bucket.

7. Run the updated code in the CloudShell terminal.
If a pop-up window appears, choose Paste.
The output should look similar to the following:

{
"Location": "/mylabbucket12345"

} ferences
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Task 2. Add a bucket policy

In this task, you will add a bucket policy through the AWS CLI to make the content publicly available.
8.In the console, choose the Services menu, locate the Storage section, and choose S3.

9.Choose the name of the bucket that you just created.

10.Choose the Permissions tab.

11.In the Bucket policy section, choose Edit.

12.To grant public read access for your website, copy and paste the following bucket policy into the
policy editor.

"Version":"2012-10-17",
"Statement":[
{
"Sid":"PublicReadForGetBucketObjects",
"Effect":"Allow",
"Principal":"*",
"Action":[
"s3:GetObject"
I,
"Resource":[
"arn:aws:s3:::example-bucket/*"
]
}
]
}

13.In the policy, replace example-bucket with the name of your bucket.
14.At the bottom of the page, choose Save changes.
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Database

% Developer Tools

. = Storage

£5) End User Computing

[cloud:s [[) Front-end Web & Mobile

AWS Backup

9 Game Development AWS Backup centrally manages and automates backups across AWS services

& Internet of Things
EFS

&} Machine Learning Managed File Storage for EC2

=) Management & Governance
AWS Elastic Disaster Recovery

(23 Media Services Scalable, cost-effective application recovery to AWS

4> Migration & Transfer

FSx

% Networking & Content
8 Fully managed third-party file systems optimized for a variety of workloads

Delivery

#2 Quantum Technologies e
&5 Robotics SR DRSS LI Scalable Storage in the Cloud

£ Satellite S3 Glacier

() Security, Identity, & Archive Storage in the Cloud
8 Compliance

Storage Gateway
Hybrid Storage Integration

8.In the console, choose the Services menu, locate the Storage section, and choose S3.

i
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Amazon S3 X © Successfully created bucket "sasb-xbrl-2022q1-2330" X
To upload files and folders, or to configure additional bucket settings choose View details.

Buckets @® Replicate your data to any storage class to save on storage costs. Get started X

Access Points

Object Lambda Access Points Amazon S3 Buckets
Multi-Region Access Points
Batch Operations » Account snapshot View Storage Lens dashboard ‘

Access analyzer for S3 Storage lens provides visibility into storage usage and activity trends. Learn more [4

Block Public Access settings for

Buckets (1) info

Buckets are containers for data stored in S3. Learn more [/}

Q 1 O

this account

v Storage Lens
Dashboards

AWS Organizations settings Name A AWS Region v Access v Creation date v

sash-xbrl-2022q1-2330 I US East (N. Virginia) us-east-1 Bucket and objects not public June 24, 2022, 13:25:57 (UTC+08:00)

Feature spotlight o

9. Choose the name of the bucket that you just created.

» AWS Marketplace for S3

Feedback Looking for language selection? Find it in the new Unified Settings E © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Amazon S3 X Amazon S3 » Buckets » sasb-xbrl-2330 ®

sasb-xbrl-2330 ..

Access Points

Object Lambda Access Points Objects Properties I Permissions I Metrics Management Access Points
Multi-Region Access Points —

Batch Operations 1 O. ChOOSE the PermiSSiOI‘IS tab
Access analyzer for S3 Objects (O)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [} to get a list of all objects in your bucket. For
others to access your objects, you'll need to explicitly grant them permissions. Learn more [/}

Block Public Access settings for
C Actions ¥

this account

¥ Storage Lens ‘ Create folder ’ M Upload

Dashboards Q 1 &
AWS Organizations settings

Name A Type v Last modified v Size v Storage class v
Feature spotlight o No objects

You don't have any objects in this bucket.

» AWS Marketplace for S3 " upload

ion? Find it in the new Unified Settings Z © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

ttns://s3 . console.aws.amazon.com/s3/#
https://awsacademy.instructure.com/courses/18745 44



https://awsacademy.instructure.com/courses/18745/modules/items/1536169

AdWS academy

AWS Hands-on : Using S3 Service for XBRL Cloud Storage

aws 23 Services Search for services, features, , docs, an : Option+S AN (©) Global ¥ voclabs/user1323818=Min-Yuh_Day @ 6420-3836-5284 ¥

Amazon S3 % Amazon S3 » Buckets » sasb-xbrl-2330 ®

sasb-xbrl-2330 .

Access Points

Object Lambda Access Points Objects Properties l Permissions ! Metrics Management Access Points

Multi-Region Access Points

Bakch Operstions 10. Choose the Permissions tab

Access analyzer for $3 Permissions overview
Access
Block Public Access settings for Objects can be public

this account

¥ Storage Lens

Dashboards Block public access (bucket settings)

AWS Organizations settings Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to ensure that
public access to all your S3 buckets and objects is blocked, turn on Block all public access. These settings apply only to this bucket and its access
points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your applications will work
correctly without public access. If you require some level of public access to your buckets or objects within, you can customize the individual settings

Feature spotlight o

below to suit your specific storage use cases. Learn more [/

» AWS Marketplace for S3

Feedback Looking for language selection? Find it in the new Unified Settings [£ ©® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Permissions overview

Amazon S3 X
Access
Buckets Objects can be public
Access Points
Object Lambda Access Points
Multi-Region Access Points Block public access (bucket settings)
Batch Operations Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to ensure that

public access to all your S3 buckets and objects is blocked, turn on Block all public access. These settings apply only to this bucket and its access
Access analyzer for S3 . _ i . et :

points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your applications will work
correctly without public access. If you require some level of public access to your buckets or objects within, you can customize the individual settings

below to suit your specific storage use cases. Learn more [/}

Block Public Access settings for
Edit

this account

v Storage Lens Block all public access

Dashboards A Off

AWS Organizations settings P Individual Block Public Access settings for this bucket

R . 1
Feature spotlight o Bucket policy

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts.
Learn more [A

> AWS Marketplace for 53 11 11. In the Bucket policy section, choose Edit.

Feedback Looking for language selection? Find it in the new Unified Settings Z © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Amazon S3 X Bucket policy ®

e bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts.
Learn more Z

Buckets -| 11. In the Bucket policy section, choose Edit.

Access Points

Object Lambda Access Points
Multi-Region Access Points
Batch Operations

Access analyzer for S3

Block Public Access settings for
this account

¥ Storage Lens
Dashboards

AWS Organizations settings

Feature spotlight e

» AWS Marketplace for S3

Feedback Looking for language selection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Amazon S3 » Buckets » sasb-xbrl-2330 » Edit bucket policy ’
Amazon S3 ®
Edit bucket policy we |
Buckets .
12. To grant public read access for your
Access Points . . 2
Bucket policy website, copy and paste the following bucket
Object Lambda Access Points The bucket policy, written in JSON, provides access to the objects ston . . . .
Learn more [ policy into the policy editor.
Multi-Region Access Points
Policy examples [4 Policy generator [ ’
Batch Operations
Access analyzer for S3 {
"Version":"2012-10-17"
Bucket ARN ,
arn:aws:s3::sasb-xbrl-2022q1-2330 S{tatement dl

Block Public Access settings for "Sid":"PublicReadForGetBucketObjects",

this account

Policy "Effect":"Allow",
. [ "Principal":"*",
Storage Lens ' "Action":[
2 "Version": "2012-10-17", "<3.GetObiect"
Dashboards 3v "Statement": [ 5 )
AWS Organizations settings 4v { .].' ".
S "Sid": "Statementl", Resource™|
6 "Principal”: {}, "arn:aws:s3:::example-bucket/*"
"Effect”: "Allow", ]
Feature spotlight o 8 "Action": [] }
9 "Resource": [] ]
10 } }
11
» AWS Marketplace for S3 ) ] AP| Gateway

Feedback Looking for language selection? Find it in the new Unified Settings [£ ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Global ¥

voclabs/user1323818=Min-Yuh_Day @ 6420-3836-5284 v

Amazon S3

Buckets

Access Points

Object Lambda Access Points
Multi-Region Access Points
Batch Operations

Access analyzer for S3

Block Public Access settings for
this account

¥ Storage Lens
Dashboards

AWS Organizations settings

Feature spotlight o

» AWS Marketplace for S3

Feedback

Bucket policy

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts.
Learn more B

Policy examples [£

Policy generator [ ‘

Bucket ARN

arn:aws:s3::sasb-xbrl-2022g1-2330

Policy

the name of your bucket.

141
2
3 v
4 v
5

"Version":"2012-10-17",
"Statement": [
{
"Sid"
:"PublicReadForGetBucketObject
s",
"Effect”:"Allow",
"Principal”:"*",
"Action":[
"s3:GetObject”
]!
"Resource": [
"arn:aws:s3:::example-bucket/*"

Edit statement

PublicReadForGetBuck

Remove

1. Add actions

Choose a service

Q

Included
S3

Available
AMP

API| Gateway
API| Gateway V2

Access Analyzer

13. In the policy, replace example-bucket with

Looking for language selection? Find it in the new Unified Settings [£
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The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts.

Amazon S3 X Learn more [2 5
Policy examples [£ ] ‘ Policy generator [4 ‘
Buckets
Bucket ARN

Access Points

= awrceZcachoyhrl- _
Object Lambda Access Points arn:aws:s3::sasb-xbrl-2022q1-2330

13. In the policy, replace example-bucket with
Multi-Region Access Points Policy the name Of your bUCket.

Batch Operations

Access analyzer for S3 i I ECStatoment Remove
g "Version":"2012-10-17", PublicReadForGetBucket:
v
Iy "Statement™:[ 1
{ n H n.n _ o n
Block Public Access settings for 5 ) . . ”VerS|on ) %012 10-17%
. “Sid":"PublicReadForGetBucketObjects"™, Statement":[
this account
"Effect”:"Allow", {
6 "prineina]®: "o "Sid":"PublicReadForGetBucketObjects",
¥ Storage Lens 2 RS O - "Effect":"Allow",
Hboard e "Action™:[ "Principal":"*",
Dashboards B "s3:GetObject” "Action":[
AWS Organizations settings 10 1, "s3:GetObject"
1
11 v “Resource”: [ "Resource":[
12 "arn:aws:s3:: :sasb-xbrl-zezqu-zsse/t " "arn:aws:s3:::sasb-xbrl-2330/*"
Feature spotlight o ] ]
}
}
13 ]
14 ] }
» AWS Marketplace for S3 15 |}
Account

Feedback Looking for language selection? Find it in the new Unified Settings [£ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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AppFlow
Amazon S3 X 1‘; ] : Applintegrations ©
16 1} AppStream 2.0
Buckets AppSync
Access Points Application Auto Scaling
Object Lambda Access Points Application Cost Profiler
Multi-Region Access Points e
Batch Operations 2. Add a resource Add
Access analyzer for S3
4+ Add new statement 3. Add a condition (optional) Add

Block Public Access settings for JSON Ln 12, Col 48

this account =
Preview external access

¥ Storage Lens

Dashboards
AWS Organizations settings @ LR Gl
» Network Failure - verify permissions to access-analyzer:ValidatePolicy in IAM to use policy validation.
Feature spotlight () 14. At the bottom of the page, choose Save changes.

14

Cancel

» AWS Marketplace for S3

Feedback Looking for language selection? Find it in the new Unified Settings [ ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Amazon S3 ® Successfully edited bucket policy.

Amazon S3 » Buckets » sasb-xbrl-2330

Buckets

A Point:
sasb-xbrl-2330 .
Object Lambda Access Points

Multi-Region Access Points

Batch Operations

Objects Properties Permissions Metrics Management Access Points
Access analyzer for S3
Block Public Access settings for Permissions overview
this account
Access
¥ Storage Lens
/\ Public

Dashboards

AWS Organizations settings

Block public access (bucket settings)

Feature spotlight o Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to ensure that
public access to all your S3 buckets and objects is blocked, turn on Block all public access. These settings apply only to this bucket and its access
points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your applications will work
correctly without public access. If you require some level of public access to your buckets or objects within, you can customize the individual settings

> AWS Marketplace for S3 below to suit your specific storage use cases. Learn more [/}

Feedback Looking for language selection? Find it in the new Unified Settings Z © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Amazon S3 X . Amazon S3 » Buckets » sasb-xbrl-2330 ®
e sasb-xbrl-2330 ..
uckets

Access Points Publlcly accessible
Object Lambda Access Points 17
Multi-Region Access Points Objects Properties Permissions Metrics Management Access Points

Batch Operations 17. In the console, choose the Objects tab.

Access analyzer for S3

Objects (0)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [} to get a list of all objects in your bucket. For

Block Public Access settings for others to access yourghlects, you'll need to explicitly grant them permissions. Learn more E

this account =z 2
C Actions V¥

¥ Storage Lens
- Cosats oer |] 18. Upload the SASB_TC-SC_TSMC.xmlfile to your bucket.
AWS Organizations settings Q ChOOse Upload

Name A Type v Last modified v Size v Storage class v

Feature spotlight e
No objects

You don't have any objects in this bucket.
» AWS Marketplace for S3

[ upload

Feedback Looking for language selection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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1
©

Amazon S3 Buckets sasb-xbrl-2330 Upload

Upload .«

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDK or Amazon
S3 REST API. Learn more [A

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv

Files and folders (0) Add files I]{ Add folder ’
All files and folders in this table will be uploaded.

a 18 Upload SASB_TC-SC_TSMC.xml file to your bucket.
Choose Upload.

Name o e ML Drag and drop Upload SASB_TC-SC_TSMC.xm| | file
onto the upload page. An alternative is to
No files or folders choose Add files, navigate to the file, and
You have not chosen any files or folders to | choose Open )

Feedback Looking for language selection? Find it in the new Unified Settings [} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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1]
C)

Amazon S3 Buckets sasb-xbrl-2330 Upload

Upload

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDK or Amazon
S3 REST API. Learn more [

----------------------------------------------------------------------------------------------------------------------------------------------------------------

................................................................................................................................................................

Files and folders (1 Total, 64.0 B) Add files Add folder
All files and folders in this table will be uploaded.

Q <1 >

Name A Folder v Type v Size v
Q SASB_TC-SC_TSMC.xml I - text/html 64.0B
18 Upload Upload SASB_TC-SC_TSMC.xml file to your bucket.
Choose Upload.

Destination Drag and drop the Upload SASB_TC-SC_TSMC.xml file onto the

s3://mydaylabbucket20220506

Destination

upload page. An alternative is to choose Add files, navigate to
Feedback Looking for language selection? Find it the file, and Choose open. I
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= Name A Folder v Type v Size v ®
SASB_TC-SC_TSMC.xml - text/xml 10.7 KB
Destination

Destination

s3://sasb-xbrl-2330

» Destination details

Bucket settings that impact new objects stored in the specified destination.

v Permissions 19.Expand the Permissions section.

Grant public access and access to other AWS accounts.

Access control list (ACL)

Grant basic read/write permissions to other AWS accounts. Learn more e

@ AWS recommends using S3 bucket policies or IAM policies for access control. Learn more [4

Access control list (ACL)
© Choose from predefined ACLs

Feedback Looking for language selection? Find it in the new Unified Settings [
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v Permissions ®
Grant public access and access to other AWS accounts.

Access control list (ACL)

Grant basic read/write permissions to other AWS accounts. Learn more A

® AWS recommends using S3 bucket policies or IAM policies for access control. Learn more [4

Access control list (ACL)
© Choose from predefined ACLs
Specify individual ACL permissions

Predefined ACLs

© Private (recommended)
Only the object owner will have read and write access.

Grant public-read access
Anyone in the world will be able to access the specified objects. The object owner will have read and write access. Learn more A

20. Under Predefined ACLs, select Grant public-read access.

» Properties
Specify storage class, encryption settings, tags, and more.

Feedback Looking for language selection? Find it in the new Unified Settings [} ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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‘ @ AWS recommends using S3 bucket policies or IAM policies for access control. Learn more [2

Access control list (ACL)

© Choose from predefined ACLs 20. Under Predefined ACLs, select Grant public-read access.

Specify individual ACL permissions . . . . . .
A warning message similar to Granting public-read access is
not recommend appears below the setting you selected.

Predefined ACLs

Private (recommended)
Only the object owner will have read and write access.

© Grant public-read access
Anyone in the world will be able to access the specified objects. The object owner will have read and write access. Learn more [A

Q Granting public-read access is not recommended
Anyone in the world will be able to access the specified objects. Learn more [/

@ I understand the risk of granting public-read access to the specified objects. ] 2 1 Be | ow th e warn i ng C h ec k th e bOX N ext to
| understand....

22. At the bottom of the page, choose Upload.

» Properties
Specify storage class, encryption settings, tags, and more. 2 2
A

Can Upload

Feedback Looking for language selection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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AWS academy

AWS Hands-on : Using S3 Service for XBRL Cloud Storage

Q. Search for services, features, blogs, docs, and more [Option+S (EX] AN (©) Global ¥ voclabs/user1323818=Min-Yuh_Day @ 6420-3836-5284 ¥

a\W,S EEE Services

® Upload succeeded
View details below.

Upload: status

24. Choose Close.

@ The information below will no longer be available after you navigate away from this page. I

Summary
Destination Succeeded Failed
s3://sasb-xbrl-2330 © 1 file, 64.0 B (100.00%) @ o files, 0 B (0%)
Files and folders Configuration
Files and folders (1 Total, 64.0 B)
Q <1 D
Name A Folder v Type v Size v Status v Error v

© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

Feedback Looking for language selection? Find it in the new Unified Settings 4
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AWS academy

AWS Hands-on : Using S3 Service for XBRL Cloud Storage

Q @ Global ¥ voclabs/user1323818=Min-Yuh_Day @ 6420-3836-5284 ¥

® Upload succeeded
View details below.

@ The information below will no longer be available after you navigate away from this page.

Summary
Name A Type v Last modified v Size v Storage class v
D SASE TC.SC TSMC.ml xml June 24, 2022, 18:27:24 (UTC+08:00) 10,7 K8 Standard

Files and folders Configuration

Files and folders (1 Total, 64.0 B)

Q <1 D

Name A Folder v Type v Size v Status v Error v

[ SASB_TC-SC_TSMC.xml xml 64.0 B ® Succeeded

Feedback Looking for language selection? Find it in the new Unified Settings E © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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AWS Hands-on : Using S3 Service for XBRL Cloud Storage

< C @& s3.console.aws.amazon.com/s3/buckets/mydaylabbucket20220506?region=us-east-1&tab=objects M W » O

() AN (©) Global ¥ voclabs/user1323818=Min-Yuh_Day @ 6420-3836-5284 ¥

Services

AdWS academy

Amazon S3 » Buckets » sasb-xbrl-2330

sasb-xbrl-2330 .«

Properties Permissions Metrics Management Access Points

Objects (1)
Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [/} to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly

grant them permissions. Learn more [/}

Actions ¥ H Create folder ] Upload

Q <1 > @
Name A Type Last modified Size Storage class v
D SASE TC.SC TSMC.ml xmi June 24, 2022, 18:27:24 (UTC+08:00) 10,7 K8 Standard

The SASB_TC-SC_TSMC.xml file appears in the Objects list.

Feedback Looking for language selection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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