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* AWS RDS: Lab 10
Creating an Amazon RDS Database Instance

* AWS Academy Introduction to Cloud: Semester 1
* Module 10: Databases

* Lab 10 - RDS

* Module 10 Lab: Creating an Amazon RDS Database
Instance
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\aWS, AWS Database
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Database

Amazon Aurora Amazon DynamoDB Amazon DocumentDB (with MongoDB
High Performance Managed Relational Database Managed NoSQL Database compatibility)

Fully managed document database

Amazon ElastiCache Amazon Managed Apache Cassandra Service Amazon Neptune
In-memory Caching System Managed Cassandra-compatible database Fully Managed Graph Database Service
Amazon Quantum Ledger Database (QLDB) Amazon RDS Amazon RDS on VMware
Fully managed ledger database Managed Relational Database Service for MySQL, Automate on-premises database management

PostgreSQL, Oracle, SQL Server, and MariaDB

Amazon Redshift Amazon Timestream AWS Database Migration Service
Fast, Simple, Cost-effective Data Warehousing Fully managed time series database Migrate Databases with Minimal Downtime

https://aws.amazon.com/ 5
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AWS Academy Introduction to Cloud: Semester 1 is an exploration of cloud computing. In

Grades

Courses

this course, students explore cloud computing services, applications, and use cases.
Students dive into cloud computing best practices and learn how cloud computing
helps users develop a global infrastructure to support use cases at scale while also
developing and inventing innovative technologies.

This course provides students with classroom instruction that introduces cloud
computing skills and accelerates students toward the next steps in their educational
journey. The content of this course is aligned to the K-12 Computer Science
Framework Practices including computational thinking. The seven core practices of
computer science describe the behaviors and ways of thinking that computationally

https://awsacademy.instructure.com/courses/18745
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AWS academy

Home

Modules

Discussions

Account

Dashboard

Grades

Courses

AWS Academy Introduction to Cloud: Semester 1 [18745]
Module 10 Databases: Lab 10 - RDS

v Module 10: Databases Complete All Items

& Student Guide

&P Lab 10 - RDS

Viewed

B Module 10 Knowledge Check
100 pts | Score at least 80.0

v Module 11 - Load Balancers and Caching Complete All Items

& Student Guide

P \L/:E:: 11 - Load Balancing

B Module 11 Knowledge Check

100 pts | Score at least 80.0

v Module 12 - Elastic Beanstalk and CloudFormation Complete All Items

https://awsacademy.instructure.com/courses/18745
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Amazon Databases

Contact Us

adWs

P —

Sign In to the Console

Support~ English My Account~

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

Overview Database Services v Why AWS for Databases Learn Migrations Customers

AWS Databases

Amazon Aurora Serverless v2 is Now Available | Scale instantly to hundreds of thousands of transactions in seconds »

AWS Cloud Databases

Modernize your data infrastructure with fully
managed, purpose-built databases

Choose the right purpose-built engine

Build use case-driven, highly scalable, distributed
applications suited to your specific needs. AWS offers 15+
purpose-built engines to support diverse data models,
including relational, key-value, document, in-memory,
graph, time series, wide column, and ledger databases.

Achieve performance at scale

Start small and scale as your applications grow with
relational databases that are 3-5X faster than popular
alternatives, or non-relational databases that give you
microsecond to sub-millisecond latency. Match your

Run fully managed databases

Free your teams from time-consuming database tasks like
server provisioning, patching, and backups. AWS fully
managed database services provide continuous
monitoring, self-healing storage, and automated scaling
to help you focus on application development.

Rely on high availability and security

Support multi-region, multi-primary replication, and
provide full data oversight with multiple levels of security,
including network isolation and end-to-end encryption.
AWS databases deliver the high availability, reliability, and

dWS datab >

N’/

AWS Databases: Break Free to Save, Grow, and Innovate
Faster (2:02)

https://aws.amazon.com/products/databases/
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Amazon Databases

Database services

Database type

Relational

Key-value

In-memory

Document

Wide column

Graph
Time series

Ledger

Use cases

Traditional applications, enterprise resource planning (ERP), customer
relationship management (CRM), ecommerce

High-traffic web applications, ecommerce systems, gaming applications

Caching, session management, gaming leaderboards, geospatial
applications

Content management, catalogs, user profiles

High-scale industrial apps for equipment maintenance, fleet management,
and route optimization

Fraud detection, social networking, recommendation engines

Internet of Things (loT) applications, DevOps, industrial telemetry

Systems of record, supply chain, registrations, banking transactions

AWS service

.
.

LY A -
Amazon AurorajC Amazon RDS . Amazon Redshift
§¢ zon Auror. [483 z ] z i

@ Amazon DynamoDB

Amazon MemoryDB for Redis

=9 :
@ Amazon ElastiCache @d

@5} Amazon DocumentDB (with MongoDB compatibility)

EC* Amazon Keyspaces

g{: Amazon Neptune

@ Amazon Timestream

Amazon Ledger Database Services (QLDB)

https://aws.amazon.com/products/databases/ 10
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Amazon Relational Database Service (RDS)

aWS Contact Us Supportv Englishv My Account~ Sign In to the Console
vj
Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

Amazon RDS Overview Features v DB Engines ¥ Pricing Resources FAQs Customers Partners

« Database

Amazon RDS Get started for free

§et up, oper.ate, and scale a relational database in the cloud with with the AWS Free Ter
just a few clicks.

Get Started with Amazon RDS Connect with an Amazon RDS specialist

Remove inefficient and Deploy and scale the Achieve high availability Benefit from over a decade
time-consuming database relational database engines with Amazon RDS Multi-AZ of proven operational
administrative tasks of your choice in the cloud deployments. expertise, security best
without needing to or on-premises. practices, and innovation in
provision infrastructure or databases born in the
maintain software. cloud.

https://aws.amazon.com/rds
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Amazon Relational Database Service (

Connect
Connect your
app to any of the 7
Amazon RDS engines

AN 7
ED
K N

Amazon Relational
Database Service
Set up, operate, and scale a
relational database in the
cloud with just a few clicks

5
/

— |

I\\:_«L‘_J' /

Security and E Z— Data durability
compliance —— and redundancy
Performance i“i Monitoring

and scalability © 5 and alerting
Automated -

patching and (/ \\: rBeacﬂ(\:Je‘: and
upgrades y

Amazon RDS managed features

https://aws.amazon.com/rds/

RDS)

Focus on
innovation

Migrate without
rearchitecting apps

Less time
managing
databases

Improve database
and infrastructure
efficiency

Decrease capital
and operational
expenses

12


https://aws.amazon.com/rds/

Module 10: Databases

* In this module, you will learn about the
Amazon Relational Database Service (Amazon RDS),
Amazon DynamoDB, and
data warehousing with Amazon Redshift.

* You will also compare
relational and nonrelational databases and
online transaction processing (OLTP) and
online analytic processing (OLAP).

https://awsacademy.instructure.com/courses/18745

13
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Module 10: Databases
Module description

*In this module, you will recommend a
relational or nonrelational database
depending on a given scenario.

*You will create an RDS DB instance.

*You will also learn about and discuss
appropriate usage of

relational and nonrelational database systems.

https://awsacademy.instructure.com/courses/18745
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OLTP and OLAP

* Many different types of databases are available.

* To decide which type of database you need, it is important to
know how the data will be processed.

* There are two types of data processing:
online transaction processing (OLTP) and
online analytic processing (OLAP).

https://awsacademy.instructure.com/courses/18745
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AWS database services

e Amazon RDS is the classic relational database that uses
SQL, Oracle, Aurora, or other similar database systems.

* Think of this as a gradebook in which each student is a row and all
students are attached to the same number of assignments (columns).

* Businesses can use code to search for specific data based on the
information in the rows and columns.

 Amazon RDS is useful for companies that are storing a moderate
amount of data that is uniform in structure, meaning each unique ID
(such as student name) is attached to the same number of data points
(grades).

https://awsacademy.instructure.com/courses/18745

16
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Amazon Relational Database Service
(Amazon RDS)

* Amazon RDS is primarily used for OLTP because it
has better methods for maintaining
the integrity and consistency of the database when
processing data.

https://awsaca demy.instructure .com/courses /18745
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DynamoDB

* DynamoDB is a nonrelational database, meaning that you can’t
use traditional systems such as SQL or Aurora.

* Each item in the database is stored as a key-value pair or a
JavaScript Object Notation (JSON) file.

* This means that each row can have a different number of
columns.

* The entries do not all have to be matched in the same way.

* This permits flexibility in processing that works well for
blogging, gaming, and advertising.

https://awsacademy.instructure.com/courses/18745
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Aurora

* Aurora is a relational database engine that is specifically made
to work with the AWS Cloud.

e Aurora is up to five times faster than standard MySQL databases
and three times faster than standard PostgreSQL databases.

* It is designed to provide the security, availability, and reliability
of commercial databases at one-tenth the cost.

* Aurora is fully managed by Amazon RDS, which automates
time-consuming administrative tasks such as
hardware provisioning, database setup, patching, and backups.

https://awsacademy.instructure.com/courses/18745 19
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Amazon Redshift

* Amazon Redshift is a fast, fully managed data
warehouse that makes it efficient and cost
effective to analyze all your data using standard
SQL and your existing Bl tools.

https://awsaca demy.instructure .com/courses /18745
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AWS academy

AWS Academy Introduction to Cloud: Semester 1 [18745]
Module 10 Databases: Lab 10 - RDS

Module 10 Lab: Creating an Amazon RDS Database
Instance

Lab overview

Follow these steps to create an

Amazon Relational Database Service (Amazon RDS)
database (DB) instance that maintains data
used by a web application.

Duration

This lab requires approximately 20 minutes to complete.

https://awsacademy.instructure.com/courses/18745
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AWS academy

Module 10 Lab:
Creating an Amazon RDS Database Instance

* Access the AWS Management Console

* Task 1. Set up an RDS DB instance

* Task 2. Download and install SQL Server Management Studio
* Task 3. Make your database publicly accessible

* Task 4. Update your VPC security group

* Task 5. Connect to your DB instance

* Task 6. Explore the structure of the relational database

* Lab complete

https://awsacademy.instructure.com/courses/18745
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=5 AWS Academy Introduction to Cloud: Semester 1 [18745]
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Home AWS Academy Introduction to Cloud: Semester [& View Course Stream
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Dashboard

) View Course Notifications
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: Nothing for now
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AWS Academy Introduction to Cloud: Semester 1 is an exploration of cloud computing. In

Grades

Courses

this course, students explore cloud computing services, applications, and use cases.
Students dive into cloud computing best practices and learn how cloud computing
helps users develop a global infrastructure to support use cases at scale while also
developing and inventing innovative technologies.

This course provides students with classroom instruction that introduces cloud
computing skills and accelerates students toward the next steps in their educational
journey. The content of this course is aligned to the K-12 Computer Science
Framework Practices including computational thinking. The seven core practices of
computer science describe the behaviors and ways of thinking that computationally

https://awsacademy.instructure.com/courses/18745 23
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AWS academy

Home

Modules

Discussions

Account

Dashboard

Grades

Courses

AWS Academy Introduction to Cloud: Semester 1 [18745]
Module 10 Databases: Lab 10 - RDS

v Module 10: Databases Complete All Items

& Student Guide

&P Lab 10 - RDS

Viewed

B Module 10 Knowledge Check
100 pts | Score at least 80.0

v Module 11 - Load Balancers and Caching Complete All Items

& Student Guide

P \L/:E:: 11 - Load Balancing

B Module 11 Knowledge Check

100 pts | Score at least 80.0

v Module 12 - Elastic Beanstalk and CloudFormation Complete All Items

https://awsacademy.instructure.com/courses/18745
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AWS Academy Introduction to Cloud: Semester 1 [18745]

Module 10 Databases: Lab 10 - RDS

https://awsacademy.instructure.com/courses/18745/modules/items/1536201

— AICv1Sem1EN-...

Home
Account
Modules
(%) Discussi
scussions
Dashboard
Grades

Courses

. Modules > Module 10: Dat... » Lab 10 - RDS

AWS @ P Start Lab M End Lab i AWS Details i Readme =

ddd_v1_w_4SV_1204855@runweb55552: ] EN-US

Module 10 Lab: Creating an
Amazon RDS Database
Instance

Lab overview

Follow these steps to create an Amazon Relational Database
Service (Amazon RDS) database (DB) instance that maintains data
used by a web application.

Duration

This lab requires approximately 20 minutes to complete.

Access the AWS Management

< Previous

https://awsacademy.instructure.com/courses/18745

Next »
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AWS Academy Introduction to Cloud: Semester 1 [18745]

Module 10 Databases: Lab 10 - RDS
https://awsacademy.instructure.com/courses/18745/modules/items/1536201

— AICv1Sem1EN-... > Modules > Module 10: Dat... > Lab 10 - RDS

AWS @ P Start Lab M End Lab i AWS Details i Readme x

Home

Account

(% iscussions - -~
oanvors I Module 10 Lab: Creating an Amazon RDS

Grades
Database Instance

Lab overview

Modules

EN-US -

Courses

Follow these steps to create an Amazon Relational Database Service (Amazon RDS) database (DB)
instance that maintains data used by a web application.

Duration

This lab requires approximately 20 minutes to complete.

Access the AWS Management Console

1. To start the lab session, choose » Start Lab in the upper-right corner of the page.

.- T e ol cccnlcia ab oo

« Previous Next »

https://awsacademy.instructure.com/courses/18745
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AWS Academy Introduction to Cloud: Semester 1
Module 10 Databases: Lab 10 - RDS

Access the AWS Management Console

1.To start the lab session, choose Start Lab in the upper-right corner of the page.
The lab session starts.

A timer displays in the upper-right corner of the page and shows the time remaining in the session.

Tip: To refresh the session length at any time, choose Start Lab again before the timer reaches
0:00.

Before continuing, wait until the lab environment is ready. The environment is ready when the lab
details appear on the right side of the page and the circle icon next to the AWS link in the upper-left
corner turns green.

2.To return to these instructions, choose the Readme link in the upper-right corner.

3.To connect to the AWS Management Console, choose the AWS link in the upper-left corner, above the
terminal window.

A new browser tab opens and connects you to the AWS Management Console.

https://awsacademy.instructure.com/courses/18745 27
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AWS Academy Introduction to Cloud: Semester 1
Module 10 Databases: Lab 10 - RDS

— AICv1Sem1EN-... > Modules > Module 10: Dat... > Lab 10 - RDS

AWS @ P Start Lab M End Lab i AWS Details i Readme =

1. To start the lab session, choose Start Lab in the upper-right corner of the
o
EN-US - v page.

Account

Dashboard

Access the AWS Management Console

Courses 1. To start the lab session, choose » Start Lab in the upper-right corner of the page.
The lab session starts.
A timer displays in the upper-right corner of the page and shows the time remaining in the session.

Tip: To refresh the session length at any time, choose Start Lab again before the timer reaches
0:00.

Before continuing, wait until the lab environment is ready. The environment is ready when the lab
details appear on the right side of the page and the circle icon next to the AWS link in the upper-left

corner turns green.
2. To return to these instructions, choose the 1 Readme link in the upper-right corner.

3. To connect to the AWS Management Console, choose the AWS link in the upper-left corner, above the

terminal window.

<« Previous Next »

https://awsacademy.instructure.com/courses/18745 28
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AWS Academy Introduction to Cloud: Semester 1
Module 10 Databases: Lab 10 - RDS

— AICv1Sem1EN-... > Modules > Module 10: Dat... > Lab 10 - RDS

AWS 01:59 7 Start Lab M End Lab i AWS Details i Readme 2

Account

Dashboard

EN-US - v

Access the AWS Management Console

Courses 1. To start the lab session, choose » Start Lab in the upper-right corner of the page.
> The lab session starts.

> A timer displays in the upper-right corner of the page and shows the time remaining in
the session.

Tip: To refresh the session length at any time, choose Start Lab again before the timer
reaches 0:00.

Before continuing, wait until the lab environment is ready. The environment is ready when
the lab details appear on the right side of the page and the circle icon next to the AWS link in
the upper-left corner turns green.

2. To return to these instructions, choose the 1 Readme link in the upper-right corner.

3. To connect to the AWS Management Console, choose the AWS link in the upper-left corner,

B el L L T B P A

< Previous Next »

https://awsacademy.instructure.com/courses/18745
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AWS Academy Introduction to Cloud: Semester 1
Module 10 Databases: Lab 10 - RDS

AlCv1Sem1EN-... > Modules > Module 10: Dat... > Lab 10 - RDS

AWS 01:57 P Start Lab M End Lab i AWS Details i Readme ' x

Account = 2. To return to these instructions, choose the Readme link in the upper-right corner.
D Access the AWS Management Console

Dashboard

1. To start the lab session, choose » Start Lab in the upper-right corner of the page.

Courses The lab session starts.

A timer displays in the upper-right corner of the page and shows the time remaining in the session.

Tip: To refresh the session length at any time, choose Start Lab again before the timer reaches
0:00.

Before continuing, wait until the lab environment is ready. The environment is ready when the lab
details appear on the right side of the page and the circle icon next to the AWS link in the upper-left
corner turns green.

2. To return to these instructions, choose the § Readme link in the upper-right corner.

3. To connect to the AWS Management Console, choose the AWS link in the upper-left corner, above the
terminal window.

A new browser tab opens and connects you to the AWS Management Console.

< Previous Next »

https://awsacademy.instructure.com/courses/18745 30
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Account

Dashboard

Courses

AWS Academy Introduction to Cloud: Semester 1
Module 10 Databases: Lab 10 - RDS

Cv1Sem1EN-... > Modules > Module 10: Dat... > Lab 10 - RDS

AWS ' 01:55 P Start Lab M End Lab i AWS Details

3. To connect to the AWS Management Console, choose the AWS link in the

® upper-left corner, above the terminal window.

A new browser tab opens and connects you to the AWS Management
Console.

A timer displays in the upper-right corner of the page and shows the time remaining in the session.
Tip: To refresh the session length at any time, choose Start Lab again before the timer reaches
0:00.

Before continuing, wait until the lab environment is ready. The environment is ready when the lab
details appear on the right side of the page and the circle icon next to the AWS link in the upper-left
corner turns green.

2. To return to these instructions, choose the § Readme link in the upper-right corner.

3. To connect to the AWS Management Console, choose the AWS link in the upper-left corner, above the
terminal window.

A new browser tab opens and connects you to the AWS Management Console.

<« Previous

https://awsacademy.instructure.com/courses/18745

i Readme x

Next »
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C

AWS Academy Introduction to Cloud: Semester 1
Module 10 Databases: Lab 10 - RDS

B3 Lab10-RDS X @@ AWS Management Console X +

@ us-east-1.console.aws.amazon.com/console/home?region=us-east-1#

New AWS Console Home

Maybe later

d % » 0O

X Region: us-east-1
Lab ID: arn:aws:cloudformation:us-
east-
1:547970237064:stack/c53687a86500

112152087t1w547970237064 / 1eaf4fcO
- -d7de-11ec-90bd-0e4b09deb6f5
See valuable insights for your account and

services with the new customizable Creation Time: 2022-05-19T18:42:34-

Console Home experience. Learn more [4 0700

Start session at: 2022-05-19T18:42:34-
0700

Remaining session time: 02:00:00(120

minutes)
Switch to the new Console Home

https://awsacademy.instructure.com/courses/18745 32
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AWS Academy Introduction to Cloud: Semester 1
Module 10 Databases: Lab 10 - RDS

C @ us-east-1.console.aws.amazon.com/console/home?region=us-east-1#

aws

1L -
sss Services Q

@ The new AWS Console Home will replace your existing experience soon
Starting June 2022, the new AWS Console Home will replace your current experience. Switch now to customize your Console Home and view valuable insights.

Learn more or let us know what you think.

IJAWS Management Console |

AWS services

¥ Recently visited services

& CloudFront {a} EC2

S3 & RrDS

X Cloudshell

» All services

d % *» 0O

(2l AN (©) N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 3119-0255-7606 ¥

New AWS Console Home
See valuable insights for your ( )
account and services with the new -

customizable Console Home —
experience. Learn more [

Build a solution
Get started with simple wizards and automated workflows.

Feedback Looking for language selection? Find it in the new Unified Settings [

© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

https://awsacademy.instructure.com/courses/18745

Stay connected to your AWS resources
on-the-go

("= AWS Console Mobile App now supports four

@ | additional regions. Download the AWS
Console Mobile App to your iOS or Android
mobile device. Learn more [/
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AWS Academy Introduction to Cloud: Semester 1
Module 10 Databases: Lab 10 - RDS

Task 1. Set up an RDS DB instance

4.Choose the Services menu, locate the Database category, and then
choose RDS.

5.Choose Create database.
6.In the Choose a database creation method section, choose Easy create.
7.In the Configuration section, configure:

For Engine type, choose Microsoft SQL Server.
For DB instance size, choose Free tier.

Check the box next to Auto generate a password.
8.Choose Create database.
Your new database displays in the list of databases. The status is Creating.

9.In the banner at the top of the page, choose View credential details.
Your login credentials display.

10.Save the credential information to a text editor to user later in this lab.
11.To close the pop-up window, choose Close.
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4 @ us-east-1.console.aws.amazon.com/console/home?region=us-east-1#

w ®» 0O

U
Q, Search for services, features, blogs, docs, and more [Option+S] @ Q @ N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 3119-0255-7606 ¥

= Database
@ The = [ Switch now |

Recently visited X ble insights.

Amazon DocumentDB
Fully-managed MongoDB-compatible database service

Favorites

All services
DynamoDB

Task 1. Set up an RDS DB

ElastiCache

°
| Application Integration In-Memory Cache I n sta n c e

) AR& VR

2] Analytics

Amazon Keyspaces ()
AWS GostManagement Serverless Cassandra-compatible database :
Blockchain

Amazon MemoryDB for Redis

Fully managed, Redis-compatible, in-memory database service

fly Business Applications

| Compute

Containers Neptune
Fast, reliable graph database built for the cloud

\WS resources

(&) Customer Enablement

Amazon QLDB 4.Choose the Services menu,

Fully managed ledger database

* Developer Tools locate the Database category,

5 End User Computing k¢
Managed Relational Database Service a n d th e n C h O O S e R D S o
Feedback Looking for language selection? Find it in the new Unified Settings [F} ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

https://awsacademy.instructure.com/courses/18745



https://awsacademy.instructure.com/courses/18745/modules/items/1536169

AWS Academy Introduction to Cloud: Semester 1
Module 10 Databases: Lab 10 - RDS

Services Search for services, features, blogs, docs, and more [Option+S] Q @ N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 3119-0255-7606 ¥
Amazon RDS X
@ Try the new Amazon RDS Multi-AZ deployment option for MySQL and PostgreSQL X
For your Amazon RDS for MySQL and PostgreSQL workloads, improve transactional commit latencies by 2x, experience
Dashboard faster failover typically less than 35 seconds and, get read scalability with two readable standby DB instances by deploying
Databases 9 the Multi-AZ DB cluster Learn more
Query et [Corente atabase ] 5. Choose Create database.
Performance insights Or, Restore Multi-AZ DB Cluster from Snapshot
Snapshots

Automated backups
Reserved instances Resources Refresh Recommended for you

Proxies

Test Your DR Strategy in Minutes
You are using the following Amazon RDS resources in the US East (N. Virginia) region ur rategy fn Minu

(used/quota) Amazon Aurora Global Database now
supports planned managed failover,

Subnet groups DB Inst 4 P t
nstances (0/40) arameter groups (0) making disaster recovery drills a
Parameter groups Allocated Storage (0 TB/1OO TB) Default (O) breeze. Learn more
Option groups ('Zlic.k here to increase DB instances Custom (0/100)
_ . limit Option groups (0) Build RDS Operational Tasks
Custom engine versions DB Clusters (0/40)
usters Default (0) Watch how to enable users to perform
Reserved instances (0/40) Custom (0/20) common tasks such as snapshots or
Snapshots (0) Subnet groups (0/50) restart DB instances in Amazon RDS.

Events Learn more

Manual (0/100) Supported platforms VPC

Event subscriptions

Automated (0) Default network vpc-Ode25d1eaefec70ec
Recent events (0)

Migrate SSRS to RDS for SQL Server

Learn how you can migrate existing

Feedback Looking for language selection? Find it in the new Unified Settings [/} ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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s22 Services | Q Search for services, features, blog 1+S] | (B3 VAN (©) N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 3119-0255-7606 ¥

RDS Create database

Create database

Choose a database creation method info

Standard create © Easy create
You set all of the configuration options, including ones Use recommended best-practice configurations. Some
for availability, security, backups, and maintenance. configuration options can be changed after the

database is created.

\ - > 4

6. In the Choose a database creation
method section, choose Easy create.

Configuration

Engine type Info

Amazon Aurora MySQL MariaDB
+
O PostgreSQL Oracle Microsoft SQL Server

Feedback Looking for language selection? Find it in the new Unified Settings [£ ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Feedback

Configuration

Engine type Info

Amazon Aurora MySQL MariaDB

= & >

PostgreSQL Oracle © Microsoft SQL Server

ORACLE *\’9 SOL Server

DB instance size

Production Dev/Test © Free tier
db.r5.xlarge db.m5.large db.t2.micro

4 vCPUs 2 vCPUs 1 vCPUs

32 GiB RAM 8 GiB RAM 1 GiB RAM

500 GiB 100 GiB 20 GiB

3.198 USD/hour 0.993 USD/hour 0.025 USD/hour

DB instance identifier
Type a name for your DB instance. The name must be unique across all DB instances owned by your AWS account in the current AWS

/. 1n
the Configuration section,
configure:
For Engine type,
choose Microsoft SQL
Server.
For DB instance size,
choose Free tier.
Check the box next
to Auto generate a
password.

Looking for language selection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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- - = , g g ~
= Services Search for services, features, blogs, docs, ! jon+S] @ Q @

PostgreSQL Oracle © Microsoft SQL Server

ORACLE 7= QL server

DB instance size 0

Production Dev/Test O Free tier
db.r5.xlarge db.m5.large db.t2.micro

4 vCPUs 2 vCPUs 1 vCPUs

32 GiB RAM 8 GiB RAM 1 GiB RAM

500 GiB 100 GiB 20 GiB

3.198 USD/hour 0.993 USD/hour 0.025 USD/hour

DB instance identifier
Type a name for your DB instance. The name must be unique across all DB instances owned by your AWS account in the current AWS
Region.

database-1

The DB instance identifier is case-insensitive, but is stored as all lowercase (as in "mydbinstance”). Constraints: 1 to 60 alphanumeric
characters or hyphens. First character must be a letter. Can't contain two consecutive hyphens. Can't end with a hyphen.

Master username Info
Type a login ID for the master user of your DB instance.

admin

1 to 16 alphanumeric characters. First character must be a letter.

Auto generate a password
Amazon RDS can generate a password for you, or you can specify your own password.

Looking for language selection? Find it in the new Unified Settings [

N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 3119-0255-7606 ¥

/. 1N

the Configuration section,
configure:
For Engine type,
choose Microsoft SQL
Server.
For DB instance size,
choose Free tier.
Check the box next
to Auto generate a
password.

© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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233 Services Search for services, features, 1| B3 AN ©) N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 3119-0255-7606 ¥

DB instance identifier

Type a name for your DB instance. The name must be unique across all DB instances owned by your AWS account in the current AWS
Region.

database-1

The DB instance identifier is case-insensitive, but is stored as all lowercase (as in "mydbinstance”). Constraints: 1 to 60 alphanumeric
characters or hyphens. First character must be a letter. Can't contain two consecutive hyphens. Can't end with a hyphen.

Master username Info
Type a login ID for the master user of your DB instance.

admin

1 to 16 alphanumeric characters. First character must be a letter.

Auto generate a password
Amazon RDS can generate a password for you, or you can specify your own password.

» View default settings for Easy create 8. Choose Create database
Easy create sets the following configurations to their default values, some of which can be changed later. If you want to change .
Your new database displays

in the list of databases. The
status is Creating.

@ You are responsible for ensuring that you have all of the necessary rights for any third-party products or

services that you use with AWS services.
Cancel Create database

Looking for language selection? Find it in the new Unified Settings E © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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aws

sss Services | Q Search for services, features, blogs, d ynd more Option+S] AN ® N. Virginia ¥ voclabs/' 9 3818=Min-Yuh_Day @ 5479-7023-7064 ¥

Amazon RDS X C Creating database database-1 View credential details X

Your database might take a few minutes to launch. We have generated your database master password
during the database creation and it will be displayed in the credential details. This is the only time you will
Dashboard be able to view this password. However you can modify your database to create a new password at any

time.

Databases

Query Editor

o RDS Databases
Performance insights

Snapshots
Automated backups Databases @ Group resources C Restore from S3 ’ Create database
Reserved instances
Q 1 @
Proxies
DB identifier A Role ¥ Engine v Region & AZ ¥
Subnet groups database-1 Instance SQL Server Express Edition us-east-1f

Parameter groups

Option groups

Custom engine versions 9. In the banner at the top of the page,
choose View credential details.
Your login credentials display.

Events

Event subscriptions

Feedback Looking for language selection? Find it in the new Unified Settings 4 © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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aws 853 Services | Q. Search for services, features, blogs, docs, and more Option+s] | B £ @  N.Virginia v voclabs/! 3818=Min-Yuh_Day @ 5479-7023-7064 ¥

Amazon RDS X C Creating database database-1 View credential details X

Your database might take a few minutes to launch. We have generated your database master password

Pashboard Password for your database database-1 X

Databases
Query Editor
This is the only time you will be able to view this password. Copy and save the password

Performance Insights for your reference, otherwise you will need to modify the database to change it.

Snapshots
Automated backups Master username Restore from 53 ’
Reserved instances admin 1 &
Proxies Master password

9Uhbt2PslOoLT6fclzl3  Copy e ’ Reglon & Az
Subnet groups QL Server Express Edition us-east-1f

Parameter groups

Option groups

Custom engine versions 9. In the banner at the top of the page,
choose View credential details.
Your login credentials display.

Events

Event subscriptions

Feedback Looking for language selection? Find it in the new Unified Settings [F} ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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a\w’s EEE Services Q. Search for services, features, blogs, docs, and more [Option+S] E] Q @ N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

Amazon RDS X C Creating database database-1 View credential details X

pr password

ly time you will
Dashboard Password for your database database-1 PO, ot any
Databases
Query Editor This is the only time you will be able to view this password. Copy and save the password Pa SSWO rd fo r you r
P . for your reference, otherwise you will need to modify the database to change it.
erformance insights
S database database-1
Master username 1 - .. . .
Automated backups admin admln | This is the Only time you will be able
Reserved instances to view this password. COpy and save
Proxies Master password 9Uhbt2Psl0olT6fclzI3 the password for your reference,
| 2Uhbt2PslOol TEfclz13 - Copy « otherwise you will need to modify
Subnet groups 11 . the database to change it.
Parameter groups ——J Master username

Option groups

10.Save the credential information to a admin
text editor to user later in this lab. Master password

s 11. TO ClOSe the pop-up window, Uhbt2PslOoLT6fclzI3

choose Close.

Custom engine version

Feedback Looking for language selection? Find it in the new Unified Settings [ ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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120001314

Task 2. Download and install SQL Server Management Studio

To connect to your RDS DB instance, you will need to download and install SQL
Server Management Studio.

12.In a new browser tab or window, go to https://aka.ms/ssmsfullsetup.

13.Download the installation package to your computer.
14.When the download completes, open and run the installation program.

Note: If you are unable to install new software on your local machine,

follow the instructions to use the Amazon Elastic Compute Cloud (Amazon EC2)
instance that was launched in this lab environment.

https://awsacademy.instructure.com/courses/18745 44
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C @ aws-tc-largeobjects.s3-us-west-2.amazonaws.com/CUR-TF-100-ACCAIC-1/lab-06-RDS/readme_windows_ec2.html

AWS Windows Workstation Configuration
with SQL Server Management Studio

o If you are not allowed to install software on your local machine, you can use the Windows workstation that
D has been deployed to your lab environment.

Account

Dashboard

Before using this guide, follow the assignment instructions under Accessing the AWS Management
Console.

Courses Steps:

» Locate the IP address for your workstation

* Use Remote Desktop to connect to your workstation
Configure the workstation browser to allow downloads
Install the required software on your workstation
Identify your workstation's Public IP address

Locate the IP address

1. Return to the window you used to start the lab.

2. At the top of the page, choose the AWS Details dropdown menu.
3. In the pop-up window, locate WindowsWorkstation.

4. Save the IP address for the workstation.

/ Note: You will use this IP address in the lab when configuing your Security Group Rule.

https://awsacademy.instructure.com/courses/18745
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c

@ aws-tc-largeobjects.s3-us-west-2.amazonaws.com/CUR-TF-100-ACCAIC-1/lab-06-RDS/readme_windows_ec2.html

AWS Windows Workstation Configuration
with SQL Server Management Studio

If you are not allowed to install software on your local machine, you can use the Windows workstation that
has been deployed to your lab environment.

Before using this guide, follow the assignment instructions under Accessing the AWS Management
Console.

Steps:

» Locate the IP address for your workstation

Use Remote Desktop to connect to your workstation
Configure the workstation browser to allow downloads
Install the required software on your workstation
Identify your workstation's Public IP address

Locate the IP address

1. Return to the window you used to start the lab.

2. At the top of the page, choose the AWS Details dropdown menu.
3. In the pop-up window, locate WindowsWorkstation.

4. Save the IP address for the workstation.

Note: You will use this IP address in the lab when configuing your Security Group Rule.

https://awsacademy.instructure.com/courses/18745
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AWS Windows Workstation Configuration with
SQL Server Management Studio (SSMS)

If you are not allowed to install software on your local machine, you can use
the Windows workstation that has been deployed to your lab environment.

Before using this guide, follow the assignment instructions under Accessing
the AWS Management Console.

Steps:

Locate the IP address for your workstation

‘Use Remote Desktop to connect to your workstation
-Configure the workstation browser to allow downloads
*Install the required software on your workstation
|dentify your workstation's Public IP address

https://awsacademy.instructure.com/courses/18745
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AWS Windows Workstation Configuration with
SQL Server Management Studio (SSMS)

* Step 1. Locate the IP address

* Step 2. Connect to the workstation

 Step 3. Configure the browser

* Step 4. Download SQL Server Management Studio
 Step 5. Install the software

* Step 6. Return to the instructions for the lab assighment.

48



AWS Academy Introduction to Cloud: Semester 1
Module 10 Databases: Lab 10 - RDS

Locate the IP address
1.Return to the window you used to start the lab.

2.At the top of the page, choose the AWS Details dropdown menu.
3.In the pop-up window, locate WindowsWorkstation.
4.Save the IP address for the workstation.

Note: You will use this IP address in the lab when configuring your
Security Group Rule.

https://awsacademy.instructure.com/courses/18745
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AICv1Sem1EN-... > Modules > Module 10: Dat... > Lab 10 - RDS 0

01:55 P Start Lab M End Lab i AWS Details i Readme =

Access the AWS Management Console

1. To start the lab session, choose » Start Lab in the upper-right corner of the page.

The lab session starts. Locate the IP add ress

A timer displays in the upper-right

Tip: To refresh the session length . |, R@tuUrn to the window you used to
0:00.
start the lab.
details appear on the right side of the |

corner turns green. 2.At the top of the page, choose
2. To return to these instructions, choose the AWS DEtaI|S dropdown menu.

3. To connect to the AWS Management Consoie, cnoose tne AWS IINK IN TNe Upper-iert corner, anove tne

Before continuing, wait until the lab er

terminal window.

A new browser tab opens and connects you to the AWS Management Console.

Next »

https://awsacademy.instructure.com/courses/18745
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AWS

Account

Dashboard

3.1n the-pop-up window,

locate WindowsWorkstation.

4. Save the |IP address for the
workstation.

Note: You will use this IP
address in the lab when
configuring your Security
Group Rule.

| < Previous

Module 10 Databases: Lab 10 - RDS

— AICv1Sem1EN-... > Modules > Module 10: Dat... > Lab 10 - RDS

01:41 P Start Lab M End Lab i AWS Details i Readme ®
Cloud Access
AWS CLI:
Cloud Labs
Remaining session time: 01:40:44(101 minutes)
Session started at: 2022-05-19T18:42:34-0700
Session to end at: 2022-05-19T20:42:34-0700
Accumulated lab time: 04:19:26 (260 minutes) AWSACCOU ntld 547970237064
ips -- public:54.196.8.114, private:10.0.1.157 Wi ndowsWorkstation 54 196 8 1 14
SSH key | =it ownload PE Downloac
aws sso T Region us-east-1
SAccountld 547970237064
WindowsWorkstation 0 54.196.8.114
Region us-east-1

https://awsacademy.instructure.com/courses/18745
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Connect to the workstation

Depending on your Operating System, you will start one of the
following applications:

Operating System Application
Windows Remote Desktop Connection
Chrome Chrome Remote Desktop

Mac Microsoft Remote Desktop

https://awsacademy.instructure.com/courses/18745
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5.Start the remote desktop application.
6.Use the plus symbol to add a new connection.
Note: Do not choose the Workspace option.
7.When prompted, enter the WindowsWorkstation IP address, and
choose Add.
8.Doubleclick on the connection you just created.
9.When prompted, enter the following values:
Username: Administrator
Password: Welcome1
10.Choose Continue.

https://awsacademy.instructure.com/courses/18745
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\
0’ N Microsoft Remote Desktop
e = v + v PCs Workspaces
\. J
® O Microsoft Ren

5.Start the remote desktop

®m = v [+ v PCs) application.
6.Use the plus symbol to add a
Add Workspace new connection.

Note: Do not choose the

[g Workspace option.

https://awsacademy.instructure.com/courses/18745 54
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GAdd PC

a PC name:

154.196.8.114

]

General

User account:

Friendly name:

Group:

Gateway:

Ask when required

Display  Devices & Audio  Folders

Saved PCs

No gateway

A
o 4

Reconnect if the connection is dropped
Connect to an admin session

Swap mouse buttons

7
Cance

\

7. When prompted, enter
the WindowsWorkstation [P
address, and choose Add.

AWSAccountld 547970237064
WindowsWorkstation 54 196.8.114

Region us-east-1

https://awsacademy.instructure.com/courses/18745
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8. Doubleclick on the connection you just created.

C NON ) Microsoft Ren

Hv + v PCs

é A

]

54.196.8.114

https://awsacademy.instructure.com/courses/18745
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s

\,

Enter Your User Account

This user account will be used to connect to 54.196.8.114
(remote PC).

Username: Administrator

Password: ’Welcome1| [

Show password

y

9. When prompted, enter the following values:
Username: Administrator
Password: Welcome1

10. Choose Continue.

https://awsacademy.instructure.com/courses/18745
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You are connecting to the RDP host "54.196.8.114". The certificate couldn't
be verified back to a root certificate. Your connection may not be secure. Do

you want to continue?

Show Certificate

cancer” | (TS |

https://awsacademy.instructure.com/courses/18745

Networks

2 Network 2

Do you want 10 allow your PC o be
dscoverable by other PCs and devices

We recommend allowing this on your
home and work networks, but not
public ones.

O] [ ]
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Configure the browser

11.From the task bar at the bottom of the screen, open Internet Explorer (ie).
12.In the Setup Internet Explorer pop-up window, choose OK.

13.In the top right corner of the ie window, choose the small gear-shaped icon.
14.From the drop down menu, select Internet Options.

15.Select the Security tab.

16.In the box labeled "Select a zone to view or change security settings", select Trusted Sites .

17.Choose the Sites button.

18.In the text box labeled, "Add this website to the zone", enter https://*.microsoft.com.
19.Choose Add.

20.In the same text box, enter https://*.azure.com.

21.Choose Add.

22.Choose Close

23.Choose OKk.

https://awsacademy.instructure.com/courses/18745
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NEe S

{2} Network 2

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

We recommend allowing this on your
home and work networks, but not
public ones.

11.From the task bar at the bottom of the screen,
open Internet Explorer (ie).

https://awsacademy.instructure.com/courses/18745
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Hostname: EC2AMAZ-NLON31A
Instance ID: i-09b8b1cba75427ad6
& res://iesetup.dll/HardAdmin.htm v & | Search.. < Public IPv4 Address: 54.196.8.114
Private IPv4 Address: 10.0.1.157
Instance Size: t2.micro
Availability Zone: us-east-1a
X Architecture: AMD64
nfigures a
Total Memory: 1024 MB

= risk. For Network Performance: Low to Moderat
| \) Set up Internet Explorer 11 Pt 2 ce: Lov rate

& Internet Explorer Enhanced ...

Internet Fxnlorer Fnhanced Securitv Canfiauration is enahled
i Internet Explorer 11

lorer and
\j 0 (® Use recommended security, privacy, and compatibility settings res. If you
Windows Defender SmartScreen helps protect you from malicious websites and orrc:nuatclzz
software by sending some web addresses to Microsoft to be checked. Compatibility lists d
are downloaded to make Internet Explorer 11 features work better with changing
websites and older PC hardware. Read the Internet Explorer privacy statement online.

@ (O Don't use recommended settings

[4] Send Do Not Track requests to tell sites you prefer not to be tracked

H
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& res://iesetup.dil/HardAdmin.htm ~ & || Search... O~ $TIE

| @ Internet Explorer Enhanced ... X

Inte

Intern
settin
to We
Intern

This e
resoul
Explot
zones

& res://iesetup.dil/HardAdmin.htm v~ & | Search..

& Internet Explorer Enhanced ... X |

Internet Explorer Enhanced Security Configuration is enabl

Internet Explorer Enhanced Security Configuration is currently enabled on your serv:
settings that define how users browse Internet and intranet Web sites. The configur:
to Web sites that might pose a security risk. For a complete list of the security settir
Internet Explorer Enhanced Security Configuration.

This enhanced level of security can prevent Web sites from displaying correctly in In
resources, such as files on Universal Naming Convention (UNC) shares. If you want *
Explorer functionality that has been disabled, you can add the Web site to the inclus
zones. For more information, see Managing Internet Explorer Enhanced Security Cor

Print

File

Zoom (100%)

Safety

Add site to Apps

View downloads

Manage add-ons

F12 Developer Tools

Go to pinned sites
Compatibility View settings

v vV v v a
(=

Ctrl+)

Q

Internet options

About Internet Explorer

13. In the top right corner of the ie window, choose the small

gear-shaped icon.

14. From the drop down menu, select Internet Options.
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? X

Internet Options
@Generd Security [ Privacy Content Connections Programs Advanced

Select a zone to view or

@ @9

Internet Local intranet

Restricted
sites

Trusted sites

Trusted sites
</ This zone contains websites that you
! trust not to damage your computer or

your files.
You have websites in this zone.

Security level for this zone
Allowed levels for this zone: All
Medium
- Prompts before downloading potentially unsafe

content
= - Unsigned ActiveX controls will not be downloaded

[CJenable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level

[oc ][ conce | [0l

15. Select the Security tab.

16. In the box labeled "Select a
zone to view or change security
settings", select Trusted Sites .

17. Choose the Sites button.
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Trusted sites X

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
https://*.microsoft.com| Add

Websites:
http: //*.technet.microsoft.com A Remove
http: //*.update.microsoft.com
http://*.windowsupdate.com
http: //*.windowsupdate.microsoft.com 9

[CJRrequire server verification (https:) for all sites in this zone
Close

18. In the text box labeled,
"Add this website to the zone",
enter https://*.microsoft.com.
19. Choose Add.

ok || cancad || Apply

Trusted sites

X

You can add and remove websites from this zone. All websites in

this zone will use the zone's security settings.

Add this website to the zone:
https://*.azure.com|

Websites:

http://www.microsoft.com A
https://*.azure.com

https: //*.microsoft.com

https: //*.update.microsoft.com v

Labo o 1% i deiimcmdabe ccimmmealh onee

A
|__Add__|

Remove

E]Reqieserverver‘rﬁcation(https:)foralsiheshhsm@

Close

20. In the same text box,
enter https://*.azure.com.

21. Choose Add.
22. Choose Close

OK Cancel

https://awsacademy.instructure.com/courses/18745

Apply

Internet Options ? X

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ ¢ v O

Internet  Local intranet Trusted sites  Restricted
sites

Trusted sites
This zone contains websites that you
trust not to damage your computer or
your files.
You have websites in this zone.
Security level for this zone
Allowed levels for this zone: All
Medium
- Prompts before downloading potentially unsafe

content
== - Unsigned ActiveX controls will not be downloaded

[CJenable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

Reset all zones to default level

23,

| OK Cancel | Apply
23. Choose Ok.
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Download SQL Server Management Studio

24.1n the ie window, enter the following URL: https://aka.ms/ssmsfullsetup and
press enter.

25.1f you are prompted with pop-up windows, choose accept and close the
windows.

26.You will see a warning at the bottom of the browser window similar to - This
type of file could harm your computer. Choose Save to download the file.
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& https://aka.ms/ssmsfullsetup| ] v =» | Search... PO~

“I_https://aka.ms/ssmsfullsetup ' **

Internet Explorer Enhanced Security Configuration is enabled

Internet Explorer Enhanced Security Configuration is currently enabled on your server. This configures a number of security
settings that define how users browse Internet and intranet Web sites. The configuration also reduces the exposure of your server
to Web sites that might pose a security risk. For a complete list of the security settings in this configuration, see Effects of
Internet Explorer Enhanced Security Configuration.

& Internet

This enhanced level of security can prevent Web sites from displaying correctly in Internet Explorer and restrict access to network
resources, such as files on Universal Naming Convention (UNC) shares. If you want to browse a Web site that requires Internet
Explorer functionality that has been disabled, you can add the Web site to the inclusion lists in the Local intranet or Trusted sites
zones. For more information, see Managing Internet Explorer Enhanced Security Confiquration.

Download SQL Server Management Studio

24.1n the ie window, enter the following
URL: https://aka.ms/ssmsfullsetup and press enter.
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& https://aka.ms/ssmsfullsetup v = | Search... P~

& Internet Explorer Enhanced ... X |

Internet Explorer Enhanced Security Configuration is enabled

Internet Explorer Enhanced Security Configuration is currently enabled on your server. This configures a number of security
settings that define how users browse Internet and intranet Web sites. The configuration also reduces the exposure of your server
to Web sites that might pose a security risk. For a complete list of the security settings in this configuration, see Effects of

Internet Explorer Enhanced Security Configuration.

This enhanced level of security can prevent Web sites from displaying correctly in Internet Explorer and restrict access to network
resources, such as files on Universal Naming Convention (UNC) shares. If you want to browse a Web site that requires Internet
Explorer functionality that has been disabled, you can add the Web site to the inclusion lists in the Local intranet or Trusted sites
zones. For more information, see Managing Internet Explorer Enhanced Security Confiquration.

Security Alert X
Jg‘i) You are about to view pages over a secure connection.

Any information you exchange with this ste cannot be
viewed by anyone else on the web.

[™ Inthe future, do not show this waming

25. If you are prompted with pop-up windows, choose accept and close the
windows.

26. You will see a warning at the bottom of the browser window similar to - This
type of file could harm your computer. Choose Save to download the file.
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& res://iesetup.dil/HardAdmin.htm v & || Search.. PO~

& Internet Explorer Enhanced ... X |

Internet Explorer Enhanced Security Configuration is enabled

Internet Explorer Enhanced Security Configuration is currently enabled on your server. This configures a number of security
settings that define how users browse Internet and intranet Web sites. The configuration also reduces the exposure of your server
to Web sites that might pose a security risk. For a complete list of the security settings in this configuration, see Effects of

Internet Explorer Enhanced Security Configuration.

This enhanced level of security can prevent Web sites from displaying correctly in Internet Explorer and restrict access to network
resources, such as files on Universal Naming Convention (UNC) shares. If you want to browse a Web site that requires Internet
Explorer functionality that has been disabled, you can add the Web site to the inclusion lists in the Local intranet or Trusted sites
zones. For more information, see Manaqing Internet Explorer Enhanced Security Configuration.

26. You will see a warning at the bottom of the browser window similar to -
This type of file could harm your computer. Choose Save to download the file.

26

Do you want to save SSMS-Setup-ENU.exe (675 MB) from download.microsoft.com? Save - Cancel X
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Install the software

27.0nce you receive the message confirming that the download has
completed, choose the Run button.

28.You will be promted to Click "install" to begin. Choose the Install button.

29.0nce the installation has completed, choose Close.
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o
3

Internet Explorer Enhanced Security Configuration is enabled

Internet Explorer Enhanced Security Configuration is currently enabled on your server. This configures a number of security
settings that define how users browse Internet and intranet Web sites. The configuration also reduces the exposure of your server
to Web sites that might pose a security risk. For a complete list of the security settings in this configuration, see Effects of

ntern lorer Enhan r fiquration.

This enhanced level of security can prevent Web sites from displaying correctly in Internet Explorer and restrict access to network
resources, such as files on Universal Naming Convention (UNC) shares. If you want to browse a Web site that requires Internet
Explorer functionality that has been disabled, you can add the Web site to the inclusion lists in the Local intranet or Trusted sites

zones. For more information, see Managing Internet Explorer Enhanced Security Configuration.

Install the software

27.0nce you receive the message confirming that the
download has completed, choose the Run button.

Running security scan.. View downloads X

The SSMS-Setup-ENU.exe download has completed. Run Open folder View downloads X
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RELEASE 18.11.1

Microsoft SQL Server Management Studio
with Azure Data Studio

Welcome. Click "Install” to begin.

Location:

C:\Program Files (x86)\Microsoft SQL Server Management Studio 18 Change

By clicking the “Install” button, | acknowledge that | accept the Privacy Statement and

the License Terms for SQL Server Management Studio and Azure Data Studio

SQL Server Management Studio transmits information about your installation experience, as well as other
usage and performance data, to Microsoft to help improve the product. To learn more about data processing
and privacy controls, and to turn off the collection of this information after installation, see the

documentation
Install Close

28. You will be promted
to Click "install" to begin.
Choose the Install button.
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o RELEASE 18.11.1
D% Microsoft SQL Server Management Studio
7% with Azure Data Studio

Cancel

RELEASE 18.11.1

O Microsoft SQL Server Management Studio

R

with Azure Data Studio

Setup Completed

All specified components have been installed successfully.

29. Once the installation has
completed, choose Close.
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Return to the instructions for the lab assignment.
When you are instructed to perform tasks on your local

machine, you can now use the AWS workstation instead.
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AWS Windows Workstation Configuration with
SQL Server Management Studio (SSMS)

* Step 1. Locate the IP address

* Step 2. Connect to the workstation

 Step 3. Configure the browser

* Step 4. Download SQL Server Management Studio
 Step 5. Install the software

* Step 6. Return to the instructions for the lab assighment.

74



AWS Academy Introduction to Cloud: Semester 1
Module 10 Databases: Lab 10 - RDS

Task 3. Make your database publicly accessible
15.In the Amazon RDS console, choose the name of the SQL Server database that
you created.
In the Connectivity & security section, for Security, notice that Public
accessibility is currently set to No.
16.To change this setting, choose Modify at the top of the page.
17.Scroll down to the Connectivity section, and expand Additional configuration.
18.For Public access, choose Publicly accessible.
19.Scroll to the bottom of the page, and choose Continue.
20.In the Scheduling of modifications section, for When to apply modifications,
choose Apply immediately.
21.Choose Modify DB Instance.
After about 30 seconds, the Status for the database changes to Modifying. Before
continuing, wait until the status changes to Available.
Tip: You might need to refresh the database information. To refresh, choose the
refresh icon.
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Services Search for services, features, blogs, docs, and more [Option+S] E] Q @ N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥
Amazon RDS X RDS Databases
Dashboard

Databases @ Group resources Actions ¥ Restore from S3 m
Databases
Query Editor Q 1 &
Performance insights
Snapshots DB identifier A Role ¥ Engine v Region & AZ v
Aliometed backips o I database-1 I Instance SQL Server Express Edition us-east-1f
Reserved instances
Proxies
DB identifier A Role ¥ Engine v Region & AZ v
Subnet groups (o) database-1 Instance SQL Server Express Edition us-east-1f
Parameter groups
) Size v Status v CPU Current activity Maintenance Vv VPC v
Option groups
Custom engine versions db.t2.micro @ Backing-up . | 39.48% 0 Connections none vpc-058750b8b6dd45bd6
Events Status v CPU Current activity Maintenance Vv VPC v Multi-AZ v
Event subscriptions
@ Backing-up = | 39.48% 0 Connections none vpc-058750b8b6dd45bd6 N/A

Feedback Looking for language selection? Find it in the new Unified Settings [ ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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sss Services | Q Search for services, features, blogs, docs, and more [Option+S] L ©) N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

Amazon RDS X RDS Databases
Dashboard
Databases 0 Group resources Restore from S3 ’ Create database
Databases
Query Editor Q 1 ©

Performance insights

Snapshots DB identifier A Role ¥ Engine v Region & AZ v

Automated backups @ I database-1 I Instance SQL Server Express Edition us-east-1f

Reserved instances

Task 3. Make your database publicly accessible
Subnet groups 15.In the Amazon RDS console, choose the name of
Parameter groups the SQL Server database that you created.

Option groups

In the Connectivity & security section,
for Security, notice that Public accessibility is
Events currently set to No.

Event subscriptions

Custom engine versions

Feedback Looking for language selection? Find it in the new Unified Settings [} ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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aWs 222 services | Q Search for services, features, blogs, docs, and more Option+S] B3 4£& ®  NVigniav voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

RDS Databases database-1
Amazon RDS X

Task 3. Make your database-1 Modty ]| ctons ¥
database publicly
accessible
15.In the Amazon RDS . T e © hrataie oo
console, choose the name Role Current activty Engine Region & A2
of the SQL Server database o cemeer AL server B Een et
that you created.

In the Connectivity &

security section, Connectivity & security

for Security, notice | | _ \

Endpoint & port Networking Security
that Public

Summary

Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags

Endpoint Availability Zone VPC security groups
[ ] [ ] [ ] ]

a cce ss I b I I I ty | S database-1.csstehym9d6x.us- us-east-1f default (sg-0f4f1f84621b3ea35)

east-1.rds.amazonaws.com @ Active
VPC

C u r re n t | y S et to N O ° Port vpc-058750b8b6dd45bd6 Publicly accessible

1433 No
Certificate update Subnet group y

Feedback je selection? Find it in the new Unified Settings E ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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aws i35 Services Search for services, features, blogs, docs, and mor & Pa\ ® N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

Amazon RDS X RDS Databases database-1
data base'1 Actions ¥
Dashboard
D t b . . [ ]
sabases semmary 10. TO Change this setting, choose Modify at the top of the page.

Query Editor
Performance insights

DB identifier CPU Status Class
Snapshots database-1 w— | 38.98% ® Available db.t2.micro
Automated backups

. Role Current activity Engine Region & AZ

Reserved instances

Instance | 0 Connections SQL Server Express Edition us-east-1f
Proxies

Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags

Subnet groups

Parameter groups

Option groups . .
Connectivity & security
Custom engine versions

Endpoint & port Networking Security
Events Endpoint Availability Zone VPC security groups
Event subscriptions database-1.csstehym9d6x.us- us-east-1f default (sg-0f4f1f84621b3ea35)
east-1.rds.amazonaws.com @ Active
VPC
Recommendations Q Port vpc-058750b8b6dd45bd6 Publicly accessible
1433 No
Certificate update Subnet group

Feedback Looking for language selection? Find it in the new Unified SettingsB © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Q @ N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

Amazon RDS

Dashboard
Databases

Query Editor
Performance insights
Snapshots
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versions

Events

Event subscriptions

Feedback Looking for language selection? Find it in the new Unified Settings [

RDS Databases Modify DB instance: database-1

Modify DB instance: database-1

Settings

17. Scroll down to

the Connectivity section,
and expand

Additional configuration.

14.00.3421.10.v1 v

License model
License type associated with the database engine

license-included

DB engine version
Version number of the database engine to be used for this database

DB instance identifier Info
Type a name for your DB instance. The name must be unique across all DB instances owned by your AWS account in the current AWS
Region.

database-1

The DB instance identifier is case-insensitive, but is stored as all lowercase (as in "mydbinstance"). Constraints: 1 to 60 alphanumeric
characters or hyphens. First character must be a letter. Can't contain two consecutive hyphens. Can't end with a hyphen.

New master password Info

Constraints: At least 8 printable ASCII characters. Can't contain any of the following: / (slash), '(single quote), "(double quote) and @
(at sign).

®© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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23: Services Search for services, fec s, blogs, docs, nor Option+S] AN ©) N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

onnectivity
Amazon RDS X
Subnet group
Dashboard
default-vpc-058750b8b6dd45bd6 v
Databases
Query Editor Security group

Performance insights L% 070 Seqirity 9roups o mocate with (8 DS fnsance. 1 7 SCI’O|| d own tO

Sapehats —— the Connectivity section,
Reserved instances Certificate au;hority a n d .e).( p a n d ° °

proxies Additional configuration.

rds-ca-2019

Automated backups

Subnet groups v Additional configuration I

Parameter groups Public access

Option groups Pub}lcly accessible _ . _ . . .
EC2 instances and devices outside the VPC can connect to the instance. You define the security groups for supported devices

Custom engine versions and instances.

© Not publicly accessible

No IP address is assigned to the DB instance. EC2 instances and devices outside the VPC can't connect.

Events Database port

Event subscriptions Specify the TCP/IP port that the DB instance will use for application connections. The application connection string must specify the

port number. The DB security group and your firewall must allow connections to the port. Learn more [/}

1433

Feedback Looking for language selection? Find it in the new Unified Settings [7 ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Services services, features, blogs, docs, and more Option+S] | (3 AN (©) N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥
onnectivity
Amazon RDS X
Subnet group
Dashboard
default-vpc-058750b8b6dd45bd6 v
Databases
Query Editor Security group

List of DB security groups to associate with this DB instance.
Performance insights

Snapshots

Automated backups default X

Reserved instances Certificate authority 18- For PUinC aCcess,
Provies rd5-ca-2019 choose Publicly accessible.

Subnet groups ¥ Additional configuration

Parameter groups Public access

© Publicly accessible

EC2 instances and devices outside the VPC can connect to the instance. You define the security groups for supported devices
Custom engine versions and instances.

Option groups

Not publicly accessible
No IP address is assigned to the DB instance. EC2 instances and devices outside the VPC can't connect.

Events Database port

Event subscriptions Specify the TCP/IP port that the DB instance will use for application connections. The application connection string must specify the

port number. The DB security group and your firewall must allow connections to the port. Learn more [/

1433

Feedback Looking for language selection? Find it in the new Unified Settings Z ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Amazon RDS

Dashboard
Databases

Query Editor
Performance insights
Snapshots
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versions

Events

Event subscriptions
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AN ©) N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

IAM role
The following service-linked role is used for publishing logs to CloudWatch Logs.

RDS service-linked role

Performance Insights info

Turn on Performance Insights Info

Maintenance

Auto minor version upgrade Info

Enable auto minor version upgrade
Enabling auto minor version upgrade will automatically upgrade to new minor versions as
they are released. The automatic upgrades occur during the maintenance window for the
database.

DB instance maintenance window
The weekly time range during which system maintenance can occur.

Start day Start time Duration

Saturday ¥ 09 v | : 39 v UTC 0.5 ¥  hours

Deletion protection

Enable deletion protection
Protects the database from being deleted accidentally. While this option is enabled, you can't delete the database.

19. Scroll to the bottom of the page, and @
choose Continue. ancel |m|

Feedback Looking for language selection? Find it in the new Unified Settingsz © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms
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EEE Services Q. Search for services, features, blogs, docs, and more [Option+S] @ Q @ N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

Amazon RDS X

20. In the Scheduling of modifications section, for When to
Dashboard apply modifications, choose Apply immediately.

ptabses 21. Choose Modify DB Instance.

e After about 30 seconds, the Status for the database

Snapshots changes to Modifying. Before continuing, wait until the
Automated backups status changes to Available.

e Tip: You might need to refresh the database information.
To refresh, choose the refresh icon.

Subnet groups @
Parameter groups When to apply modifications

Proxies

) Apply during the next scheduled maintenance window
Optuon groups Current maintenance window: May 21, 2022 17:39 - 18:09 UTC+8
Custom engine versions O Apply immediately
The modifications in this request and any pending modifications will be asynchronously
applied as soon as possible, regardless of the maintenance window setting for this database
instance.
Events

Event subscriptions

Feedback Looking for language sele ? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Amazon RDS

Dashboard
Databases

Query Editor
Performance insights
Snapshots
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versions

Events

Event subscriptions

Feedback
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Q. Search for services, features, blogs, docs, and more LA O

N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

© Successfully modified instance database-1 X

RDS Databases

Databases @) Group resources Actions ¥ Restore from S3
Q 1 @
DB identifier A Role ¥ Engine v Region & AZ v
(o) database-1 Instance SQL Server Express Edition us-east-1f

After about 30 seconds, the Status for the database
changes to Modifying. Before continuing, wait until the
status changes to Available.

Tip: You might need to refresh the database
information. To refresh, choose the refresh icon.

Looking for language selection? Find it in the new Unified Settings [/}
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Task 4. Update your VPC security group

By default, the virtual private cloud (VPC) default security group does not
permit inbound SQL Server traffic from external sources. In this task, you will
turn on inbound SQL Server connections from your IP address.

Note: If you are using the EC2 instance, you will use

the WindowsWorkstation IP address that you saved earlier. In this case, skip
the next few steps to get your IP address.

First, get your IP address.

22.In a new browser tab or window, go to https://whatismyipaddress.com/.

23.Copy the IPv4 value to a text editor to use later in this lab.

Now, modify the security group to permit inbound SQL Server connections
from your computer or the WindowsWorkstation instance.
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Task 4. Update your VPC security group

24. Return to the browser tab that is open to the AWS console. Ensure that you are on the RDS
> Databases page.

25. Choose the name of the database you created.

26. In the Connectivity & security section, under VPC security groups, choose the name of
the security group.

The security group name looks similar to the following: default (sg-a12345b6)
27. On the Security Groups page, choose the Inbound rules tab.
28. Choose Edit inbound rules, and choose Add rule.
29. For Type, choose MSSQL.

30. For Source, choose Custom, and enter your IP address or the IP address of the
WindowsWorkstation instance in the text box.

31. Add /32 at the end of the IP address. The full text should look similar to the
following: 123.12.123.23/32

32. Choose Save rules.

https://awsacademy.instructure.com/courses/18745
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¥V 22

Recycle Bin
=§ https w.whatismyip.net

& What Is My IP | Whats My |...

WhatlsMyIP.net

Feedback 54.196.8.114

EC2

54.196.8.114

Your Information

PAddess:  54.196.8.114 D

Local IP: Can't Resolve Private IP

Hostname ec2-54-196-8-114.compute-1.amazonaws.com

ISP Amazon.com, Inc.

Hostname: EC2CAMAZ-NLON31A

= G WSl |\stance ID: i-09b8b1cba75427ad6

I- @ ¢ || Search.. Jo i S Public IPv4 Address: 54.196.8.114

Private IPv4 Address: 10.0.1.157
Instance Size: t2.micro
— Availability Zone: us-east-1a
— Architecture: AMD64

Total Memory: 1024 MB
Network Performance: Low to Moderate

[y
22.In a new browser tab or window, go

to https://whatismyipaddress.com/.

23.Copy the IPv4 value to a text editor to
use later in this lab.
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aws 22 Services Search for services, features, blogs, docs, and more [Option+S] | (3 AN ® N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

I Amazon RDS ® Successfully modified instance database-1 X

Dashboard RDS Databases

I Databases I

Query Editor Databases @ Group resources Actions V¥ Restore from S3 m

Performance insights
Q 1 @

Snapshots

Automated backups
DB identifier A Role ¥ Engine v Region & AZ v

Reserved instances
Proxies @ 0o I database-1 I Instance SQL Server Express Edition us-east-1f

Subnet groups

Parameter groups 24.Return to the browser tab that is open to the AWS

Option groups
Cfstomgengipr:e versions CO n S O | e o
Ensure that you are on the RDS > Databases page.

25.Choose the name of the database you created.

Event subscriptions

Feedback Looking for language selection? Find it in the new Unified Settings [ ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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() VAN ® N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

aws

Ll L] N . . ! ~ -
as= Services Search for services, features, blogs, docs, and more [Option+S]

RDS Databases database-1
Amazon RDS X

databaSE‘1 ‘ Modify ‘ Actions V¥ ’

Dashboard

Deishmn Summar 26. In the Connectivity & security section,
Query Editor y °
under VPC security groups, choose the

DB identifier CPU .
Snapshots database. — Nhame of the security group.
Automated backups Role wren  The security group name looks similar to
Reserved instances .

instance the following: default (sg-a12345b6)

Performance insights

Proxies

I Connectivity & security I Monitoring Logs & events Configuration Maintenance & backups Tags
Subnet groups

Parameter groups

Option groups Connectivity & security

Custom engine versions

Endpoint & port Networking Security
Events Endpoint Availability Zone VPC security groups
Event subscriptions database- us-east-1f 26 default (sg-
1.csstehym9d6x.us-east- 0f4f1f84621b3ea35)
1.rds.amazonaws.com VPC Active

Feedback Looking for language selection? Find it in the new Unified Settings [} ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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aws 23: Services Search for services, features, blogs, docs, and more [Option+S] VAN ©) N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥
©® | T:: :gz Experience X | Security Groups (1/7) info | C ’ Actions ¥ ’ ‘ Export security groups to CSV v Create security group ®
EC2 Dashboard Q 1 &
EC2 Global View ‘ search: sg-0f4f1f84621b3ea35 X ‘ Clear filters ’
Events
Tags Name v Security group ID v Security group name Vv VPCID v Description
Limits [ - sg-0f4f1f84621b3ea35s default vpc-058750b8b6dd45bdé ... default VPC

v Instances 27. On the Security Groups page, B EE
Instances
spomfifsaezIbseass -default - chgose the Inbound rules tab.

Details Inbound rules I Outbound rules Tags

Instance Types

Launch Templates

Spot Requests

Savings Plans
® You can now check network connectivity with Reachability Analyzer Run Reachability Analyzer X
Reserved Instances
Dedicated Hosts
Scheduled Instances Details
Capacity Reservations
Security group name Security group ID Description VPCID
vi
mages default sg-0f4f1f84621b3ea35 default VPC security group vpc-058750b8b6dd45bd6
AMIs 2
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) AN ® N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

(O New EC2 Experience X

Learn more

EC2 Dashboard
EC2 Global View
Events
Tags
Limits

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Scheduled Instances

Capacity Reservations

¥ Images

AMIs 1

httos://lus-east-1.console.aws.amazon.com/ec2/v2/home?reaion=us-east-1# 9s

‘ Security Groups (1/1) info | ‘ C ’ ‘ Actions ¥ ’ ‘ Export security groups to CSV v Create security group ®

Q 1 @
‘ search: sg-0f4f1f84621b3ea35 X Clear filters
Name v Security group ID v Security group name V VPCID v Description
- sg-0f4f1f84621b3ea35 default vpc-058750b8b6dd45bdé ... default VPC

27. On the Security Groups page, | B ®
sg-ofaf1fsac21bzeass -defastt  CNOOSE the Inbound rules tab.

Details

Inbound rules I Outbound rules Tags

® You can now check network connectivity with Reachability Analyzer ’ Run Reachability Analyzer ’ X |

Inbound rules (1/1) ‘ C ‘ Manage tags ‘ Edit inbound rules ’l
|

- 28. Choose Edit inbound rules,

and choose Add rule.

A ® 2022, Amazon Web Services, Inc. or its affiliates.

Name v Security group rule... ¥ IP versiol
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233 Services Search for services, features, blogs, docs, 0 (EX) AN (©) N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

EC2 Security Groups sg-0f4f1f84621b3ea35 - default Edit inbound rules

Edit inbound rules .

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules info

Security group rule ID Type Info Protocol Portrange Source Info Description - optional
Info Info Info
sgr- All traffic v All All Custom ¥ Q Del
046940b821793ddd3 ete
sg- X
0f4f1f84621b3
ea35

Add rule I

28. Choose Edit inbound rules,
and Choose Add ruIE. Cancel Preview changes ’

Feedback Looking for language selection? Find it in the new Unified Settings [} ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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222 Services | Q  Search for services, features, blogs, docs, and more [Option+S] | (3 AN (@) N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

EC2 Security Groups sg-0f4f1f84621b3ea35 - default Edit inbound rules

Edit inbound rules

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules info

Security group rule ID Type Info Protocol Portrange Source Info Description - optional
Info Info Info
sgr- All traffic v All All Custom v Q Del
046940b821793ddd3 . ete
sg- X
0f4f1f84621b
3ea35
- MSSQL v TCP 1433 Custom v Q Del
ete

29. For Type, choose MSSQL.

Cancel Preview changes ’

®© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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sss Services | Q Search for services, features, blogs, docs, and more [Option+S] | [ AN ©) N. Virginia ¥ voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

aws

@} RDS

Edit inbound rules i«

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules info

Security group rule ID Type Info Protocol Portrange Source Info Description - optional
Info Info Info
sgr- All traffic v All All Custom v Q Del
046940b821793ddd3 _ ete
sg- X
0f4f1f84621b
3ea35
- MSSQL v TCP 1433 Custom v Q Del

. ete
54.196.8.114/ X
32

30. For Source, choose Custom, and enter your IP address or th 32. Choose Save rules.

|P address of the WindowsWorkstation instance in the text box.
31. Add /32 at the end of the IP address. The full text should 0ok ™ preview changes m'
similar to the following: 123.12.123.23/32

dNngudge sSe 1007 rina i

vices, Inc. or its affiliates. Privacy S Cookie preferences
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aws 2% services Search for services, features, blogs, docs, and more Option+s] | B3 4 @  N.Virginia v voclabs/user1323818=Min-Yuh_Day @ 5479-7023-7064 ¥

@} RDS

(3 New EC2 Experience x © Inbound security group rules successfully modified on security group (sg-0f4f1f84621b3ea35 | default)
Learn more .
» Details

EC2 Dashboard

EC2 Global View l Security Groups (1/3) info I ‘ C ’ Actions ¥ ’ ’ Export security groups to CSV v Create security group

Events
Q 1 @

Tags

Limits -] Name v Security group ID v Security group name ¥ VPC ID v Descriptic

¥ Instances Bastion-SG sg-0bd8f110b1349573b Bastion-SG vpc-0dd8a282d45faed06 [ Enable ac

Instances
= [=
] rd

o/ TV LG HIUYY LHTCUR ICLYY U R LU L LEVILY YL INCaL gLy miracyecs U NCALHIGMILILY RaLyecr

Instance Types

N

Launch Templates

Spot Requests
Savings Plans Inbound rules (2) C Edit inbound rules ’

Reserved Instances Q 1 &
Dedicated Hosts

Scheduled Instances Name v Security group rule... ¥ IP version v Type v Protocol

Capacity Reservations - sgr-046940b821793d... All traffic All

¥ Images

[ - sgr-09bcb0015ba8974... IPv4 MSSQL TCP ]
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Task 5. Connect to your DB instance

First, you will need to find the Domain Name System (DNS) endpoint and port

number for your DB instance.

33.Return to the RDS > Databases page.

34.Choose the name of the database you created.

35.0n the Connectivity & security tab, copy the Endpoint value to a text editor.
The endpoint looks similar to the following: sample-instance.abc2defghije.us-
west-2.rds.amazonaws.com

36.Notice the Port number.
The default port for SQL Server is 1433.
If your port number is different, copy that value to your text editor.

37.0pen the Microsoft SQL Server Management Studio application.
Note: If you are using the EC2 instance, start the Microsoft SQL Server
Management Studio application in your remote desktop window.
The Connect to Server dialog box appears.

38.For Server type, choose Database Engine.

https://awsacademy.instructure.com/courses/18745
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Task 5. Connect to your DB instance
39. For Server name, enter the database endpoint value that you copied.
40. At the end of the endpoint value, add a comma (, ) and the port number (the default port
number is 1433).
For example, your server name should look similar to the
following: database.abc2defghije.us-west-2.rds.amazonaws.com,1433
41. For Authentication, choose SQL Server Authentication.
42. For Login, enter the username for your DB instance.
This is also known as the administrator username. The default is admin.
43. For Password, enter the password that you copied for your DB instance.
This is also known as the administrator user password.
44, Choose Connect.
After a few moments, you are connected to your database.
If the connection does not succeed, repeat Task 4 to update the default security group.
When you add the inbound rule, for Source, choose Anywhere instead of My IP.
(Note: Only select Anywhere for the purpose of this lab. This selection presents a security
risk in the real world.)

https://awsacademy.instructure.com/courses/18745
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AWS

Account

Dashboard

Courses

<« Previous

Module 10 Databases: Lab 10 - RDS

— AICv1Sem1EN-... > Modules > Module 10: Dat... > Lab 10 - RDS

02:00 P Start Lab M End Lab i AWS Details i Readme =

Cloud Access

AWS CLI:

Cloud Labs
Remaining session time: 01:59:39(120 minutes)
Session started at: 2022-05-19T18:42:34-0700

Session to end at: 2022-05-19722:39:03-0700 AWSACCOU nt|d 547970237064

Accumulated lab time: 05:57:00 (357 minutes) . ;
WindowsWorkstation 54 196.8.114

ips -- public:54.196.8.114, private:10.0.1.157

SSH key | S0 Download PE Download P Region us-east-1
AWS SSO

AWSAccountld 547970237064

WindowsWorkstation 54.196.8.114

Region us-east-1
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N Task 5. Connect to your DB instance
First, you will need to find the Domain Name System (DNS) endpoint and port number

| Amazon RDS I for your DB instance.

Dashboard

33.Return to the RDS > Databases page.
34.Choose the name of the database you created.

(33

Databases

) 35.0n the Connectivity & security tab, copy the Endpoint value to a text editor.

34

Query Editor
Performance insights
Snapshots
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versions

Events

Event subscriptions

Recommendations o

Feedback Looking for language

The endpoint looks similar to the following:

sample-instance.abc2defghije.us-west-2.rds.amazonaws.com
36.Notice the Port number.

The default port for SQL Server is 1433.

If your port number is different, copy that value to your text editor.

Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags

Connectivity & security
database-1.csstehym9d6x.us-east-1.rds.amazonaws.com
Endpoint & port Networking Security
Endpoint Availability Zone VPC security groups
3 5 database-1.csstehym9d6x.us- us-east-1f default (sg-0f4f1f84621b3ea35)
east-1.rds.amazonaws.com ® Active
VPC
36 Port vpc-058750b8b6dd45bd6 Publicly accessible
1433 Yes

selection? Find it in the new Unified Settings Z © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Hostname: EC2AMAZ-NLON31A
Instance ID: i-09b8b1cba75427ad6
Public IPv4 Address: 54.196.8.114
Private IPv4 Address: 10.0.1.157

Instance Size: t2.micro
Availability Zone: us-east-1a
Recently added er

Architecture: AMD64
f,g Azure Data Studio Total Memory: 1024 MB

- Network Performance: Low to Moderate
=ﬂ SQL Server Profiler 18 % >_ >

==
Windows Windows

icrosoft SQL Server Management... Server Manager  PowerShell PowerShell ISE

Windows
. Amazon Web Services v Administrativ... Task Manager Control Panel

. Azure Data Studio

37. Open the Microsoft SQL Server Management Studio
application.

Note: If you are using the EC2 instance, start the

Microsoft SQL Server Management Studio application in
your remote desktop window.

The Connect to Server dialog box appears.
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of Connect to Server X

SQL Server 38.For Server type,

choose Database Engine.

Database Engine v
rase-1.csstehym9d6x us-east-1.rds.amazonaws.com, 1433 @

39. For Server name, enter the database endpoint value that you copied.
40. At the end of the endpoint value, add a comma (, ) and the port number
(the default port number is 1433).

For example, your server name should look similar to the

following: database.abc2defghije.us-west-2.rds.amazonaws.com,1433

database-1.csstehym9d6x.us-east-1.rds.amazonaws.com,1433

Connect Cancel Help Options >>
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gﬁ Connect to Server
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X
SQL Server
Server type: Database Engine v
Server name: database-1.csstehym9d6x.us-east-1.rds.amazonaws.com, v
@l Authentication: |SQL Server Authentication V| I
Login: 41.
P : For Authentication,
assword:

choose SQL Server

Remember password Authentication.

Connect

Cancel Help Options >>
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_5; Microsoft SQL Server Management Studio (Administrator) LHek Emmen(€ s P = & X
File Edit View Tools Window Help
l'lj' > & @ u‘mNeWQUﬂy uﬁﬁ.@.ﬁ.ﬁ’ ~ ~ v P - m’émv=

Object Explorer

42. For Login, enter the
username for your DB instance.
This is also known as the
administrator username. The
default is admin.
----- 43. For Password, enter the
password that you copied for
your DB instance.
This is also known as the
administrator user
password.

T ﬂ
Connect~ ¥ ¥ Connect to Server

SQL Server

Server type: Database Engine v
Server name: [databaseﬂ csstehym9d6x us-east-1.rds.amazonaws.com, v }

SQL Server Authentication v

Master username admin
Master password  9Uhbt2PslOolLT6fclzl3
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_5; Microsoft SQL Server Management Studio (Administrator)

File Edit View Tools Window Help
l'lj' > & @u‘mNMQUQWuﬁmoﬂlﬁuﬂ ~ ' v P - m’émv=

Object Explorer v X
Connect~ ¥ ¥ Connect to Server

SQL Server

Server type: Database Engine v

Server name: [databaseﬂ csstehym9d6x us-east-1.rds.amazonaws.com, v }

Authentication: SQL Server Authentication

Login:

Password:

[] Remember password

O=- - -
44. Choose Connect.

After a few moments, you are connected to your database.

security group. When you add the inbound rule, for Source,

world.)

[J Ready
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If the connection does not succeed, repeat Task 4 to update the default

choose Anywhere instead of My IP. (Note: Only select Anywhere for the
purpose of this lab. This selection presents a security risk in the real
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_',3' Microsoft SQL Server Management Studio (Administrator) Quick Launch (Ctrl+Q P - & X
File Edit View Tools Window Help

a3 - ~ *e’mNMQUQWuﬁﬁo@mul > - | & *| P - m)ﬁ@.=

Object Explorer
Connect~ ¥ *¥ ¢

Databases
Security
Server Objects
Replication
PolyBase
Management
[%] XEvent Profiler

[J Ready
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Task 6. Explore the structure of the relational database

Great work! You can explore the structure of the relational database by
expanding the areas in the Object Explorer pane.

You will see that the SQL Server has built-in system databases such as
model, msdb, and tempdb. You can even create a new database if you
would like to experiment more.
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4 Microsoft SQL Server Management Studio (Administrator) LURCK: CRRICH {CTIEC P = & X
File Edit View Tools Window Help

B~ a0 -2 H P BNewQuey BRRQIRX]D 5] ~-C -8 |5 -lRFfEE-

Object Explorer v QX
Connect~ ¥ ¥ (VIR
—oné database-1.csstehym9d6x.us-east-1.rds.amazonaws.com,1433 (SQL Server 14.0.3421 - admin) Ta s k 6 ° Ex p I o re t h e st r u ct u re Of t h e
Databases

System Databases
7 @ master

relational database

Great work! You can explore the structure of
the relational database by expanding the
areas in the Object Explorer pane.

You will see that the SQL Server has built-in
system databases such as model, msdb, and
tempdb. You can even create a new

database if you would like to experiment
more.
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Lab complete
Congratulations! You have completed the lab.

45.Log out of the AWS Management Console.
In the upper-right corner of the page, choose your user name. Your user

name begins with voclabs/user.

Choose Sign Out.
46.Choose End Lab at the top of this page, and then select Yes to confirm

that you want to end the lab.
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AWS Academy Introduction to Cloud: Semester 1
Module 10 Databases: Lab 10 - RDS

— AICv1Sem1EN-... > Modules > Module 10: Dat... > Lab 10 - RDS

AWS @ 00:00 P Start Lab M End Lab i AWS Details i Readme X
Account
D) You will see that the SQL Server has built-in system databases such as model, msdb, and tempdb.
Dashboard You can even create a new database if you would like to experiment more.
Lab complete
Courses
Congratulations! You have completed the lab.
ST 45. Log out of the AWS Management Console.
Launch Ter > In the upper-right corner of the page, choose your user name. Your user name begins with
voclabs/user.
Choose Sign Out.
W 46. Choose | End Lab | at the top of this page, and then select to confirm that you want to
end the lab.
< Previous

Next »
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AWS academy

Module 10 Lab:
Creating an Amazon RDS Database Instance

* Access the AWS Management Console

* Task 1. Set up an RDS DB instance

* Task 2. Download and install SQL Server Management Studio
* Task 3. Make your database publicly accessible

* Task 4. Update your VPC security group

* Task 5. Connect to your DB instance

* Task 6. Explore the structure of the relational database

* Lab complete
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Summary

* AWS RDS: Lab 10
Creating an Amazon RDS Database Instance

* AWS Academy Introduction to Cloud: Semester 1
* Module 10: Databases

* Lab 10 - RDS

* Module 10 Lab: Creating an Amazon RDS Database
Instance
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