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����(Caesar Cipher)
6789�:�4;�<=>?@A��B

CD:EFGHIJKLMNJ?
:�OP: C=E(P)= (P+3) mod 26.

QR:

Problem:S�OP???
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��JK: C= E(P)= P+k mod 26.
��JK: P=D(C)= C-k mod 26.
Problem:��������	
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O��(Confidentiality)—�����
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PQ�(Integrity)—����
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RS�(Authentication) —����
e.g.��������

TUVS�(Non-reputation)—����
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���������(Public key cryptosystems)
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4 !��: RSA public key cryptosystem
Key size: ~512-2048 bits
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PKI�����
���� (Certificate Authorities CA),

���� (Registration Authorities RA)

��	
 (The repository and the management
consoles).
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DS
( Directory Server)

CA
( Certificate Authority)

RA
( Registration Authority)

Other CA

Issuing Cert.
Revoking Cert
Updating Cert.
Certificate path
processing
cross-Certification

Authenticating
Identify

• Storing
Certificates
and CRLs

RAO
( Registration Authority

Operator )

Managing

1. Requesting Certificate
2.

3

4. Publishing

Downloading Cert.
Request to revoke
Cert.

5.
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Electronic
Authentication
Digital Signature

The Internet etc.

E-
Commerce

PKI

Network Layer

*SCM:Supply Chain

Management

Country A

Country B

Country C

Internet

Information
Society

E-
Government

Certificate

CA

Electronic Authentication
Digital Signature

Internet

B to B ( SCM )
Parts supply / Trade
B to C
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According to the mid-milestone of Electronic
Government (from 1998 to 2000): Internet electronic
verification mechanism, the Research and Development
Commission of Exective Yuan has delegated the
Chunghwa Telecom Co. LTD to establish the first stage
of the Government Certification Authority (GCA).
In 1998, the GCA started to work and supported a field
trial on two applications- electronic tax report and
electronic Mobile Vehicle and driver information
system in the first stage.
Until now, the GCA has supported 16 applications on
the government service network
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Tax Report and Payment System

Paper-based

Tax paying
voucher

On-line

Certificate

Internet

Tax Bureau

Tax Paying Office

Attach related
Reporting information

Print tax paying voucher

• complete on-line reporting
certificate

• Link to download related tax
information

• Automatically accounting trial
balance
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Electronic Motor Vehicle Inspection System

Internet

��

Bank
Kiosk

Public Kiosks

System started in October, 1998.
Police Office

Transportation
Office
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����GCA����	

Encryption algorithm : Triple DES CBC up to 112 bits
Digital Signature : RSA with SHA-1 up to 1024 bits
Certificate Distribution : X.500 ( 1993 )
The format:

Digital Signature and Digital envelope: PKCS #7
Secret key storage : PKCS #5

The data format: Certificate : X.509 ( v3 , 1993) &
CRL : X.509 ( v2, 1993)
Communication protocol: LDAP ( RFC 1777) , TCP/IP ,
HTTP and OCSP (On-line Certificate Status Protocol )
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1997 1998 1999 2000 2001

( Hong Kong )

( Australia )

( Malaysia )

( Philippines)

( Italy )

( Germany)

( Singapore)

( U.S.)

Electronic Commence
Law

Digital/ Electronic
Signature Law

2002/3/13 ����(Information Security) 29

�������(EC-Security)

����(Electronic Commerce)

2002/3/13 ����(Information Security) 30

�������(EC-Security)



6

2002/3/13 ����(Information Security) 31

�������(EC-Security)

SSL:����	


2002/3/13 ����(Information Security) 32

�������(EC-Security)

SSL:����	
[��]

2002/3/13 ����(Information Security) 33

�������(EC-Security)

SET:���������	

�Visa�MasterCard�IBM�Netscape�Microsoft�
���1996��	
���
������

��������	
�������������
�����������


���������� �!��"#$%&'(�
)*+,-./ (Payment Gateway)0123456-7
89�:;$<;�34=>�

�����?@SET+,AB$���C�
���D�EF���GH!�IJKL�M$%&'(�

�����<;�2NOP$QR�

2002/3/13 ����(Information Security) 34

�������(EC-Security)

�

2002/3/13 ����(Information Security) 35

�������(EC-Security)
��������

�������

��� ��

�����	


�����

����

�����

�����

������

�����

����	



�� !�

2002/3/13 ����(Information Security) 36

���(Firewalls) &�� !"
#

���

������������
�� !"#$%&

'(&)*+,(-./%�0�12 !345

6789:# !";<�=>�&'?@(IP
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STU*VWXYZ(Packet filter firewalls)
[��WXYZ(Proxy firewalls)
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