Chapter 2 Classical
Encryption Techniques
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Principles and Practices (3rd Ed)
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2.1 Symmetric Cipher Model

Symmetric Encryption
or conventional/ private-key/ single-key
sender and recipient share a common key
all classical encryption algorithms are private-key

was only type prior to invention of public-key in
1970’s.
Examples

DES

AES (Rijandel)

2004/1/8 Chapter 2 Classical Encryption Techniques 2




2.1 Symmetric Cipher Model

Symmetric Cipher Model [Fig. 2.1]
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2.1 Symmetric Cipher Model

Basic Terminology
plaintext - the original message.
ciphertext - the coded message.

cipher - algorithm for transforming plaintext to ciphertext.
key - info used in cipher known only to sender/receiver.
encipher (encrypt) - converting plaintext to ciphertext.
decipher (decrypt) - recovering ciphertext from plaintext.
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2.1 Symmetric Cipher Model

cryptography - the study of encryption
principles/methods.

cryptanalysis (codebreaking) - the study of
principles/ methods of deciphering ciphertext
without knowing key

cryptology - the field of both cryptography and
cryptanalysis.
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2.1 Symmetric Cipher Model

Two requirements for secure use of
symmetric encryption:

a strong encryption algorithm
a secret key known only to

sender / receiver

Y=E(X)
X=DyY) —
Assume encryption algorithm is
known. e N i
. Efmj=c UNSECURED CHANNEL. Dale)=m
Kerckhoffs’ Assumption [1883]: - m
Encryption transformations
being used be publicly known soure .

and that the security of the

Alice Bob
Sys tem ShOMl d T eSlde Only n Figure 1.7: Two-party communication using encryption, with a secure channel for key exchange.
the key chosen . The decryption key d can be efficiently computed from the encryption key e.
Implies a secure channel to
distribute key.

2004/1/8 Chapter 2 Classical Encryption Techniques




2.1 Symmetric Cipher Model

Cryptographic Systems are characterized alone three
independent dimensions
type of encryption operations used
Substitution
Transposition
Product
Number of keys used
Single-key or private
Two-key or public
Way in which plaintext is processed
Block
Stream
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2.1 Symmetric Cipher Model

Types of Cryptanalytic Attacks
ciphertext only

only know algorithm / ciphertext, statistical, can identify
plaintext

known plaintext

know/suspect plaintext & ciphertext to attack cipher
chosen plaintext

select plaintext and obtain ciphertext to attack cipher
chosen ciphertext

select ciphertext and obtain plaintext to attack cipher
chosen text

select either plaintext or ciphertext to en/decrypt to attack
cipher
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2.1 Symmetric Cipher Model

Table 2.1 Types of Attacks on Encrypted
Messages

Type of Attack Known to Cryptanalyst
Ciphenext only sEncryplion algonthm
+Ciphenext to be decoded
Known plaintext *Encryplion algorithm

+Ciphenext to be decoded
+One or more plaintexi-ciphenext pairs formed with the secret key

Chosen plaintext *Encryplion algorithm
+Ciphenext to be decoded

*Flaintext message chosen by cryplanalyst, ogether with its
corresponding cipheriext generated with the secret key

Chosen ciphertexi sEncryplion algorithm
+Ciphenext to be decoded

*Furporied ciphertext chosen by crypianalyst, ogether with its
corresponding decrypted plainiext generated with the secret key

Chosen text *Encryplion algorithm
*Cipheriext i be decoded

*Flaintext message chosen by cryptanalyst, wogether with its
corresponding ciphenext penerated with the secret key

*Purponted ciphertext chosen by cryptanalyst, together with its
corresponding decrypled plainiext generated with the secret key
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2.1 Symmetric Cipher Model

Brute Force Search
always possible to simply try every key
most basic attack, proportional to key size

assume either know / recognise plaintext

Number of Alternative Time required at 10¢
Key Size (bits} Keys Time required at 1 encryption/ps encryplions/ps
32 23 = g3k 1 231 ps = 358 minutes 215 mulliseconds
56 2% =72 x 100 23 ps = 1142 years 10:00 howrs
125 20 = R g 10 21T s = 54w 105 years 54 10 years
168 21 = 3T 5 103 2007 s = 5.9 ¢ 1P years A4 10M years

26 characters

B 20! = 4w 1RE 2y 102 us = 6.4 x 1002 years 6 1Py
(permutation) 8
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2.1 Symmetric Cipher Model

Kinds of Security

unconditional security
no matter how much computer power is available, the
cipher cannot be broken since the ciphertext provides
insufficient information to uniquely determine the
corresponding plaintext.

computational security
given limited computing resources (eg time needed for
calculations is greater than age of universe), the
cipher cannot be broken.
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2.2 Substitution Techniques

Caesar Cipher (x4 % 2)
 drh G et BUE 0 B G PR TR e o
R 4rPd B~ 32 FAHEF?
sv % 2L R replaces each letter by 3rd letter on
f2 % 02
Example:

meet me after the toga party
PHHW PH DIWHU WKH WRJD SDUWB
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2.2 Substitution Techniques

Can define transformation as:

abcdefghijklmnopgrstuvwixyz
DEFGHIJKLMNOPQRSTUVWXYZABZC

Mathematically give each letter a number
abcdefghijk 1 m
012345%6 78910 11 12
n o p g r s t u v w x y 2
13 14 15 16 17 18 19 20 21 22 23 24 25

Define Caesar cipher as:
C=E(p) = (p + k) mod (26)
p =D(C) =(C—k)mod (26)
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2.2 Substitution Techniques

Cryptanalysis of Caesar Cipher
only have 26 possible ciphers
A maps to A,B,..Z
could simply try each in turn
a brute force search

given ciphertext, just try all shifts of letters
do need to recognize when have plaintext
eg. break ciphertext "GCUA VQ DTGCM"
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2.2 Substitution Techniques

TREL
Large key space: *t
Ao A TRk
Example: SSLiz * 1281~ chfd £ &2 o
Problem:#x * 1281~ ciSSL» H fo% £ & cnip#ic § > B2

Number of Alternative Time required at 10¢
Key Size (bits} Keys Time required at 1 encryption/ps encryplions/ps
32 23 = g3k 1 231 ps = 358 minutes 215 mulliseconds
56 2% =72 x 100 23 ps = 1142 years 10:00 howrs
125 20 = R g 10 21T s = 54w 105 years 54 10 years
168 21 = 3T 5 103 2007 s = 5.9 ¢ 1P years A4 10M years

26 characters

B 06t = x 1PE 2 102 s = 6.4 % 1002 years 6.4 10P years
(permutation) ¥ ¥
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