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Syllabus (cont.)

n % (Subject/Topics
T+ f %% > (E-Commerce Security)
#c i+ 15 7% (Digital Certificate) [Module 4]
REL e ek > (Network and Website Security) [Module 5]
LEZD AHBRENICTFRE T F I
(Transaction Security, System Security, IC Card Security,
Electronic Commerce Payment Systems) [Module 6, 7, 8, 9]

{7 # 78 7+%€ 2 (Mobile Commerce Security) [Module 12]

R AT 2

(E-Finance Security Control Mechanisms) [Module 13]

¥ # % > ¢ I (Operation Security Management) [Module 14]
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Module 14 : Fi&% > g2

« Module 14-1 : ¥ ¥} 'k ¥ 32

* Module 14-2 © Fil % 2 g 27
(Security Operation Center, SOC)

 Module 14-3 : T A F &2 o452 W
(Information Sharing and Analysis Center,

ISAC)
£ £ pPRI%(Finance Service, FS)-ISAC
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Xk RMA, BBA, ISDA, and PricewaterhouseCoopers, Operational risk — the next frontier, RMA, 1999
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— & % ;> (Standardized Approach)
* x| b | #arw b | Firw b
FAE® mt o i i &
T 12 % “";Zﬁﬁﬁ 15% | & ¥ MR 3] 18 %
. [P & ;




o 2[¥fiv% /7 (Advanced Measurement Approaches,
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X £ % (Corporate Finance)

% 4V & (Trading and Sales)

' & & (Retail Banking)

S S (Commerual Banking)
o & (Payment and Settlement)
Rm} (Agency Services)

? 72 (Asset Management)
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i R #H 4 (Internal Fraud)
k¥R 5 ¥F (External Fraud)

Ve 2 1 iTH-4r% > (Employment Practices and Workplace
Safety)

N

L " FERELEY
Practices)

7 ¥ 7 A 4F £ (Damage to Physical Assets)

¥ 3 ¢ BTER k34 »% (Business Disruption and System
Failures)

% 1@ (Clients, Products and Business

7~ B4R ¢ 12 (Execution, Delivery and Process
Management)
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RMA, BBA, ISDA, and PricewaterhouseCoopers, Operational risk - the
next frontier, RMA, 1999
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AR (Frefr & ER B ,iﬁg#) » 2004 ©

BSI, Information security management systems - Part 3: Guidelines for
information security risk management, BS7799-3:2006, 2006

COSO (Committee of Sponsoring Organizations of the Treadway
Commission). Enterprise Risk Management Integrated Framework, COSO,
2004

John Sherwood, et al. Enterprise Security Architecture: A Business-Driven
Approach, CSI, 2005
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SOC (Security Operation Center) - 7l % » & AN
MSS (I\/Ianaged Security Service) - & L& > PRF* o
é%f ?**%P&%‘ﬁ’#~»@ﬁﬂ‘g

] IEJ_-L ’j‘w [7 R PR AR o g PRI R7x24 (TR R
s AR SRR -

MSSP (Managed Security Service Provider) — SOC % ¢} PR 7>
ZRE e

ISMS (Information Security Management System) - F il %
N ?3: ni (Information Security Event) - 7 % ¥ i 45 (&%

BB EREET ABRTE R A LERE 2P E
L A NFE N B DT R ST AL o

“ID



ISO 27001:2005
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7% > ¥ g 2 (Information Security

Incident Management) 7| 5 > ch- B X
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ISIM #2478 P

1.3 3F T3 % > % &+ ¥ 33 2L (Reporting information security
events and weaknesses ):
(1)i€ 3F T3 =% > % & (Reporting information security events)
(2)if 3F % 2 33 2k (Reporting security weaknesses)

2.F M F > F fr 2 iig en g 7 (Management of information
security incidents and improvement)

(1) =2 425 (Responsibilities and procedures)

(2)F % >2F =*° &Y (Learning from information security
and incidents)

(3)& 5 c7{z # (Collection of evidence)
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SOC 3¢ f# i T W ,ﬁ‘wn}

Fa% 2 E Y (SOC) hd T B R e

-E 2 & 4 B (E-Box)
- % £z & ® (C-Box)
- 7L & (D-Box)
- B i@ & 4751 & ( A-Box + K-Box)
- 3 % dJd® % 4t (R-Box)

&5« “Security Operation Center Concept & Implementation by Renaud Bidou”



R Box

reaction and reporting

A Box + K Box

incident analysis knowledos base

D Box
D Box formated messages database

Z Box

o Box

C Boxes

collection boxes

E Box

E Box

E Box

E Box

E Box

E Boxes

Figure 1:

BoxMes macro

event gensrators | sensors & pollers

architecture

B R 25 R “Security Operation Center Concept & Implementation by Renaud Bidou”
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e R-Box (% # EJ® % 1)

#F (3)
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Distributed Architecuns
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Security Operation Center Concept & Implementation by
Renaud Bidou
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FTAAZELTR S
(Information Sharing and Analysis Center
ISAC)

Jap E 1998+ 5% 22p 2. % 635L5% 5v;4- K £ (Presidential
Decision Directive 63 > ﬁ]aLPDD63)

1999#10% 0p = = 2 & mkfR4%(Finance Service » i fLFS)
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