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Syllabus (cont.)

n % (Subject/Topics

T+ f %% > (E-Commerce Security)

#c i+ 15 7% (Digital Certificate) [Module 4]

REL e ek > (Network and Website Security) [Module 5]
LEEDS FHAREDNICFR T F I

(Transaction Security, System Security, IC Card Security,
Electronic Commerce Payment Systems) [Module 6, 7, 8, 9]

{7 # 78 7+%€ 2 (Mobile Commerce Security) [Module 12]
T EmE 2 B

(E-Finance Security Control Mechanisms) [Module 13]
¥ &% 2> ¢ 12 (Operation Security Management)
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FEAFIBRRE

TYPE OF ATTACK
Insider abuse of Net access
Virus

Laptop / mobile device theft

*» ¢ © n

Phishing where your organization was
fraudulently represented as sender™™

42

Instant messaging misuse™*

Denial of service

Unauthorized access to information
Bots within the organization™

* & » 0O

Theft of customer / employee data™

AEH R ESRE “ErEn4de” B

2007

99%
92%
50%
26%

2%

25%
21%
17%

TYPE OF ATTACK
Financial fraud
Password sniffing™*

Web site defacement™

Misuse of public Web application™

Theft of proprietary information
(intellectual property)

Exploit of the organization's DNS
server™

Telecom fraud

Sabotage

CS1 2007 Gomputer Crime and Security Survey

Source: Computer Security Institute

2007

12%
10%
10%

8%

6%

%
1%
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CSI 2007 Computer Crime and Security Survey
Source: Computer Security Institute
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Port Scanning
SNMP Scanning
Enumeration & Banner Grabbing
Wireless Enumeration
Vulnerability Scanning
Host Evaluation
Network Device Analysis
Password Compliance Testing
. Application Specific Scanning
10. Network Sniffing

00 NN REWDNR
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1. Port Scanning
— Identify enabled network services on systems
— Look for unauthorized services or backdoors
2. SNMP Scanning
— Enumerate systems on the network
— ldentify community strings
3. Enumeration & Banner Grabbing
— Verification of operating system
4. Wireless Enumeration Tools
— Identify access points and potential exposures
5. Vulnerability Scanning
— Identify well-known vulnerabilities on systems

AEH R ESRE “ErEn4de” B 13-11
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6. Host Evaluation

— Analyze configuration, discretionary access control and
policies
7. Network Device Analysis

— Analyze security architecture for well-known
vulnerabilities and insecure configurations

8. Password Compliance Testing

— Evaluate adherence to password policy and determine
whether password filters are being effectively
implemented

9. Application Specific Scanning
— Evaluate security configuration of critical applications
10. Network Sniffing

— Identifies sensitive information traversing the network
(log-in, passwords, server configurations via telnet, etc)

AEH R ESRE “ErEn4de” B 13-12



1. Port Scanning

# map -v -3T 192.168.1.588

Starting nmap 3.20 [ WwWw.insSecure.org/nmap,/s 1 at 2003-04-17 13:29 MDT
Host 192.168.1.88 appears to be up ... good.

Initiating Connect() 3can against 192.168.1.858 at 13:29

Adding open port 139/tcp

adding open port 445/tcp

Adding open port 1l35/tcp

Adding open port S000/tcp

Adding open port 10Z25/tcp

The Connect() 3can took 5 seconds to scan l6ll ports.

Interesting ports on 192.165.1.85:

[The 1606 nortz scanthed but not showm below are in state: closed)
Portc atate Hervice

135/tcp open loc-srv

139/t apen nethios-ssn

445L/tcp open microzoft-ds

1025/tep Open NF3-or-II3

S000/ten open TFnF

MNmap run completed -- 1 IP addrezz (1 host up) scanned in 5,268 seconds
#

Use nmap tool




1. Port Scanning
=IE

_?I Hostname Lookup Configuration -
127.0.0.1 Look
I Eee | Fuart list setupl
Feszolved I tle | Interfacesl
IP ~Timeout| ——— Scan type Scan
StartI'IEIE.'IEB.'I.'I i’ Ping ¥ Resolve hostnames
¥ Only scan responsive pings 1192.163.1.254 a
. |4EIEI
Stl:'I:'|1E|2'1EB'1'254 j ¥ Show host responzes S canning
F'rE\-'El NE-':-:U:I 1"254| Connect | | ¢ Ping only |'|E|2.'IEB.'I.254 |
[2000 ™ Every port in list Resalving
W lgnore IP zem % all selected ports in list |'I 32.168.1.254 | 0
¥ lgnore [P 255_ -'-1FI|:IEEIEEIEI Al list ports from I'I |I35535
[ Extract from file _}l &l ports from I_I— T a Start || Stop

~Speed |
EE
]

Active hosts

Open ports

Save

Collapze all
[Unknown] Expand all
1.109 [Unknown]
4110 [Urknawn] | [P

R --5-5--8-5-0-6--n--n-m

Kin

Use SuperScan tool

AEH R ESRE “ErEn4de” B 13-14



1. Port Scanning

F:~Tools CD~FScan*fzscan.exe —-hep 1-1824 1922.168.1.1-192_.168.1.508
FScan v1.12 — Command line port scanner.

Copyright 20888 <c?> by Foundstone, Inc.

http:=//vuww.foundstone .com

Scan started at Fri Aug 29 B8:19:688 2003

42 _.168.1.5 21/tcp\ administration
2280 administration Micresoft FTP Service (Uersion S.@>.[BADI1IBAA]
192.168.1.5 88/tcp administration
HTTP-1.1 488 Bad Request [AD1[WA 1Server: Microsoft-1IS-5.8BL[BD1LGAIDate: Fri
- 27 Aug 2883 14:18:34 CMTI[AD]1[BA IContent—-Type: text -htmlIBDI1I[BA1Content—L
ength: BY[ADI[AAIIADIIAE 1
192._168.1.5 257tcp administration
192._168.1.5 42/tcp administration
192.168.1.5 13?27tcp administration
[(831[0B1[BA1[A11[8F]
192.168.1.5 88tcp administration
1922.168.1.5 118/tcp administration
192._168.1.5 135/tcp administration
192._168.1.5 J8?2tcp administration
192.168.1.5 443 /tcp administration
192.168.1.5 445 7tcp administration
192.168.1.5 L157tcp administration
(411
192._168.1.5 464/tcp administration
192.168.1.5 L?237tcp administration
ncacn_http-s1.8
172 .168.1.5 636-tcy” administration

Use FScan tool




2. SNMP Scanning

% /SMNScan 1.04 -- Copyright © Foundstone Inc. -- http://wew foundstone.com -|EI|5|

—IP addresses to scan

Hostriame/IP  [192.165.1.68 ->| Start |P | EndIP | Clear Selected
192.168.1.1 192.165.1.254 =

Start [P ﬂ [132 188 1 1 | Clear &l
.> ]

End P 5“192.158. 1 . 254

Fead [Pz from file Browsze...
—— SNMP portz to zcan SHMP community string —— Scan control
¥ 161 [~ zai ol I™ | Bandomize scan order ’
N EER Timeout (ms) | 3000 i’ [ ]
IP | Puort | Dezcription |
132.168.1.3 161 Sun SMMP &gent, SPARCstation-5

1532.168.1.11 161 Sun SHMP Agent, SPAR Cstation-10
192.168.1.99 1E1 Sun SHMP Agent, Ultra-30
1921681109 181 Sun SHMP Agent, SPARCstation-5

Portz scanned: 1337254 Save.. |

Use SNScan tool

HEEEE R e BT RS & 13-16



2. SNMP Scanning

# SNMPSweep - 10| x|
File Edit Help
Etartingf IP Addr%ﬂ 13216811 *ISOLATWIRDS. IET _gﬁz ﬁ@ . g? @Gq, & @
i 192.168.1.25¢ - ot 0
E"dijﬁ& P Adsﬁgﬂ : ] ‘{? £ 2B & oF o3 Scan
P &ddress =vatem Mame Machine Type Dezcription Location Cortact La=t Boot Fouter ( Community Sthng ;'
=un =un SMMP Syatem System e .
19216813 21452003 11:36:45 AM M 4]
VEnuE Microsystems ... Agent, SPA . administrator... administr .. o RUBIE
192165815
Sun =un ShkP Zystem System . .
1921658111 1M 2003 2:34:06 P M 4]
Huasar Microsystems ... Agent, SPA... administrator... administr ... o RUBIE
1921651 .54
1921651 .85
1921651 .88
=un =un SkP =wystem System e ;
19216581 .99 fad 32102003 4:16:50 Ph [ 4]
FonoTatos Microsystems ... Agent, Utra.. administrator... administr.. - R
. Sun Sun ShMP Syatem System . .
1921651109 steroid TMO2003 32616 P M 4]
msterl Microsystems ... Agent, SPA . administrator... administr .. o \ RUBIE )
1921651 110
Kl []
Scan Complete Scan o' 100x SHMP 10
Use SolarWinds SNMPweep tool
BE M =EREE “EEnLe” Bt 13 -17




2. SNMP Scanning

L3Z.1l68. 1.6 ! SHEEZTYV-LGE-FGTDF
192 _1&s8_4.101 : Dragon. securicyhorizon. com
& 192, 168.1.100 \
BayIcack 350 Swicch
Commumity Scring: public
= System MHIB
] Incerfaces
1 Hub: ports
L TCP/IP Hecworks
& IFK Henwork
] ARP Table
Rowutes
=] UDP Ferwvices
=l TCPF Connections
192 182 41 105 : EAGLE
132 _1lsa_1.Z50 : DOCEHL
LI3Z.1l68.1. 254 E
[Subrnet Sean Completed

AEH R EdRiE &

Use SolarWinds IP Network Browser tool
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3. Enumeration

e Command Prompt

C:swrnslookup
Default Server: nsl.528Btech.com
Address: 284.133.184.15

» server 192.168.1.248
Default Server: [192.168.1.2401]
Address: 1922.168.1.2408

# 18 —d widgets.com
[[192.168.1.24811
widgets.com.

r R R R W
B“Iﬂﬂ ~FLPEFER S

=]
=]
==

widgets—server administrator. <6 780 684

=F]

widgets—server

172.168.1.2408

172 .168.1_.248

172.168.1.243

172168 .1 .248

172.168.1.248

widgets—server administrator. (6 780 604

widgets.com.
dns

ftp

ftp2

nntp

RININ]
widgets.com.
B64AB 36HA)

> oexit

Canig

MDD ID DI E

=
==

Use nslookup EDNS Server 35I| 48 &




3. Enumeration

rootlmercury: ~# finger "a b c d e £ g h 1"R192.165.1.245
[192.1658.1. 245

liagin Nane TTY Idle When Mhere
root Super-User console <dJan 2, 2003= :0
daemon rr?

bin rr?

3ys el

admn Admin

1p Line Printer Admin
ich uicp Admin

nuaich uicp Admin

listen Network Admin
nobody MNobhody

noaccess No Access User
nobodyd  Sunis 4.x Nobody e
russr rr? <Jun 1le 13:29>= 192.1658.1.55
tdvkstra rrz
rcallomwr »rz
tpham rr?
Sturner 22
grnotske rr?
ffranks rrz
dbuffo »rz
nking »rz

T T N AN AN AN A e
WOONOR R N W N N N RN

LT A T R A A
R T T O T T

Use finger tool on UNIX




3. Enumeration

rootldmercury: ~# rpcinfo -p 192.1658.1.110
program wers mroto port
100000 4 g u] 111  portmapper
100000 g u] 111  portmapper
100000 g u] 111  portmapper
100000 udp 111  portmapper
100000 udp 111  portmapper
100000 udp 111  portmapper
lo00s3 tcp 32775
lo0oes udp 32776
lo0oes udp 32776
lo0oes udp 32776
lo0oes udp 32776
loooz4a udp 32778
loooz4a tcp 3277
100133 udp 32778
100133 tcp 3277
1000Z1 udp 4045  nlockngr
1000Z1 udp 4045  nlockngr
1000Z1 udp 4045  nlockngr
1000Z1 udp 4045  nlockngr
1000Z1 4045  nlockngr
1000Z1 4045  nlockngr
1000Z1 4045/ nlockngr

3
&
4
3
&
1
&
3
4
5
1
1
1
1
1
&
3
4
1
&
3

Use rpcinfo tool on UNIX
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3. Banner Grabbing

ol
_?I Hostname Lookup Configuration -
127.0.01 Look
I oe | Puort list setupl
Rezolved I b | Interfacesl
IP - Timeout - Scan type Scan
Start|1EIE.'IEE.1.1 :I Ping ¥ Resolve hostnames
v Only scan responsive pings 1192.168.1.254 |T

Stop[192.168.1.254 =

PrevC | MewtC | 1.254 |

V¥ lgnore [P zemo
¥ lgnore IP 255
[~ Extract from file _‘;—I

¥ Show host responses

Scanning

™ Ping only
" Ewery port in list

1921681254 |0
Reszolving

" all selected ports in list

Ife_ad ™ all list ports from I'I |55535

" all ports from I'I |E15535

1921681254 |0

Start || Stop

- Speed -
N
—

ki

A+5und8.9.7; Thu, 17 Apr 2003 13!

Active hosts

Open parts

Save

Collapze all

“ETRER

Use SuperScan tool
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3. Banner Grabbing

¢ Command Prompt

HTTP-1.1 488 Bad Request

Server: Microsoft-1IS5-5.8

Date: Thu, 15 HMay 2863 22:83:58 S
Content—-Type: text html
Content—Length: 8%

Chtml><{head><{title>Error{ /title>{ head>{bho{ e parameter is incorrect. < body
{/html>

Connection to host lost.

Cosor g

Use telnet (80) tool




3. Banner Grabbing

¢ Telnet 192.168.1.240
2280 widgets—server Microsoft FTP Service (Uersion 5.@).

Use telnet (21) tool




4. Wireless Enumeration
RI=IE

@ File Edit Wiew Device Window Help _|5’|E|

O @ &[> @2 -5 |ER &P

=4 Channels MAC [ 551D | Name [ ch.. | wendor | Ty | En.. [ SN ] Sic
B 6 @ 00080ED330... Private 9 AP 49 -44

CR () D00GZEBEAS... linksys E Linksys AP 96

-4k SSIDs

- mek linksys

: ? Filters

y | i

Ready %5 Mo wireless card Found /1Y GRS Part unavailable 2tz »

Use Network Stumbler tool

HEE R BT RERER B 13-25



5 Vulnerablllty Scannmg

SEVErty =

aubinet = | Fort g |

= shmp BT Audp i ik SeCUrity Warning
|

¢ printer (31 34C)
¢ hethios-ssn (1394cp)

e RO |

¢ Security Mote
& Security Hole

It was possible to obtain the list of network interfaces of the &
remote host wia SMRP

. Broadcaom BCRIGE0 Revy. a, Ethernet Ml J
. Broadcom BCRAGIED r.a2 Ch CATV-MAC IF

. Broadcom BCRIIE0 raz Ch CATY-DS IF
. Broadcom BCRAZIED rad Ch CATV-US IF
. Broadcom BCRAZSE0 Bey. a2, Ethernet M

. Broadcom BCRAZSE0 Bey. a2, Ethernet M

. Broadcom BCRISE0 Rey. a2, Ethernet M

. Broadcom BCRISE0 Rey. a2, Ethernet M

. Broadcom BCKM3IZE0 Rev. a2, UsE NI ¥

Th=l [

Save repor... I Clogse window I

Use Nessus tool

e EE “BTRREE” B 13-26



3 Tenable
NeWT Security Scanner

Tenable NeWT
& Wealcome

0@ Mew Scan Task
& view Reports

[E9 configure NeWT

Other Gptions
) Address Book

" Manage Plugins

@' Update Plugins

See Also
0 NeWWT Help

A about NeWT

5. Vulnerability Scanning

£3 Tenable NeWT Security Scanner

TENABLE
Netwaork Security
NeWT Configuration

Gengru|| |Ping| ISanrices| SMBl |L|:|gir|| IW‘EIhI |]D5=Evasinn| |MaiI&News
Global configuration parameters for NeWT

Max number of hosts

Max number of security checks
Checks read tmeout (in seconds)
Plugins timeout (in seconds)

Report verbosity

Report paranoia | Mormal

Port range to scan [default

Mon simult ports (139,445
B ~uto enable dependencies

E silent dependencies

B Optimize test

B Thorough tests

@ consider unscanned parts as dosed

I savean & cancal ) efault Al

ght & 20022005 Tanabla Nebwoek Sacurity, All rights esarved.

Use NeWT Security Scanner tool
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Version k

Administralive
Functians »

Tab Manigation k

5. Vulnerability Scanninﬁ

Vlnarability Scanning T i

Coniguralon S el b Cupemasrl ol oo

SAINTE® Preview

Click on the tabs at the top to see screenshots of SAINTE,

Click on Data Analysis to see sample scan results,

‘Walcame to SAINT 5,9.6.

| Vitw SAINT Scan Stetus File ||

Sassions - Create a session of open an existing session.
Bcan Eet-up - Select tangets and Set-up & SCan 1o nen fow or later.
Data Analysis - View results and generate reports,

configuration - Change the scanning policy, process cantrol, natwork
imformation, and other options.

Schedule - View the current scan schedule and defete unneeded jobs.

Documentation - Introduction, frequently asked questions, vulnerahility
mfarmation, and reference informatan,

Use Saint tool
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. Vulnerability Scannin

-.:,J':-H- Internet Scanmner - [Sessiond ] _‘lmﬁl
Tooks Window Help =12 x|
|0 = E] + — % A< e Sia
B | [ o5 Type [ ot resrme [ metntos Home [ rectEnos bomsn | Ping Time [Scns=
155.168.1.1 (15218811 Unreachabie Lreeat
% 192 16312 Wiozaen..2 Unreachable Ureeat
19216813 G, 192.168.1.3 Windiowes NT 5.0 DINO-CCPFIDTEYG  DINO-OCPEIDTANG WORKGROLD 10 Seanni—
192, 168,14 1oz 16804 Unreschable LUnreac
192, 168.1.5 Boz.asa.1.5 Unreachstle Urres
192, 168.1.6 19216806 Unreachatle i
192, 168.1.7 192.168.1.7 Unreachable Uwea
192.168.1.8 192.168.1.8 Unreachseble Uwea
192.164.1.9 192,168.1.9 Lirsachlls Lembod
192, 168.1.10 192,168.1.10 Unreschable Urram
19E.168.1.11 192.168.1.11 Unreschable Lirwsac
192, 168.1.12 192.168.1.12 Unreschable Lirweac
152, 168.1.1% 192.168.1.13 Uinr eachbie Ui
192.168.1.14 O, 192.169.1.14 1o Seswl
:::g“: 192.168.1.15 U achsble Uwesa
19;2:|-3:n:1:1? 192,168.1.16 Linireschabies Lirwsas
A o Len11E 192.168.1.17 U s sschsble Uewssas
192 168119 192.168.1.18 U aschosbler Lwea
192, 168.1.20 192.168.1.19 U e skl Uwesa
192, 168,171 192.168.1.20 Linw eachusble Lirwrei
16 168122 192.168.1.21 T p—
192, 168.1.23 192.168.1.22 L ez bkl L
192, 168.1.24 192,168,123 Uneeachabls Urwea
a 16 s 1 i‘ .L'll 192, 168.1.24 L s skl Urwssa
= — = 192.168.1.25 L e sl Ulewean _
=0 = & |5 S
[Frished 5 canning Host 192 168,1.245 (245 Scanned, 3 Remaning) =]
IFirished S canning Host 132 1681200 [246 Scanred., B Femaining]
[Frihed S canning Host 132 168.1.247 (247 Scanred. 7 Remainirg]
IFrethed S cannang Host 132 168.1_240 [248 Scanred, & Rermarirg]
IF rthed S canning Host 1592 1681_2449 (249 Scanred, 5 Remarrg]

LE UL e

Use IBM Internet Security Scanner tool

Borr

AT b
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6. Host Evaluation

& Windowes NT/2000 Security Scoring Tool ¥2.1.6 — Ellﬂ

Ele Scoring Rgporting Benchmarks  Help

HE CENTER FOR HEEEESSS

INTERNET SECURITY.

Computer: [SECHORL OVERALL SCORE: [
Scan Time: | —Sarvice Packs and Hotfixes
[ Scoring Service Pack Level: [ score: [
| SCORE ! Hotfixes Missing: |_ Soore: |_
Select Securty Template:
[umm»a-:;.:.u_m_z.a.rf EI Account and Audit Polices
Refresh Template Directory | Pasowaords aver 90 Days: [ Score: [
Policy Mismatches: I ! Fn I_
— HFtdetChi Options
Event Log Mismatches: |— Seore: |—
[ Use Local HFNetChi: Database,
[mssecure._xmi ~Sacurity Settings
[ Do not evaluate file checkeun, RectrEt Monyreute | Score: |
Do net perf S Security Options Mismetches: [ score: [
[ Werbose cutput. JT—
— Compliance Verification Available Services Mismatches: |— Soore: |—
INF File Comparison Lty ] User Frights Mismatches: I_ Soore: I_
~ Grovp Polcy - Domain Lsars Only I'-.Il:f..MHash.'l_ MTFS: |_ Soore: |_
Export Effective Group Pocy ] Registry and File Permissions: | Score: |
r— Fuepeoeting
Sy femort | Hothi Report | st Report | Seryvice Report | Scan Log | Qghml.ugl

Designed by Kerry Stesls, cnreyﬂad&unc, Pajnﬁhm:iﬂmrcrq
Flease direct all feedback to: WinZk-
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ozoft Bazeline Sec Analyzer

6. Host Evaluation

'® Baseline Security Analyzer

Microzoft Baszeline Security
Analyzer

[ welcame

[0 Pick a computer to scan

[ Pick multiple computers to scan
[ Pick a security repaort bo view

[ “iew a security report

See Also

[ Microsoft Baseling S ecurity Analyzer
Help

[ About Micrazoft Baseline Security
Analyzer

[ Microsoft Security wWeb site

Actions

& Frint

Copy

e =4RiE “EFREEEE" B

View security report
Sort Order. | Score [worst first] ~
=l
ndows Scan Results
Vulnerabilities
File System Mot all hard drives are uzsing the MTFS file system.
What waz scanned  Result detail: How to comrect this
Internst Internet Connection Firewall is disabled on all network. connections.
Connection “wihat was scanned  Fesult details How to comect this
Firewall
Guest Account  The Guest account iz not dizabled on this computer.
What was scanned
Administrators Mo more than 2 Administrators were found on this computer.
‘wihat was scanned  Fesult details
F'as;w_ord Check iz zskipped on Windows *F Home Edition computers. =
Empiration what was scanned
Additional System Information
* Aditing Check iz skipped on ‘Windows *<F Home Edition computers.
“wihat was scanned How bo comect this
(i} Shares Mo zhares are prezent on your computar. |
- Previous security repart Mest security repart .

: Technologies, LLC. all rights reserved.

Use MS-Baseline Security Analyzer tool
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6. Host Evaluation

5 DameWare NT Utilities - Registry [SECHDR03]

© Flle AD Doman Machine Tools  System Tools  Registry  Wiew  Window  Help

: Browser B x

=14 Active Direchory =
@ Mo AD Member ship
EQ Microsoft Windows Metwork
- If§ Mo NB Entries
+ Favarite Domains
£ Favorite Machines
=@ SECHOROS
E; Disk Drives
-{{Z Event Lag
@ GEroups
-5 Open Files
% Printers
-l Processes
@B Properties
% RAS
----- ﬁ Reqistry
(-8 Remote Command
[]--u Remote Control
[T Replication
- Schedule
% Search
fﬂ Send Message
E]---@' Services
-gfE Sessions
k] Shares
Shukdawn
B software
- System Tools
A Backup (Sample)
#° Console (Sample)
;"" Disk Administrator {Sample)
;"" Event Wiewer (Sample)
;"" Performance Monitor {Samp
A Remate Access Admin (Sam
#° Registry Editor (Sample)
;"" User Manager {Sample)
;"" ‘Windows NT Diagnostics (5.
[l-#pp TCP Ukilities |

..... m Users

..... TR bt akearin ANl ¥
1 | 3

Open Files [SECHOR03)” Registry [SECHORO3] |

LEBRS%PEHOT CF =00

==l

40X

Statuz ICompIete

P

HKEY_CLASSES_ROOT
[ HKEY_CURRENT _UISER
[ HKEY_LOCAL_MACHINE
[ HKEY_USERS
B[ HKEY_CLURRENT_CONFIG
Bl Software
. e[ Faonts
Eﬁ Microsoft
-3 windows
Eﬁ Currentiersio

: Batch

L Mame

[ iefauty
ProxyEnabIe

£ Machine | Action | Status | IMachine Type

| Errar

] th Browser |®Information |

For Help, press F1

AXheEROA:2a AR

Use DameWare NT Utility tool

[ 08022008 [06:56:30 AM

13-32



7. Network Device Analysis

) Insightix - Demo Version, 8 days left - Mozilla Firefox

File Edit Wiew Go Bookmarks Tools Help

<;L;I ED @ | @ ||_| http: fflocalhost) E

Dashhoard Topology Inventory Performance Alerts Audit Reports

System Summany 05 Summary
Infarmation ] Mumber
Systern Uptime: 0 days, 0 hours, 18 minutes, 8 seconds
Wersion: 1.5 Build 730
Devices: 0
Operating Systerms Detected: 0

Operating Systems Mot
Detected:

Devices Without IPs:

Use Insightix tool
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8. Password Compliance Testing

[l @stake LC4 - [Untitled1] o [=] S|
Fle Wiew [mport Jession Help

el A =EE I RO L

Darmain | User Name | LM Password | <8 | NTLM Password | Tirme DICTIONARY STATUS
Adrrinistr aber
Guest
TslrternetUser
NetshowServices
1USR_ADMINISTRATION
IWAM_ADMINISTRATION

ENEYENEYENY

— Usor Into Chack
— Dictionany

1 Hylbeid

N Brude Force

stake

4| |
Dictionary 1 of 1 [C:\Program Files)@stakelLCd\words-englsh,dic]

Use LOphtcrack tool
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9. Application Specific Scanning

Wikto by SensePost
Mirrar & Fingerprint | Googler | BackEnd |

Fuzz status

Celema Web Manager

deafult Tomzat /!

EMC ContralCenter /

instead of the website /
Test Page for &pache !
Syztem Management Homepage
Thiz is a private system Aopglogin. htm
DHost HTTP Server /
AnzwerBook /!

Allaire Corporateion /

HTTP request

Wikto

Jcpglogin htm

GoogleHacks | SystemCanfig |

ViAW, TENTEPOE COMm
a0

Export Results

Shovall

Impoart frarm Googler

Sl 3

Use Wikto tool
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9. Application Specific Scannmg

ﬁWehInspect zero.webappsecurity.com _ ﬁ'
File Edit Yiew Tools Help
E[new.. | B 00 M| B audt | F‘D|IC‘y’ Manager | @9 Report...  [[FExport (D Scheduler £ Smart Update
Session Properties I Dashboard l
O @) Information
..... E)I <L Comments Scan Progress: Phase 2 of 2 =
----- D@ Cookles
5 Summary Phase: 2 & 5|
Scan C . —
rawl: 137 of 137
""" [J€5 Broken Links Scan Duration: 00:14:56
----- D% Offsite Links Palicy Used: Standard.apc _
0 ! . Total Requests Sent: 12238 Audits
s} J:ur!vate o Total Requests Failed: 1
% s Crawl Fath Truncation [ 5 o1 5
admin .
D backup Mumber of .Hosts. 1 Site Search _ 450 of 4880
3 cgrbin TotelSessions Found: 182 File Extension () 1155 o1 1056
8 s Logic Checks () 455 o1 453
Qs N R
D Errars Postdata Injection _ 1598 of 195
03 hebin Cross Site Scriping (L) 301 of 301
Q3 images : : actaptive agerts [ 0 of 0
% el Crtical — Hoh  Medum Low _info Ui Soon (e 101 of 101
inking
< B e [mn DB B || comemtcene g
[ 03 scripts
[ 3 stats
-
£ T test H
- RAT testinn =
Risk. | Count |Descripti0n |;
0 3 Database Server Ervor Message
O 1 115 Global Server Yariables Disclosure {global,asa.bak) o
(1] 1 Y5 Cantent Files
0 3 Backup File {cgi.zip)
(1] 2 5L Injection ()
e 1 Admin Section Require Authentication
e 1 Weblog Administrative Access Bypass
e 1 Tkonboard Arbitrary File Source Disclosure
e 1 Debug Application {debug, dat)
- f Farkiin File fannended . hakh LI

Alerts | Information Scan Log |

|Scan loaded. 4

Use Weblnspect tool
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9. Application Specific Scanning

Fle Edt View Scan Tock Help

el oD &adm ¥

i Adwin Restrictions Are OF
@ External Procedure Command Execution
i@ Externd Procedure Servics
(o Lisherer Dwraal of Service
Liskener SERVICE_BLOCK DoS
Security
=g Orache Services
i@ Information

@ Mo Limk On Falled Logan Attempks

o Mo Limit On Password Grace Time

o Mo Limit On Passward Lifetime

o Ho Limit On Password Feuse Madmi

& Mo Limit On Password Reuse Time

o o Verfication OF Password Strength
i
=

3

W Execute permissions defined on SYS,
#" PUELIC Execute Permissions On CTHE
W PUELIC Execute Permissions On MOS
" PUELIC Execute Permissions On S¥5.
" PUBLIC Execute Permissions On 5Y5,
" PUBLIC Execute Permissions On 5¥5.
" PUBLIC Execute Permissions On 08,
¥ PUELIC Rcke Can Insert Irito MDSYS,
¥ PUBLIC Riele Can Insert Irte MOSYS,

+ i Privilages

+ i@ Security Sattings

i@ Paswwords (Defauk)
= @) Passwords (Weak)

Roles

Lisars
+ Ptk Lewel
. Rioles

e

]

-— Lockdown script generated by NGSSOuirrel For Oracle

-— For

Server ngsdemo

== 11/10/2005 11:3:58

== EWw.

ngssoftvare. com

== Please review this script thoroughly before running
—-— ift AgainsSc your Server
== PLEASE NOTE = Some of the steps in this script may

—— Rot

complace correccly unless

== you ace running as an administrative account

REVOKE

REVOKE

REVOKE

REVOKE

REVOKE

REVORE

REVORE

REVOKE

EXECUTE ON CTESYS.DRILOAD FROM FUBLIC go

EXECUTE O HDSYS.FRVT IDX FROM FUBLIC go

EXECUTE ON SYS.DBNS_EXPORT EXTENSION FROM PUBLIC go
EXECUTE ONW SY3.DBMS_UTILITY FROM PUBLIC go

EXECUTE W SY5.0WA OPT_LOCK FROM PUBLIC go

EXECUTE O XDBE.DBMNS_XDE FRON PUELIC go
INSERT ON HD3YS.USER_SDO GEOM _METADATA FROM FUBLIC go

INSERT OW HD3IYS.USER_SDO LES _HETADATA FROMN FUBLIC go

Use NGS Squirrel tool
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10. Network Sniffing

o) demao.pcap - Ethereal
File Edit Capture Display Tools H_Hl.p
M. . ITIma [Snurr:e Inmnaﬂnn [P‘n:nlucul Ilnh X
0. 000000 Bam. 2109. 01 FEiFr:st i ARF h 32.168.0.17 el :'El_. 8. 0.2
£ 0. 000330 SMi_k#E:8b: i bam.zing.arg ARP 0.1 s at O0:=el:29:68:8h:Fh
3 0.000356 bam.zing.org 192.168.0.1 DNS 'E.'LQ-“dard query A s]agndnt nrq
4 0.0025%2 192.168.0.1 bam. zing.arg DNS Standard query response A B4, 2B.B7.150
S 0.003084 bam.zing.org slashdot. org TCP 2741 ¢ wemt [SYM] Seq=1950958524 Ack=0 Win=321:
£ 0.078409 slashdot.org bam.zing. org TCP v > 2741 [SYN, ACK] Seg=1376063085 Ack=1950¢
7 0.078512 bam.zing.org slashdot.org TCP 2741 ¢ weat [ACK] Seq=1950958525 Ack=137E058031
g 0.078355 bam.zing.org slashdot.org HTTP GET / HTTP/1.1
] I.'I 15?204 slashdot.org bam.zing. org TLP A > 2'?41 [MK] Seq=197E068086 Ack=195095%918!
i 0. 233015 bam.zing.org slashdot.org TCP 2?-11 o [HEK] Seq=1950959165 Sclke=197606953
12 0.294194 slashdot.org bam.2ing.org HTTP Continuation
13 0.298641 bam.zing.org slashdat.org TR 2741 » wear [ACK] Seq=1950959165 Ack=197607093;
14 0.370982 slashdot.org bam. zing. org HTTP Continuation
15 0.372207 slashdot.org bam. 2ing. org HTTP Continuation
A€ i FPNAED hoes adimn nen clarhdat ~ea T FRA % s TAPE] foa—1 GEAGEGIEE  d-l—1 GPEATIETC E
1 I =
B Frame 10 (1514 on wire, 1514 captured) i
B Ethernet II
@ Internet Protocol, Src Addr: slashdot.org (B4.28.87.150), Dst Addr: bam.zing.org (192.168.0.2)
B Transmission Control Protocol, Src Port: wew (803, Dst Port: 2741 (2741), Seq: 197606E096, Ack: 1950853165, Len:
B Hypertext Transfer Protocal
HTTPA .1 200 0L ryn
Date; Wed, 02 Tan 2002 00:52;37 OMTYriun —
Server: Apaches1.3.20 (Unix) mod_perl/1.25 mod_gzip/1.3.19.1a%rn
¥—Powered-By: Slash 2.003000%rn
¥-Bendar: In the ewent of an emergency. my ass can be used as a flotation device.\r\n
Carhe=Cnntenl: nn—cache' rin i
| =
= i |
o000 00 20 af 1b 07 fa 00 &0 29 68 6k fb 08 00 45 00 . Th..
D010 05 dec e 13 40 00 26 06 6c ac 40 1c 43 96 c0 a8 ....@. & | #l:
0020 00 02 00 50 02 bS 75 c8 67 F6 74 49 46 3d 60 10 . ..P..u. q.tIF=,
0030 1b &0 eb a0 00 00 O1 01 08 Oa 10 do £4 £1 02 45 N
D040 eb Se 48 54 54 S0 2F 31 2e 31 20 32 30 30 20 4f .-'-H’ITF'-.H .i EIIIEI o] E

]

ﬂ Resai' Apply |Fla: demo.peap

Use Ethereal tool

‘aéj"_‘];éﬁ '%;i_"ﬁ” ?&*ﬁ
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LRI S BT

— Internet (B2C)

— Extranet (B2B)

— Cross Domain Intranet (HK, VN, JP, US---etc)
@ VRN IR DB

— Web Zone

— Application / Database / Testing Zone

— Transaction / Mainframe Zone
e @ % IDS/IPS» BB AR A F L IRNITHF
o RFIZGHIUGIA 2 Ay ek, Bt KR
o @?1&MM%@M§%@#&@&
e {# % BIOS, HDD, USB4r &% = ;N2 ok 2k % i3 4, H K ”Fﬂi 4

NEH N = 4RiE “E AT B 13 -39



b e

o R BT K33 EE
—  http://www.owasp.org
— Top 10in 2007
Al — Cross Site Scripting (XSS)
A2 — Injection Flaws
A3 — Malicious File Execution
A4 — Insecure Direct Object Reference
A5 — Cross Site Request Forgery (CSRF)
A6 — Information Leakage and Improper Error Handling
A7 — Broken Authentication and Session Management
A8 — Insecure Cryptographic Storage
A9 — Insecure Communications
A10 — Failure to Restrict URL Access

AEH R ESRE “ErEn4de” B 13-40


http://www.owasp.org/�

b Ehe

Ferhgt AR

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_ Project

The OWASP Top 10 Web Application Security Risks for 2010

Al:

Injection

A2:

Cross-Site Scripting (XSS)

A3:

Broken Authentication and Session Management

A4.

Insecure Direct Object References

A5:

Cross-Site Request Forgery (CSRF)

A6:

Security Misconfiguration

A7:

Insecure Cryptographic Storage

AS8:

Failure to Restrict URL Access

A9:

Insufficient Transport Layer Protection

A10: Unvalidated Redirects and Forwards
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https://www.owasp.org/index.php/Top_10_2010-A1�
https://www.owasp.org/index.php/Top_10_2010-A1�
https://www.owasp.org/index.php/Top_10_2010-A1�
https://www.owasp.org/index.php/Top_10_2010-A2�
https://www.owasp.org/index.php/Top_10_2010-A3�
https://www.owasp.org/index.php/Top_10_2010-A4�
https://www.owasp.org/index.php/Top_10_2010-A5�
https://www.owasp.org/index.php/Top_10_2010-A6�
https://www.owasp.org/index.php/Top_10_2010-A7�
https://www.owasp.org/index.php/Top_10_2010-A8�
https://www.owasp.org/index.php/Top_10_2010-A9�
https://www.owasp.org/index.php/Top_10_2010-A10�

o  RrEBET R ILE
Al: Injection Flaws
—  http://www.owasp.org

— Source Code Secure Review
— 1= ¥ Web Application Firewall (WAF)
— Ti%ﬂﬁ%ﬁf? 2 é’ Z AR PR 4R

AEH R ESRE “ErEn4de” B 13-42
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TIRA

AR BB R ﬁéq’—? VE
{$@%ﬁﬁr’%ﬁ£%%@§ﬁ%ﬁ%ﬁ%
B & FRIRI% o

‘\Ji' >~

Gl E STl TIRA R AR A L AR e

- £ ﬁﬁ%}l‘iﬁ% K, % ¥4 (Dial-Up, Lease-Line, VPN)
—  4viE & §:(Value Added Network » VAN)

— " R (Internet)

— (T RR
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b fi

BERCR © GRT

TN A R T4

TG EEEERELE

ARBHLBRE b R TR
(Lease-Line, VPN) (VAN) (Internet)
2 E E
HE 2 % ’;’ff‘ HHE 2 % ’;’%f HE 2 % i’%f
% 4 7 | A HpA | A Ei
pr 7T ig] 7T ;}F‘ 7T
‘% {% ot}_ FL& _g Z2E,U _i 2E,U _g 2,4 _g " _g ELIV _g
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A Fr R
o & %.% 75 (ID and Password)
e HY ﬁﬁﬁ* (FISC Card)

o - X & i % % (One Time Password)

0 rEF (Dlgltal Signature)
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= >
& f+ T i
C R AEPHER
— UL B4R * 5617 L DESH 1024 1 A RSAN I 4e
— BB ATR RS RET DR
—  FIRF T EH P (TimeOut)
— WIREBIE G ] & 14 (Session)
- BT Rt T T
_ ‘}ggf@“f‘”—, Qﬂl*- IR
— R EX %ﬁiﬁ%"iﬁ‘ B B pUAS 1 iRk

“h

— fi‘v tE AR & PF, = E@J?\*F DL A A L h BRI
- ~ERKk 4. Pé"éu_ﬁa?l“’f

© TERRECE AT L RGN

) e LR T

— A RAZEd A F S ﬁvTF? 1" B L RERS

- ARG ERES §F P ARt
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Ko FF LB

c F2UMHR LR
~ L @ BdE ™ 561~ A DES 1024 = ARSAN I 4 B
— A TR R RN RER RN
—  WIREU T EH PR (TimeOut)
—  RIREzH AR E &% 2 (Session)
— BT RAEETEYREEA
- %E@ﬁ?@&%ﬁ“
— T EEL FELEREE NP RE

_ aﬁ%@ﬁ&%ﬁﬂ¢ﬁ%%*%%%éi&&§i

- ~ERKRLERIEDE

— aﬁ@w§w$ﬂw¢w?‘&&@ﬁ§i

— AERBFEAAIHRFLEBTE A rEIKEETANRFL
Q%ﬁﬁﬁ*ﬁwﬁ%%ﬁﬁﬁ
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Ko FF LB

° li’*?ﬁﬁ](%k‘ﬁ)
/Eii SIS A
— PR N TR UMY B iy ik
— 2N ERE L
— REGFV EILBE/E L2 E R

%7 % L g 4 % (e.g. ICCard, USB Token)
FAAS LR TR 2 USBA i
é‘if'ﬁ%ﬁ”pw‘}v\#ﬂ*r j\//)—i‘lﬁ‘ #H mJ—F]V}

BT RAER B & 2t
BT RFREHAHNB L -
T RGBT ER L
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Module 13—3
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ABRFFTEL A

AR N B
ARG ﬁ*(i\ )
0 %?‘?}i\ #‘E&"

1. &2 EHA
2. AT LkheE(E )DL L
3. ARE EZE

4, HFEFrRBEA

5. B HP T EIR

6. ~ ity ezl FER

7. WA~ E&T-EF

8.

9.

1
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Internet

Req C/R Req + MAC/D-S

A.CeSS :.—'-'." 5’00?
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SRR ERT
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3 thiERFRITAS - Microsoft Internet Explorer

BBEE WA BMSEW TAD HE

I TR B A il
FRRTERE D). 40

{#F A Microsoft Office Word 887 I0 fg%ﬁ

BHEFEED Chlts ;é% e

SDIFHE L) ' o e o L e

ARSI ESE D s BT

SRTEXIE

;ﬁ?ﬂg_?ﬁﬂ@ SN < Association Of The Republic Of China

REIENT)... EE® FLEE  Eems O EERY

ML E) *

FE M FORE M (... T . _. .
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iy #5EE n
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4. Pt ER

WHIRSE oo - PESSEERET | 0000901530757401 v | WHIETR  goo - EP@F%E@%&EH0000901530?5?401 v/
BARE | © somii BARE | © gamiea - |3
O RIS - O BRI :
O HftiEss - O HftiEss -
SRATHEEE | B22 - PENSTERERIT v| SRATFAEE ¢+ | B22 - PEISSEAERIT v
= I B FIESE £ | I EFESE
WHES  moew| T WHES o o
REFEE | SETE S TR )\ SETERE A |
swaz  [6/[1/4]8]35/[9][7[2]/0] & R | Sl Y e ——— T B
ekt | SHFTE | SRR P\ TATEEE
L e ———= TV e smmz  [6/[1/4/8)3]5(9/[72/0] & x|

IE Embeded in WebBrowser Controler
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R EAE TFE

£ PEE R R T |
29T73#: Chinatrnst Commercial Bank

() 3R 3@H "Chinatrost Commercial Bank" ZaEHT R
() #8-Tf "Chinatrust Commercial Bank" ZoEEh B0
(&) ErRaE

(2] B RTEIED) [ =B | [ TE=ED |

() gmeg S EE- THISHAIGEE  RUGRER It AT RN Sl T TR T3
B s tecn o s T 20 PSR IR SEIEFISHAL JEAE LB o SHAL T E{EFI7
3% SEEEEL RN

® T sHal T EEFETES windowskb841290-286-enu.exe
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o F X5 ¥ |1 & F B Types of Attacks

—  PERAF 4R F B-(59%)
Insider abuse of Net access

- RERE R % (52%)
Virus

— B/w A %"53(50%)
Laptop / Mobile device theft

— NMEZEPREEHL L RELET E(26%)
Phishing where your organization was fraudulently
represented as sender

—  wEFE A (IM)7 @ * (25%)
Instant messaging misuse
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8 ESummary

gd&rﬁﬁ#ﬁ%’s

¥ B Scanning

Port / SNMP / Vulnerability / Application
71| 82 Enumeration

Wireless Enumeration

1% % Grabbing

Banner Grabbing

% 7 Analysis

Network Device Analysis

=% Evaluation

Host Evaluation

B33 Testing

Password Compliance /i% i% Penetration
% % Sniffing

Network Sniffing
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R ESummary
o RRET .&‘b*ﬂ»%

— TR 5.2 7% ID & Password
° ‘IE%%-%BL\%’*EA:»\\':;;@QQgﬂv‘r;f,ﬁ;%??
o B ARCUFI(H TREL, BF M, PSRN 2)
o X tRE £ Fp LA
— i EFTIC Card
. TS
o ZLX) TR EL & P LA
o &E‘I o+ 3 ik IEAE P, 38 I ATM (] 4527
— ¥ i> & 7 Digital Signature
e *%&CRL
c HRIGFEM
o EeiIp 42{7RA
o EBRPF, NI FE O laeeed 9
— = X B F50ne Time Password
e A AR, V¥ Z AR * 2?8 1]ManIn The Middle?
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