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Syllabus (cont.)

n % (Subject/Topics
T+ F %% 2 (E-Commerce Security)
#ci+ g 2% (Digital Certificate) [Module 4]
e i g3 e xk % > (Network and Website Security)
LEEDI ARENICEFRE T F I
(Transaction Security, System Security, IC Card Security,
Electronic Commerce Payment Systems)

{7 % 78 2% 2 (Mobile Commerce Security)
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(E-Finance Security Control Mechanisms)

¥ E % > ¢ 12 (Operation Security Management)
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- PKI ? (2/3)

o S “OW £4gAAHZEX”  (Public Key Infrastructure
PKI) & - fA#F OB &4 BP0 § 8 (TenfidfzE 30
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# > PR PR G2 (Digital Timestamp Service ) ~ T L IR
7* ( Data Validation and Certification Service ) ;l;



/ r /

s A HAFD G EHNL S = F - LORR 0 FE
7

A
%wiﬂaﬁﬁﬁﬁégﬁﬁ?’ﬁm“@wFﬁﬁpﬁ

Horg fena B EGAPHEBZ 73 £4K13%

'ﬁﬁ@ﬁ@ﬁé?@ﬁﬁﬁﬁwHMmchmmmm>’ﬁ
ﬁ—f& 7% ( Certificate) > = & % & 2E s 7}#7&’_ LBE ,E:,

= (Certification Authority » CA )



PKIZ * £ &% 4

« H B E P 3% #845(single centralized authority)
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* I $44F (Organizational Registration Authority, ORA~ i fi
RA) @ sui7 i@ * & & CAszd e R et 0 F WA R XK
e X >4 B2 EEIE ]

. 7&3 mﬁ&ﬁ# (Certificate Authorities, CAS) : PKI E e K Ry SR

BT AZZBRGRE T REEFZ I IERE

« FTRILT #45 (Policy Approval Authority, PAA) : i & #
A& FCAstp 2

B 47+ (Directory Service,DS) : § # BB HFTHE

© R 3 =3P B4 (Computer Security Objects Register,
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o & (certificate) -- $HCAiG FF &2 418 # —*ﬁ G TF

o % 7 G ¥t (cross certificate pairs) -- # + (forward)§ 25 &7 i
w (Inverse) & &

o x4l e 7| (Certificate Revocation Lists, CRLS) -- X.509
version 3

o M HELfZ 4 4® 7 (Compromised Key Lists, CKLs) -- X.509
version 2

* & 2y ik (security policies) -- ¢ I yz K (management policy)
¥7 FtFpe K (technical policy)



CA% #

— ¢ & 3 5 & (Hierarchical )
>}; ,\ 75‘: T‘QV’PE’*H'}#’L ;J-,}#__ AL .ﬁﬁf%r’ﬁ‘} -R{{',\
d - ﬁwg R % chRoot CA¥ T - /%] mCA;;»’% G 7
£d % BCAH» = ECAVZ Hp £ X mfé
* *‘5 EREE - k- K mﬁi%‘ ) u L“i‘éﬁi’e‘n 0
— e P2 (Web)

H»k-\m;a B 3 5 i e X3 § B @A
;;\,m—ﬁﬁ 1}#, LLZ"Ff#_'T ;\t’%;}?j B4 v Bf;ga
I FRAGI LT SR S RIS S

FPH - EAAHBORFRIS o



CAFE & 7



f CA9

77

|cA6

ﬂ CA3

/f‘
e

O

>

~
- Ii"
E

O

e
C)

_‘/// £y

CAZ2

XX
i}
X

€r 43 RA-LRER A

TR ki 4 A Eric Maiwald :

WG MR SRR “ETREREe” Eok Network SGCUI‘itY: A Beginner’s guide 4-18



CAFE & 7 -

ﬁ,{lﬁzﬁpﬂ_o %iﬁ:(‘

—w&r%rzﬁf?jﬁlj% e i r:%’*jﬁ:gjmg’é%

— CA1T 7 33 f:é’%iﬁsj » ] gt :é’%—;ﬁj» ¥ - %
gﬁﬁ—qjo

- TRy xly {CAzﬁﬂ% RIS R ECAR ¢

FipEl - A CALe TR ¥ K1, §i5i8CA4%

FKp r%’*‘ﬁ g I B "*%zr’“f ;



CAFE K 7

1. g = *‘%‘fl.ﬂ BHEACA28 L T * *‘15"3,3 G 7 o

2. T # ':ﬁllil B~{8d CA4E LCA21GZE -

3.— & P # J‘ﬁl,j = ECA4z_ & TJ*&T—” A% CAdena
V24 KRH%HFCA2NIGHE -

4. 4 3%BCA2:g 2 16 > Tig# jﬁlj T w Ui
&3, NG o
ped =

5. Poﬁiﬁrl%?;ﬁgj m@ipﬂ_;lé’ I?E)}"':lzllj )ILL;P
e r@f’*‘ﬁ:’v.ﬂ s W $£%i5é%’$”““% o



CAFE & 7 1

° "b ’ ’}‘#mlﬁ«-&v
,J.ﬁ_gg_. A 4 ‘%&E s I3 fd % f»’f#—g’ e oo B
Bﬁkﬁm& ERCA RIFIES ik B R G ¢
75\3 *# j\ 2E 2k ,[-;s é] :&mCA
° l«b ;ﬁpj}»#mﬁfl
>12:)3§ L 76\2 7}# >+ j"\mCAoJ, -@”ﬁ - -i,'-' fe e77Root
CA > i‘E’&_? RLEAA T e
PR RSN R A e [ B R Y I
» f AR RARAR S



CARe s 7 4

* g 7E 48] A4 Phil Zimmermann+t i 1 PGP ( Pretty
Good Privacy ) & £ * iz BRLA o

RS EESLE F R AR B
MR B E AV B e APM A R .

o MEMEHIEF AAPB AR BT P FERLFRER

> (3% EU’M-Z)



g * '?:]zl’ff'léq" %Zﬂ”ﬁ

BEEFEEOM T X AR 3
& B LG E

g —%}‘Zﬂfm% £ '%]‘45'—’)5
BLEtELeORE % 0 T 4P 3

@ x2fcit ® %325
2 EHBABE

%ﬁ%m&? % x4p
EEBAER

# % %3l * %55 §
BLEHELAOR (5 KoAp 3
BB ABE

R %4fcie ¥ 45
B BB 0 T
T EH BB

% f5frie * F6L
BEYFREEOM Tk AR 3
A BE

F14-2 CA%e 1 %

7o kR 4E p Eric Maiwald
Network Security: A Beginner’s guide 4-23



CARH % H

% 4 11 B

P fa B AR F 2 2 8 E F LB HE(CA)
> — ',L*?EZ»Pf%@rizrﬁfrzgﬁgxﬁqgga,%zﬁg% Y
il KU E s FP AP
>4[$1§’**3E SRS o el R A g 0 @
"R /i‘ Lﬂ\@ BEGFE oM kP BT

“Z"_")

PAEZETRAEIERGF A4 N AAHER

AR JE H eak Bl



"

AR R EHAHEKLZFE

¢ §R EAPKI

s B PKI

: SR PEERE RMSRZ
HAEFET R PKIRoot = PKIRoot

. 1 P - E‘ r.j ii
MATCA  Graecd - @HeD (7 g

AEH R ESRE “ErEn4de” B 4-25



Module 4-2:
PKI 3 i



e Gk
PREAR (FEIEE2 BATHEERLEE) D
e
|—
¥ CA % # ~ 22 & CA &2 BCA (bridge CA) >
Py

STB 3 (X, 509) » B A F AR > BT

B # AR (CP) 2 B2 9 7 (% A E(CPS) > 3¢

-
A

| "



e B AR et i ERV R (A
oD
o
T AW

Fwmz M e
#FX

=

HEMEN G BT B 4-28



PK I3 e (1)

« PKIGE & Z(¥:v)
— &% ’% = (issuing) ~ :x4¥ (revocation) ~ 3t 73 (archiving)
— FTR T (approving) ¥ £ 43~ ¢ (Key escrowing)
o X >HGT(F - /%;)
- Big¥2Z A2
— W ER2Z AL BEERE
- BB EHK(Z RHE TR L
o PR FE(servers)sr 3T 4545 (agents)(F = &)
— B T EF P PR B (delivery server)g? o> 2 7 PR B (notary
server)

— R E 8 2484 (ticket granting agent)
— &4+~ 7 B I H(key escrow agent)



Klaifﬁlfr‘f’f»ﬁ'i(l 1)
T R RRIH(F = K)

- ”Fd\iﬂ‘ JLFF (data archive) ~ P 4&(directory) ~ ¢ & (naming)
g 2x 0 (registration)

— 7 E»i;zﬁ% (access control)fRix(# 7 MACE: DAC)

— 2 4, 8 % 14 (message confidentiality) fR73(# 7 4v f3 % &2
i §)

— =M (integrity) fRFx(& 7 FALE K SL= FE)

— #5 (authentlcatlon)PJ;iz&(“’ 7 BREFES L RFEHEY)

— Jz* # ¥ % z%(destination non-repudiation) FR 7%

— % > 2 ¥ F z(source non-repudiation) PR 7%

— R % M+ (session confidentiality) PR 7%

— J < 48 J (plaintext recovery) PR i%

— pF R (time-date stamp) PR 7%
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— ¥ » 333 (One-way authentication)

— B 303 (Two-way authentication)

— = w fg:%(Three-way authentication)
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1.5 »333% (One-way authentication)

T:f 9%"5 SIS PP» ;,1?; xﬁa fu ’4:

e WML E R ~ TRRFFE(r,) ~ BehID(IDg) 3 11 B:
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2@ w4e # @2  (sgnData) » 14 AT 34 AR LA
f\%ﬁéﬁ%g%%éf 13:- o
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1.5 »333% (One-way authentication)

o RUPRERINE < R * 4 /v Ji(challenge/ response) 3¢
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2.8+ ¥ (Two-way authentication)

e ZEABML (A->B,B->A) » i - AE A
(mutual authentication ) == 3% » B2 $R1F & &L 73
BE o A id ﬁp&pﬁ
e B BAGELL ¢ AR i\m%«%ﬁ“ﬁx(r) ID(ID,) ~ F*
(?2(%) Bm%%ﬁé?ﬁ ﬁit(l’s)ﬁ AL B & &5t ol & &
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2.8+ ¥ (Two-way authentication)

o w7 3% iE Qi 2 £ 4k(session key) * kAL

5

. fi’,l SRR s R S A
%% M (confidentiality)— iF-z 38 30 & 4% > [# 2k #F )8
pF s (timeliness)—3g 1+ £ 1% rz # (replay attack)
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1.2 »35#% (Three-way authentication)

* FE=BRL(A>B B->AA>B) S R X iR
G T 2
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FIPS 140-1 % #- 2% 2 § £(1/2)

o Level 1 (minimal security)
— B E > E s @ ¥ FIPSH T2 8 e ah 7 5 2

— R BABR e - S aPCH H (5

* Level 2 (role-based authentication)
— @ AN AR ERRE R
— RN RIRE R A TS
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FIPS 140-1 % #- 2% 2 § £(2/2)

. Level 3 (identity-based authentication)
(zer0|zat|on)

— LA REE e Bl b £ @srﬂlf# % z"‘rﬁt

f’l’

o Level 4 (theoretical proofs)
— AT tt"‘"’/*i R RBERBT BB PP
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(Low Assurance Level)

e N B TRFEE AEME G TRY (BldcE-mall) o 7 i
F T RZE R A %‘f‘ »F,“(ﬂl,';z Jﬁg}a—”ﬁ(%}\’i

e T % LFIPS140-1Level 2¢h- 4% 2% F0 R i ¥ -
SHCAT A8 1® > @2 P 3 i JRAx

o L4 RRE R CARL g 2 A M @ 2ok & (hardware token)
— bR I Y AR AN
- £ RR S <10°



P REERCAZET2F R
(Medium Assurance Level)

o FIPS 140-1 Level 2 f8 = > 7 iv % % svx >

2

* FIPS140-1Level 3£4%% =5 K
BRI Y R AN @i
— &S T il 5 <107

—

¢ 'gi’}gka'&fﬁ%tflé\%ﬁ;’ d % A j,—_'g
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(High Assurance Level)

 FIPS140-1Level 27§28 % 282 iv % A 5% > > 7 L3F 3 3
=
o FIPS140-1Level 344+ 125 & &45 T H Pl 5 <1012
e FIPS140-1Level 34 ¢ 22pRj% > x4 ¢ 2 £ L& gw(role-
based & identity-based authentication)
o T MU PAe UL D F AL
¢ iz fm‘i;%l I & 45 Jp & % DESEVAES#:e @
— F A 2 Q%«f;m@ S )RR
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PKI4p M % 2 3§ 2 28 (1/2)
(2 US Federal PKI % 1))

o bR
— DES, Triple DES (FIPS 46-2)

o Wi+ & 33‘1- s
— SHA-1 (FIPS 180-1), DSA (FIPS 186)

© E4mLiRR
— X.509, ISO 9798-1, 9798-2, 9798-3, 97/98-4, ANSI 9.17



PKIAp M % 2 3§ 2 28 (212)
(72 US Federal PKI %

o+ B4R
— FIPS 185 (Escrowed Encryption Standard, EES)

+ BERSRE
— X.500 directory, X.509 version 3 (CRL), X.509 version 2
(CKL)

o H i fp B EE R
— |IEEE 1363, Diffie-Hellman (KEA), RSA, ElGamal, IDEA,
PGP

— http://home.xcert.com/~marcnarc//PKl/thesis/bibliography.
html
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year VS VS VS
individual | corporation | government
1995 768 1280 1536
2000 1024 1280 1536
2005 1280 1536 2048
2010 1280 1536 2048
2015 1536 2048 2048




PECIRGEE Y SR o MRS

« O 443 1 0 ISO/IEC 9594-8, RFC1422(PEM), 1SO11166,
X9.30-3, X9.63, FIPS PUB 171

e« &% 2 CRL2 %3 : ISO/IEC 9594-8, X.509

o UFEPS TARH ¢ ISO/IEC 9594-8, ISO/IEC 11770-3, ISO
9798-3, FIPS196, X9.26

.« &% % CRL7% P13 % : RFC 1777(LDAP)

o TR MmAS - ISO/IEC 8824, ISO/IEC 9834, ISO/IEC 9979
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CAshs it B K (2/2)

A4~ Rk~ 2R B ER B ALY P S(Certificate
Revocation List » CRL)

MEC FFEFIEE
o A 4 pF&(time-stamping)

AT EFEAREY E Ea i\*‘!"(ii G FE)
I&P.E’—\.__ 39 % A\gf&\zﬂ—? J2 2_7p B \’}"



Simple CRL

CRL
r : = : - Y .po . -
¢ Issuer Name ) Certification Authority's
| CRL Issue Time/Date Private Key
EE AR R T QE
| Certificate Serial Number | ¢
S S s e
.|| Revocation Time/Date |
| E, Certificate Serial Number | Generate
———————————— f_ Digital
Signature

{1 Revocation Time/Dat

Issuer's
<

Digital Signature

R e g
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ISO/ITU-T X.509 V3(1997) %+ & 7 #< i (Certificate Policy; CP)¥2
& 2 7 4% % 3% 2 % (Certification Practice Statement; CPS)¥

‘)ﬁ/ﬂ\gvljikﬁo

AR F F ERZ2E TP Y g 7sﬁ2;,gj%%ig{@$npg

T8 0 12HX50950 T 5 ¢
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(CP) 2B 7+t X &% (CPS) ¢
(1/2)

%

— AR IMLPKIESGNF s iz TR i F AT P
1o B ¥ CP¢ & d 3%PKIFT ik ¥ ,:_ﬁﬁfﬁ(Pollcy
Management Authority, PMA) k4] 2 % % 7 » CPSE_d i& B
PKIP e3CA(F e # F — B CA)r'v"J‘“" %f#(Operational
Authority) X 4137 o » if—kd fFEmenE = kH4]37CP o @
dFREF A ERGTE iﬁ:J’TCPS :

_ _ i Al e TR PCPE_E F 3% ‘BT TR F)
Rk L;’ (whattodo ) » CPSE_¥ & * “dr® i I 973K 2
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1§ #8135 (X.509)

1.5 &~ \ersion 3
2.5 B Serial Number
35X TE Issuer Signature algorithm
4.87E® 7K Issuer Distinguished Name
3 R Validate Period
6..87FFF A Subject Distinguished Name
1375 A R &4 Subject Public Key Information
8.% 7K £ 21D Issuer Unigue Identifier (option)
9473 A ¥ ~ID Subject Unique Identifier (option)
10 B FE Extension (option)
11. F it & Ttz ® & Issuer’s Signature on all the above fields




Optional

X.509 Version 3 § & £ 3

Certificate

o s e

..... —

Versmn (of
Certificate Format)

Certificate Serial
Number

Signature Algorithm Identifier (for
Certificate Issuer's Signature)

Issuer (Certification Authority)
X.500 Name

Validity Period
(Start and Expiry Dates/Times)

Certification Authority's
Private Key

€ =

Generate

Subject
X.500 Name
8 PS;PI'G'? Algorithm Identifier
: ublic Key =
irformation Public Key Value
Ei

Issuer Unique ldentifier

Digital
Signature

. Subject Unique Identifier

Extensions |

Certification Authority's
Digital Signature

R RN

Al it ‘-‘&QLJAA;M 3

Extension Field Value

Extension Type

L0

4-61



LS EEGR ZE R B e

3143 % 3R SRR

CALK 2B EF |

s A CAdy
o B dg SR

Mg |

AEH R ESRE “ErEn4de” B

5 fir % B8

4-62



SRR

S. William, Cryptography and Network Security: Principles and Practice.
Prentice Hall, Second Edition, 1999.

E. Maiwald, Fundamentals of Network Security, McGraw-Hill
Technology Education, 2004, pp. 404 -411.

S. William, Network Security Essential — Applications and Standards by
William Stallings > Pentice Hall , 2000.

ST AET, AR M BE2005 0, SR AR, BB TLTPUAF,

http://dsns.csie.nctu.edu.tw/course/intro~securit/2005/ -

FEOEIA ~ BESE ~ RESKITCEHEE R EFER, ok, RE/\ 1A -
R, FEE, SRR, “FEIX 509 At E T BITIAC A
EEEVE M FTT, fE e L, R85 -



http://dsns.csie.nctu.edu.tw/course/intro~securit/2005/�

10.
11.
12.
13.

SRR

William Stallings, Cryptography and network Security, Fourth Edition,
Pearsion Prentice Hall

s ~ MakEE BN L =W - SIS EEAR M
MO ~ SR ESNE BT B L ERTEER - T

P EEdErS e - IR B E R - &R

SEE ~ MRS BN iy > AR

ZIRC ~ B85 s 7 e am L E 5 - SO

PIRCE &L E o S



References

e WX IR T IR "R F A% 27 Kt
e Turban et al., Introduction to Electronic
Commerce, Third Edition, 2010, Pearson



	電子商務安全� Secure Electronic Commerce
	Syllabus
	Syllabus (cont.)
	Module 4：數位憑證技術
	學習目的
	Module 4: 數位憑證技術
	Module 4-1: �公開金鑰基礎建設（PKI）
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Module 4-2: �PKI技術概觀
	Slide Number 27
	憑證與加解密機制運作的關係
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Module 4-3: �PKI相關安全技術規範與標準
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Slide Number 45
	Slide Number 46
	Slide Number 47
	Module 4-4: �憑證管理中心(CA)營運
	Slide Number 49
	Slide Number 50
	Slide Number 51
	Simple CRL
	Slide Number 53
	Slide Number 54
	Slide Number 55
	Slide Number 56
	憑證政策與憑證實務作業基準的定義 
	憑證政策（CP）與憑證實務作業基準（CPS）的關係�（1/2）
	憑證政策（CP）與憑證實務作業基準（CPS）的關係�（2/2）
	Slide Number 60
	X.509 Version 3 憑證格式
	Slide Number 62
	參考文獻
	參考文獻
	References

