Tamkang
77 University

X = R E

R E & BR

Introduction to Information Security

B RS REEZ )

10521501
MI3C (M1058)
Wed 6, 7 (13:10-15:00) (B116)

g Min-Yuh Day
, REE
3’ Assistant Professor
BN s
Dept. of Information Management, Tamkang University
KIRE EREEL A 5

http://mail. tku.edu.tw/myday/ E
2017-02-15 tes




R RE105% F & 5 2%
FEHUEIFEXR

Spring 2017 (2017.02 - 2017.06)
gL BME SR

(Introduction to Information Security)
IRFZER © BALF (Min-Yuh Day)
MLz 4% ¢ &% =B (TLMXB3B)
FRE A ¢ 2 B2 2 25 (2 credits, Required)
FEBFR P A =6, 7 (Wed 13:10-15:00)
ERHF T OBLL6



FRBN

j:_\a%ﬁi 277 ‘,:, uﬂ‘ﬁ_/\#ﬁﬂt ‘\;ﬁi A %7‘7
FAEN B LI

7S
’)\\)ﬂxi‘ﬁ%ﬁigﬁ"
BB ERE

B & F IR

T~ M BEAFEAER]
IRy - R

R A

B4 B A
%K%@&%&“~
NAZAARIEL % o Ry &
73 A%ﬁ%%

B BT IR TS B EE o



Course Introduction

 This course introduces the fundamentals and
practices of information security.

* Topics include

— introduction to information security,

— Information security threats and attacks,

— hackers practices research,

— authentication, authorization and access control,

— information security architecture design,

— basic cryptography,

— information systems and network model,

— firewalls, network intrusion detection and multi-layered defense,
— information security management system,

— information technology service management.
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(understand the issues of technology on information security)
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(understand the attacks and threats of information security)
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(understand the architecture of information security)
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(synthesize and apply the technologies on information security)



HEEd
1
2
3
4
5
6
7/

F A2 K& (Syllabus)

(Week) B #f (Date) MW %< (Subject/Topics)

2017/02/15
2017/02/22
2017/03/01
2017/03/08
2017/03/15
2017/03/22
2017/03/29

2017/04/12

B 2SR
B ME
BRI E A R IR
BN RE

R FIEFR

STE ~ PME PLAT IRIE ]
B A R AR LIRS

2 3R



R (Week)

10
11
12
13
14
15
16
17
18

F A2 K& (Syllabus)

2017/04/19
2017/04/26
2017/05/03
2017/05/10
2017/05/17
2017/05/24
2017/05/31
2017/06/07
2017/06/14

H £ (Date) M % (Subject/Topics)

B X
R 5 A 2

B A S a8 AR A
%K%ﬁ&%ﬁ“
ANAZAB R ¥ % J& &k [ &
B A %ﬁ%%
BT IR TS B3R
R 3IRE

#A R % X8



PRk

« EH L

— 3R~ B R RE S RIARA R
« FFEH L

— B4 ~ S5~ LR EAR



HAMRE
¢ HHRA

— /EB i’{t ?
BB M E TR B
2Ll 5 2014

— XA 2L AT
PR AT IR B ETRETIH » B IR
Ha& 5 2015




Information Security * Fundamentals & Practices (3rd Edition)
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H &4 (information security)

o F L4 (information security)
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[CNS 17799]

* information security

— preservation of confidentiality, integrity and
availability of information; in addition, other
properties such as authenticity, accountability,

non-repudiation and reliability can also be involved
[ISO/IEC 17799:2005]

13



BARELBTHEHASK
(Information
Security
Management
System,
ISMS)




B2 B2 AR
BEMREEHAK
(Information Security Management System, ISMS)

ﬁ%ﬂ%é\%iﬁ ,gf; % (Information Security Management System, ISMS)

— BEREeEasne—3y ﬁﬂf‘ﬁ: ey (1R k) By AR
FLAES ~ B & -EBER - FE FRREFT AL
2 o

c HE I FHEARHK b#%éﬁéﬁkﬁﬁ% SR BRENEE
FIECEH CEHF BERBER-

information security management system (ISMS)

— that part of the overall management system, based on a
business risk approach, to establish, implement, operate,
monitor, review, maintain and improve information security

* NOTE: The management system includes organizational
structure, policies, planning activities, responsibilities,
practices, procedures, processes and resources.
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1ISO 27001 (ISO 27001 Lead Auditor)

— BSI: (The British Standards Institution)

Security+
— CompTIA

CISSP (cCertified Information Systems Security Professional)
- (lSC)2 . (International Information Systems Security Certification Consortium)

SSCP (Systems Security Certified Practitioner)

— (lSC)Z . (International Information Systems Security Certification Consortium)

CEH (certified Ethical Hacker)
— EC-Council
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Summary

 This course introduces the fundamentals and
practices of information security.

* Topics include

introduction to information security,

Information security threats and attacks,

hackers practices research,

authentication, authorization and access control,

information security architecture design,

basic cryptography,

information systems and network model,

firewalls, network intrusion detection and multi-layered defense,
information security management system,

information technology service management.
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