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Course Introduction

* This course introduces the fundamentals and
practices of information security.

* Topics include
— introduction to information security,
— Information security threats and attacks,
— hackers practices research,
— authentication, authorization and access control,
— information security architecture design,
— basic cryptography,
— information systems and network model,

— firewalls, network intrusion detection and multi-layered
defense,

— information security management system.
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(Objective)
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(understand the issues of technology on information security)
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(understand the attacks and threats of information security)
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(synthesize and apply the technologies on information security)
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?cgu,:; 2 (information security)

%  (information security)
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[CNS 17799]

* information security

— preservation of confidentiality, integrity and
availability of information; in addition, other
properties such as authenticity, accountability,

non-repudiation and reliability can also be involved
[ISO/IEC 17799:2005]
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information security management system (ISMS)

— that part of the overall management system, based on a
business risk approach, to establish, implement, operate,
monitor, review, maintain and improve information security

* NOTE: The management system includes organizational
structure, policies, planning activities, responsibilities,
practices, procedures, processes and resources.
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PDCA model applied to
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FTAX2PREERACER
ISO 27001 (I1SO 27001 Lead Auditor)

— BSI: (The British Standards Institution)

Security+
— CompTIA

CISSP (cCertified Information Systems Security Professional)
— (lSC)2 . (International Information Systems Security Certification Consortium)

SSCP (Systems Security Certified Practitioner)

— (lSC)2 . (International Information Systems Security Certification Consortium)

CEH (Certified Ethical Hacker)
— EC-Council
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Summary

* This course introduces the fundamentals and
practices of information security.

* Topics include
— introduction to information security,
— Information security threats and attacks,
— hackers practices research,
— authentication, authorization and access control,
— information security architecture design,
— basic cryptography,
— information systems and network model,

— firewalls, network intrusion detection and multi-layered
defense,

— information security management system.
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