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1ISO 27001
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(Information Security Management System, ISMS)
"f‘gﬂ—'ﬁ’—/\f’ﬁ,{ﬁ %’ % (Information Security Management System, ISMS)

L ORCESAETE sk gl — By z%m%% -1 (PR k) R AR
AL s ~ BAF ~ E4F - ﬁk B~ IR BER
M E o

c HE I FHEARK b#%éﬁéﬁkﬁﬁ% CHUR C RENEE -
FIECBEHCRAF - BERER -
Information Security Management System (ISMS)

— that part of the overall management system, based on a
business risk approach, to establish, implement, operate,
monitor, review, maintain and improve information security

* NOTE: The management system includes organizational
structure, policies, planning activities, responsibilities,
practices, procedures, processes and resources.



F 44 (information security)

¢ H3IMZ4E (information security)
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[CNS 17799]

* information security

— preservation of confidentiality, integrity and
availability of information; in addition, other
properties such as authenticity, accountability,

non-repudiation and reliability can also be involved
[ISO/IEC 17799:2005]



Information Security (CIA)

Confidentiality (#% %5 %)
Integrity (7T %% )
Availability (7] F %)

Authenticity (4% 7] %)
Accountability (7T 5 & %)
Non-repudiation (7~ *] & 321%)
Reliability (T 3t /)
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ISO 27001 Annex A (normative)
[ &RA (B )

11 B 37 4] 48 =% (FF45RA.5 - A.15)

39 fE4E | B 1%

133 A% w456

ISO/IEC 17799:2005 Clauses 5 to 15 provide implementation
advice and guidance on best practice in support of the
controls specified in A.5 to A.15.
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A.5-A.15
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ISO 27001:2005 A.10 & M4k £ & 3F
(Communlcatlons and operatlons management)
— A10.1 YE X225 Y1 F4E (operational procedures and responsibilities)
— A.10.2 % = T BRFS AT B FE (hird party service delivery management)
— A.10.3 & % B] SLER YL (System planning and acceptance)
— A.10.4 [ $5 2 T AH P AT EN G (protection against malicious and mobile code)
— A.10.5 #5147 (Back-up)

— A.10.6 #8882 2 & ¥ (Network security
management)

— A.10.7 #3289 ik & (Media handling)

— A.10.8 B3R (Exchange of information)

— A.10.9 & -F 7 % AR #% (Electronic commerce services)
— A.10.10 B4 (Monitoring)
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1SO27001:2005 -> 1SO27001:2013
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Source: http://www.fineart-tech.com/index.php/ch/home-2/90-fineart-express/coverstory/394-coverstory-2014-qg2-1
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1ISO 27001:2005 —1SO 27001:2013
Annex A (normative)

it EEA (FLE)
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ISO/IEC 27001:2013 %4~

Source: http://www.fineart-tech.com/index.php/ch/home-2/90-fineart-express/coverstor




1ISO27001 ISMS
BB ETHASABETFHH

1SO27001:2005 1SO27001:2013

A.10.9.1 Electronic commerce A.14.1.2 Securing applications services on
public networks

A.10.9.2 Online-transactions A.14.1.3 Protecting application services
transactions
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ISO 27001:2013
6.1.3
Information security risk treatment
(Annex A
Control Objectives and Controls)
(P4 A
£ 5] B AR I ] 15 58)
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Al4.1
Security requirements of
information systems

* Objective:
To ensure that information security is an integral
part of information systems across the entire
lifecycle.
This also include the requirements for information
systems which provide services over public
networks.



ISO/IEC 27001:2013

e A.14
System acquisition, development and
maintenance

—Al14.1
Security requirements of information systems

 A14.1.1 Information security requirements analysis and
specification

* A14.1.2 Securing application services on public networks
(1S027001:2005 A.10.9.1 Electronic commerce)

 A14.1.3 Protecting application services transactions
(1ISO27001:2005 A.10.9.2 Online-transactions)
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1SO27001:2013
Al14.1.2
Securing application services
on public networks
(1SO27001:2005
A.10.9.1
Electronic commerce)
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1SO27001:2013
Al14.1.3
Protecting application services
transactions
(1SO27001:2005
A.10.9.2
Online-transactions)
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1S027001:2013
Al4.1.2

Securing application services
on public networks

(Electronic commerce)

Control:

Information involved in application services
passing over public networks shall be protected
from fraudulent activity, contract dispute and
unauthorized disclosure and modification.
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15027001:2013
Al14.1.3

Protecting application services
transactions

(Online-transactions)

Control:
Information involved in application service
transactions shall be protected
to prevent
incomplete transmission, mis-routing, unauthorized
message alteration,
unauthorized disclosure,

unauthorized message duplication or replay.
28
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(1ISO 27007 Information Security Management System)
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(Electronic Commerce Security Framework)
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(Transaction Security)
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(Electronic Payment System)
5. ATEI A FF K&

(Mobile Commerce Security)
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Ravi Kalakota & Andrew B. Whinston (1997),
Electronic Commerce: A Manager's Guide,
Addison-Wesley
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Generic Framework for Electronic Commerce

Public
policy
legal and
privacy
issues

Electronic Commerce Applications
* Supply chain management

* Video on demand

* Remote banking

* Procurement and purchasing

* Online marketing and advertising
* Home shopping

Common business services infrastructure
(security/authentication, electronic

Technical
t, directori tal
payment, directories/catalogs) ' standards
Messaging and information for
distribution infrastructure documents,
(EDI, e-mail, HyperText Transfer Protocol)  security,
Multimedia content and network 2
e . network
publishing infrastructure |
(HTML, JAVA, World Wide Web) RStokels

Network infrastructure
(Telecom, cable TV, wireless, Internet)




Turban et al. (2010),

Introduction to Electronic Commerce,
Third Edition, Pearson

Introduction to

Electronic Commerce

EDITION

Efraim Turban David King Judy Lang
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A Framework for Electronic Commerce
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Management

Source: Turban et al. (2010),Introduction to Electronic Commerce, Third Edition, Pearson
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A Framework for Electronic Commerce
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H Management U '

Source: Turban et al. (2010),Introduction to Electronic Commerce, Third Edition, Pearson
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EC
Infrastructure (1)

e Common business services infrastructure

— (security,
smart cards/authentication,
electronic payments,
directories/catalogs,
hardware,
peripherals)




EC

Support Services

Order Fulfillment

Logistics

Payments

Content

Security System Development

pe— .

—
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E-Commerce Security and
Fraud Protection
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E-Commerce Security Framework

E-Commerce Security
Strategy

Marketing and
Operations
(Internal)

Regulatory Financial
(External) (Internal)

Source: Turban et al. (2010),Introduction to Electronic Commerce, Third Edition, Pearson
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E-Commerce Security Framework

E-Commerce Security Strategy

Regulatory
(External)

Control: Database and network
security

Assurance metrics:
Confidentiality, integrity,
authorization

Protect against:
Unauthorized access by
hackers, former employees,
malware, and crimeware
Privacy violations

Financial
(Internal)

Control: Fraud; embezzlement,
bad debt expense

Assurance metrics: Authentication
and integrity

Protect against:
Transactions using stolen identities,
debit or credit cards, and checks.
Unauthorized transactions and
overrides
Pretexting

Marketing and Operations
(Internal)

Control: Web site functions,
customer transactions,
electronic documents,
intellectual property

Assurance metrics: Availability,
nonrepudiation.

Protect against:

Phishing

Spoofing

Denial of service attacks
Industrial espionage
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Enterprise-wide
EC Security and Privacy Model

Senior Management Security Policies Security Procedures Seﬁur:ct’waools:
Commitment and Support and Training and Enforcement an daSo —

Source: Turban et al. (2010),Introduction to Electronic Commerce, Third Edition, Pearson
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1.1S0 27001 BMZ 2 E I 4 S/ 48
(1ISO 27007 Information Security Management System)

2. ET AR EEME
(Electronic Commerce Security Framework)

3. X h A

(Transaction Security)
4. EF 4%

(Electronic Payment System)
5. ATEI A FF K&

(Mobile Commerce Security)



%X % (Transaction)
* £+ (Payment)



R 5 %4 (Transaction Security)
% 4424 (Payment Security)
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R 5 &% (Transaction Security)

o 7] & IRARFE
(Non-repudiation Service)
¢ RAEIZE

(Security Seal)

.



V] & RARFS

(Non-repudiation Service)
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V] B SRARFS

(Non-repudiation Service)

o AV ERRFFE BAR A

EA IR~ R E F(verify)
MLEREH IR MBS

W fEZ LR AT H

AR SR E SRR A

B By 1 0 2] 4y o
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] 3B RARFS

(Non-repudiation Service)

o RV E BB TN
% 25 4% ¥4 (cryptographic check value) 89384

B ¥4 R IF H AR R AR BT A A B AR
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AT 5 RIRAS

(Non-repudiation Service)

o R FFTARKS6FE
12 31 YL4F 4 SR EhAE 48 A 49
=] 5% & M (accountability) °



K T wu uB. ;}5

(Non-repudiation Evidence)

s HNFEHFEEAZHMBHIEFREFHEAR AEX
18 38 4 A% A 3595 £ 2% (evidence subject) ©
P RN e N s i

3212 4 (Secure envelope)

3B 95 £ & ¥ 4% (evidence generating authority)1£ A
%JL 75 B RGBT AT E &

— ﬁiﬁz % = (Digital signatures)

W45 & 4 & (evidence generator) 2%,
»ﬂal,f&é 4 # 4% (evidence generating authority)
%5 FF $ A5 B BT AT E A

49



\

Z: T@ a:\‘)ﬂ&i% % ’T‘

(Non-repudiation Service Requirements)
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A ERBBER
(Non-repudiation Service Requirements)

A BB RS 45 A /0 38 AR A XA 8 a4
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AT & RBRFFRA

(Types of Non-repudiation Service)

o RIRART HR

(Non-repudiation of origin; NRO)
R N I

(Non-repudiation of delivery; NRD)
o HHFRTER

(Non-repudiation of submission; NRS)
¢« [REAR]E R

(Non-repudiation of transport; NRT)
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UsernameToken over HTTPS

d Recipient

———
User Store

Username Token over HTTPS
Message is secured at the Transport level; Username Token is used for
authentication. Client sends the Username Token inside the message
which is validated against the entries in user store of the service’s end.

Source: http://docs.wso2.com/display/DSS263/Graphical+View+of+the+Default+Security+Scenarios
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Non-Repudiation

Initiator

Signed
Message

X

= )

512

(~  Client'skeyStore L B

S

Service’s Public
Certificate

-

Client’s

private key .

Sign

Signature Verifica

tion

Non-repudiation Scenario
Clients should have X.509 certificates and Messages are signed
using the private key of the sender and verified using the public
key of the signing party

\ -
\ -

Recipient

Server’'s key Store

Client’s Public
Certificate

Service’s

private key
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REBRF
(Security Seal)

o 4 FRAMIBEE

« ERARE
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1 $84Z F (Trust Seal)
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ERRE

(Trust Seal)
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1& #3842 3 (Trust Seal)

12 2 1= % i *A
TWCA £ | &4 303%
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ISO/IEC
RFELHE | R2MEMER | M@3%12F | Geotrust
EARF 27001
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Which Site Seal do People Trust the Most?
(2013 Survey Results)

“Which badge gives you the best sense of trust when paying online?”
1,286 responses - US adults - Jan 2013 - baymard.com/blog/site-seal-trust

W/‘! SECURE"

TsTp 08-1AN

22.9%

TRUSTe

Norton McAfee TRUSTe BBB Thawte Trustwave  GeoTrust Comodo
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Outline

1.1S0 27001 AR 2 EIE A2 RN 4

(1ISO 27007 Information Security Management System)
2. ETRHBEELRE

(Electronic Commerce Security Framework)
3.9 KE

(Transaction Security)
4. LF XA % 4%

(Electronic Payment System)
5. AT M5 H A

(Mobile Commerce Security)
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ETHARAKTE K —BH

c RENRAHBTEREEZNFT ER T ¢
— 42 %] (Authenticity )
o TEBERFER G RN AARBERE LM
— # %M (Confidentiality )
s FEMEREN (4w Fi) BHBRRAH
— e’*’“ii (Integrity )
R G INE RATFRIE Y IEAE A
— Z:T’T@ M (Non-repudiation )
c RERTEREE > LR HEHTRY » A&y

:
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BEFMARARAAER—LFEG

R 5 A~ (Cost of transaction )

- BREHEITRHGATE RN 2 EEfRERA
X % E "M (Atomic exchange)

— RGBAN  HRAAENERSEXETE R

1 A # %5 E (User reach)

— RPN E A F S E (4o @ SFESTRH])

1B 18 7T 2 #5 1 (Value mobility )

— A E R EIBAT AR T IR 2 B3 - (BT 3845
At %% &% (Financial risk )

— AT RE 5 R IR & 2 B R A
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ETRHRASKEFR e E@

« &M (Anonymity)
—REEH o BRAECALE R FEREA
BH 5w
e f& Al A &M (User friendliness )
- ARBEGTEHER  ERANMTEATAE
e T %M (Mobility )
— R PR E & SRR T R B4R A
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WP AR A 4

« m—fEMRP (AxT) il 4
& A —Ekp (BRI )
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—HERFHEENOAZRIE T AT EE
Y= lixﬁﬁﬁﬁﬁx%wbﬁﬁ t E B gk
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EFRAF

« LEFRFOBR AL R TR
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—FERFFTA-FAHERELABER/ITZH
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R TE T Y €T

WERIEIE T 0 B A TR REBRE ST A
=FA

o RKiuFH
— REBIMES] 0 HTEEFTRE

o 3B EH) 0 ko o SSLFXAMT
— W s e L S A 642 2RI T

o LB = HINIEH) 0w L SETHAMT
—WRARERR TR AR BAEE RHEE
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SSLith &

e SSL#% % * Secure Sockets Layer Protocol

o #4% (Netscape) 7~ 3] 7199447 i}

« B  REEAFRER IR HEST XD
fR3& > B F BRI B2 P AL AR

« RBFTEL (401284 70) » HEE4H
B0 BORHE gy AT Ao B

o BT DN A E A (40RSA)
HEFBEREHT
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13-6 SSL LE A FRERE
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SET & & H =

» SET : Secure Electronic TransactionZ& 42 &
TR H1%E

* VisaFuMasterCard ™ A B 555 | 48 8% A #E
ﬁl OB E A S o R B AT
RWE > BOMERAEHRFEITRS > M
IBM ~ HP ~ Microsoft & 4t 5] 25 #e #| &

e 19964 F » 19984 F — K & & £

c R NH A  NEMEARET T HETE
A FAT
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SET £ & Uit

# -+ A (Cardholder)

— & F S SETAZ & 84 E F 4% ¢, (Electronic Wallet)
R FREEE TRE  BHRAR G Lk

4 #47 E (Merchant Server)
S #4% (lssuer)
LB A (Acquirer)

1+ 2k Fi& (Payment Gateway )
—/%.IE)L’IB] B A+ 2R R

B3 E .o (Certificate Authority )

— I RERZE =4 HEETEE  REERE



SET % 545 H

FH B . A
I \"—" RAuEH | g NEE= ‘EJ
- ﬂ’ﬁ 2 pE

SET/' %

BEETE P2(CA) Internet T
— a ‘J SET

i e .
H Hmin Internet
SET . SET .-
w [niernet w Internet
! .
__| - Internet » &_;cr\!\
Y - )‘ % /G IR 5
HEA
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SET &2 F KM%

FESRZTE AT R BT NI E M

— LB

FEARZT B 944 20 B AR 335 TR
- EBEFHE

ThFEXHET (AEHEFFAN) 4
By Ak

—BFRBHTTHE

TARE &A% > BB L4 2 fl A8 B 3EAF
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Outline

.1SO0 27001 BMEZ2EHE A S A48

(1ISO 27007 Information Security Management System)
. ETABRKERIE

(Electronic Commerce Security Framework)
(Transaction Security)

BT XA RS

(Electronic Payment System)

ATE) RIS H A

(Mobile Commerce Security)
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Mobile Commerce
(m-commerce or m-business)

Any business activity conducted over a

wireless telecommunications network
or

from mobile devices.
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EXHIBIT 8.1 The Mobile Commerce Landsca

—
E—
—
—
—
—
—

l

l

Source: Turban et al. (2010),Introduction to Electronic Commerce, Third Edition, Pearson

e
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Attributes of M-Commerce

Ubiquity

Convenience
nteractivity
Personalization

L ocalization



Mobile Computing
(wireless mobile computing)

Computing that connects a mobile device to a
network or another computing device,
anytime, anywhere.
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Mobile Financial Applications

* Mobile Banking
* Mobile Payments
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Mobile Marketing Campaigns

1. Information (& )
2. Entertainment (4% £%)
3. Raffles (3 %)

4. Coupons (1& & %)
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Mobile Marketing and Advertising

1.Building brand awareness
2.Changing brand image
3.Promoting sales

4.Enhancing brand loyalty
5.Building customer databases
6.Stimulating mobile word of mouth
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A day with NFC technology
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A day with NFC technology
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A day with NFC technology
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A day with NFC technology

Source: https://www.youtube.com/watch?v=_64mAcOn444 106



A day with NFC technology

Source: https://www.youtube.com/watch?v=_64mAcOn444 107



A day with NFC technology

Source: https://www.youtube.com/watch?v=_64mAcOn444 108



A day with NFC technology

i
y 4 \j-
Y SEASON '

Source: https://www.youtube.com/watch?v=_64mAcOn444 109



Mobile Security Threats

 Toll Fraud
(35 & FE )

* Ransomware

(¥h & #A8)

* Mobile Payments via NFC
(NFC 478y % 1)
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Toll Fraud

PREMIUM
SMS MESSAGES

sends 2 message asking
1o confirm the

THE PLAYERS

s are your everyday
smartphono user,

Wirebess providers run the
network and send you bills,

Aggregators are "middiemen”
for premium SMS transactions,
who maintain the technical and
sorvice lovel requirements of
each wireless network

confirms
Content providers create and sell order and
the content you buy. (e.g. - ringtones) approves charge @ lOOkOUt

FIGURE 7: HOW PREMIUM SMS WORKS
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Toll Fraud

THE PLAYERS

1% are your everyday
smartphone user.

run the
network and send you bills

Aggregators are “middiemen™
for premium SMS transactions,
who maintain the technical and
sorvice level reguiromeonts of
each wireless network

Malware s software that performs
malicious actions when installed

Malware writers are people who
create malware

Inadvertently
downloads
malicious app

\/

e

FIGURE 8: HOW TOLL FRAUD MALWARE WORKS

sends
premium SMS without
the s knowledge

blocks
message and
confirms charge

HOW

TOLL FRAUD
SMS MESSAGES

Via and

a message is sent to
to confirm the order *

* depending
on country

@lookout
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Ransomware

METROPOLITAN

POLICE

Att

4 Mat

ong X Sw 2

Forbidden websites
materal toward people

he o ess of Begal actvty 5 detected. A

The following viobtion & detected: you P-address

To release a lock your computer you should pay the fine in
amount of £ 100. In the case of ignoring the payment, the
program will remove illegal materials while keeping your
personal information is not guaranteed.

You could pay the forfeit in two ways:

1) Paying through Ukash:

Use the code recerved for this purpose. Enter it in the space for payment and diick OK
(¥ you have more than one code, enter them one after another and then dick 0K).

2) Paying through Paysafecard:

Use the code (and a password if needed) received for this purpose. Enter & in the
space for payment and click OK (if you have more than one code, enter them one
after another and then dick OK).

surcharge@qyber- metropoitan-police, co.uk

ention!!!

Polce Setvice and Strathclvde Polce nvestigation y ymouter 5 lockad

contanng pomography, child parnography, Sodomy and called violence against children on, violent
were visted from ths P-address!

Moreover and e-mall spam was sent you're your computer, e-mails contaming terrorstic materials. This locking serves to stop your egal activity,

@kash‘ Where can I buy Ukash?

You could buy Ukash in many places, for eample: shops, stalls, Stand-alone terminals,
on-line or through E-Wallet (electronic cash). Below you could find the list of point of sale
Ukash in your country,

@

ooy,

eyl  Payzone - Ukash avadable from Payzone terminals around the UK.

Epay - you could buy Ukash in thousands of supermarkets or Call-Shops which
have this logo.

PayPoint - Get Ukash wherever you see the PayPount sign.

o)
/“/\ Inpay - You can get 8 Ukash voucher In values from £10 - £500 and pay
inpay - using your internet bank.
OK
@ paysale
oy Lash pay sa'r
OK
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Ransomware

Your computer has been locked due to suspicion of ilegal content
downloading and distribution.

Mentioned ilegal content (414 Mb of wdeo files) was automatic ally
classihed as chid pornographse matenals Such actions, in whole or n
part, violate following U.S. Federal Laws

Any individual who viclates, or attempts to violate, or conspires to
viclate mentioned laws shall be sentenced to a mandatory term of
imprisonment from 4 to 30 years and shall be fined up to $250,000.

Technical detalls:

Involved IP address
Involved host name:
Source or intermediary sites:

Jipomerbros.com

All suspicious files from your computer were transmitted 10 a special
server and shall be used as ewdences. Dont try to commupt any data or
unblock your account in an unauthonzed way

Your case can be classfied as occasionallunmotivated, according Lo tile
17 (U. S Code) § 512. Thus it may be closed without prosecution. Your
computer will be unblocked automatically

In order to resolve the situation in an above-mentioned way you
should pay a fine of $300

Your computer

has been locked!

HOW TO UNLOCK YOUR COMPUTER:

Take your cash to one of this
retail locations:
Walmart K 2 [

e " —

CVapharmeny Welypeesns

2 Get a MoneyPak and
purchase it with cash at the

@ MoneyPak Tk ksl

Come back and enter your
MoneyPak code to unlock
your computer (5 attempts

available)

1 2 3

4 5 6

7 8 9
Delete 0 Enter

Permanent lock on 05/01/2013 5:20 p.m. EST
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Mobile Payments via NFC

* steal your money via the classic
"bump and infect"” method,
this means that NFC is actually acting as
enabler for theft.
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Mobile Payments Security

Bk
o\
;
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Mobile Security Worm Threat
Targets Android Devices
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NFC

Mobile
Payment

Transit Fare
& Access

&

Location-Based
Services

Loyalty NFC
& Couponing SIM Cards

Information Device
Exchange Pairing

Access
Control




Mobile Commerce Security

4
Requests and
processes
payment
authorization
from PSP
Payment
Secured Internet : Merchant service
T —> Firewall — frm—( :
mobile network server provider
A (PSP)
1 2 3
Generate a unique  Transmits Validates unique
fingerprint for encrypted inbound mobile
every transaction transaction from transaction Bank
mobile to server fingerprint
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